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Abstract— Internet of Things as recently emerging and fast
growing technology is spreading in almost all areas of
human activities. This cause some arising questions which
shall be discussed from different perspectives in order to
evaluate its role, importance and influence in future
development of humanity as well as technology and
economic. Utilization of 10T in some specific areas of human
activities could be related to different challenges especially
in situations where information obtained by loT are
burdened by errors or in case of system cancellation. This
could affect decision making and result in wrong decision
which could lead to different detriments in case of time
deficiency and emergency. This paper aims to dissert 10T
technology from aspects of complex system theory and in
some hypothetical scenarios.

. INTRODUCTION

Internet of things (loT), as a rapidly growing
technology, affects almost every domain of human
activities [1]. According to [2] there are more objects
connected to the internet than there are people in the
world. As such it deserves broad analysis and being far of
its maturity it needs to be analyzed from different points
of view including perspective of challenges and
opportunities [3].

As new technological possibility, internet of things
cannot be treated as technology which was experienced
enough for its overall and ultimate valuation.
Consequently it shall be analyzed and described in terms
of possible scenarios.

IoT is also rapidly developing technology [4].
Possibility for rapid development of any technology has at
least two consequences:

It implicitly admits that existing technologies are
burdened by imperfections and

Existing technology, after a while, will obsolete.

Those consequences could repudiate potential investors.
Really practical question, which every investor asks
himself before investment, is: “why shall I investigate
today in technology which tomorrow will be improved
and lower priced, if I do not have to?”

On the other side, if level of sale of certain technology
does not cover all costs including research and
development as well as investment in new production
capacities, technology cannot develop as fast as it could.
Lower level of sale has, again, at least two possible
consequences:
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The technology could not be introduced in various
situations what impoverish capacity for validating
technology by experience and

Poor experience base decelerates development of
technology.

Consider this scenario broadly a paradox appears: rapid
development of technology could become the factor which
slows development.

These consequences are valid in case of pure market
condition and not include subventions of government.
Figure 1 illustrates potential scenario of mutual relations
between technology development speed and sale rate.
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Figure 1. Potential scenario of mutual relations between technology
development and sale rate

Described scenario could be called “pessimistic” and
could lead to abandonment of technology in spite of
efforts and its theoretical possibilities to improve human
life.

Another scenario of technology development is based
on level of accordance between technology and investors’
needs. Talking about customers’ needs it is only possible
to graduate accordance level between the products
characteristics and customers’ perception of accordance
with his need.

Also customer cares about his financial possibility to
buy and introduce product into his system. Modeling this
situation it is necessary to introduce basic economic
principle that any investment is acceptable if gains are
bigger than invested amount of money. In this case, if the
market is large enough, technology could be rapidly
developed. This case is illustrated by figure 2.

Considering objects whose safety is main goal (as
dams, bridges, mines etc.) cause that economic principle
which says that any investment is acceptable if provides
greater return, shall be replaced by principle that any
investment less than assessed consequences of damage
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which could be avoided at reasonable probability are
acceptable.
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Figure 2. Relation of technology development rate and its meeting of
investors’ needs
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This paper is intending to analyze the internet of things
(loT) from the perspective of its role in human
development, including technology, industry and
economics. This paper also intends to point out
opportunities and challenges which could arise from its
use and misuse. Misuse of 10T is primarily discussed in
the sense of its complexity and need for specific
knowledge.

1. METHODOLOGY

A. Figures and Tables

Internet of Thing (IoT) or things connected via internet
[5] could be modeled on the high level of abstraction. In
order to analyze some possibilities of loT we shall
describe the model on which the following explication
will based.

10T is, before all, materialized by devices equipped by
different abilities. Model of 10T could be formally
described as follows:

- loT devices discretize certain space or object i.e.
lIoT sensors could gather information in discrete
points;

- Information are gathered in discrete points of time;

- One sensor could gather only one kind of
information;

- To form loT system at least two devices are
necessary;

- 1oT devices must, at least, be able to gather certain
kind on information;

- Devices which 10T is consisted of must be able to
exchange information between each other and

- connection between devices shall be wireless.

The consequence of above listed assumptions is
complex system of mutually connected devices which
communicate to each other. But only gathering
information and communication between devices is not
enough to complete 10T system. Structure of 10T could be
divided into elements and descripted as follows:

- information point (denoted by capital letter “I”).
Information point is the point in which information
are gathering;

- communication point (denoted by capital letter
“C”) means that it is equipped with device for
communication between other devices;

- processing point (denoted by capital letter “P”)
means that it is equipped with devices for
processing data;

- decision point (denoted by capital letter “D”)
means that it is equipped with devices and/or
software for decision making based on available
data and

- intelligence point (denoted by capital letter “J”)
means that decisions and data are checked before
they will be transferred to the outer world.

Described models structure and hierarchy is illustrated
by simplified model and given on figure 3.

Figure 3. Simplified model and hierarchy of loT

As depicted, information point is situated into the object
which is observed and intelligence units finally decide
which kind of form of information to end user shall be
delivered or which action shall be taken. Of course, one
object could be equipped (discretized, approximated) by
multiple information points which could gather different
kind of information, as shown on figure 4.

Observed
object

Figure 4. Simplified model and hierarchy of 10T in case of multiple
information points

Let define the position of information points by unique
coordinates in space as:
L(xi, yi,2;) e
where 1;is i"" information pointand i = 1,2, ..., n.
Once defined position of information points allows

determination of distance and directions between each
other as:

lj= J(xj )+ -y)+(Z-2) @

xj—xi

Ccos a’i’j =

~(3)

li j
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Considering that information points gather information
about characteristic y in time then formula (1) could be
written in form:

Ccos Yi,j =

LCelx yi zi ty) - (6)
meaning “characteristics y is observed in point I; at time
ty-

Discretization could be expressed as follows:
lij>0 ()
tk+1 - tk > 0 (8)

meaning that between two information points as well as
in time interval (t,.q,t;) characteristic y changes in
linear manner. But, because of discretization in space and
time, some information (possibly crucial) could be lost.
This situation is illustrated by figure 5.
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Figure 5. Changes of characteristic y and its recorded value

Generally, the changes of characteristics y in space and
time could be expressed as follows:

ox

N =0 ..(9)
ox

—_— (1
ot *0 (10)

Expressions (9) and (10) shall not be considered in
strict mathematical manner but rather shall read
“characteristic y may, but it does not have to change in
space and time” because changes of characteristic are
presumed as more probably state but constant values are
also possible.

Another important factor is accuracy of obtained data.
Considering the measured value of characteristic y logical
theoretical and practical question arise: “are of
information points of the some quality?” or “how could be
guaranteed that in real condition accuracy of data is
constant and under declared values?” Theoretically this
questions could be transformed in form of statistical
hypothesis as follows:

HO: O-X (11) = O-X (12) = = O-x ([n) . (11)
Hy: 0y [1;(ti)] = oy [I;(tes )] Vike - (12)
Alternative hypothesis are in otherwise cases.

Discussing null hypothesis expressed by (11) and (12) it is
indisputably their meanings and consequences. But in

practice it could be very difficult to prove them in
acceptable manner bearing in mind possible costs or time
consumption.

Bearing in mind that described model of loT is
maximally simplified it could be stated that its complexity
in reality is only be much greater. Consequently it could
be considered as a complex system. If assume that
absolutely reliable systems neither exists nor could be
constructed at acceptably level of price it is possible to
state that 10T shall be carefully considered especially in
application with considerably presence of risks.

Because of complexity of phenomenon examined by
10T utilization as well as complexity of 10T itself another
set of question arise. It could be stated that experts for 10T
cannot be experts for examined phenomenon. Opposite
statement also could be treated as valid: experts for
examined phenomenon are not experts in 10T domain. If
exceptions exist they shall be treated as very rare.
Consequently relatively small number of experts could
manage 10T systems. This fact shall be treated as problem
in critical cases as well as limitations of 10T massive
utilization.

I1l.  RESULTS AND DISCUSSION

Dams are an engineering as well as scientific domain of
research where 10T was found as very suitable technology
for data gathering [6]. Because of complexity of dams and
multiple forces impacting them as well as risks related to
possible failure causes fillings that data and knowledge
related to dam safety management are ever scarce. In
practice it could be proved on many cases of different dam
accidents.

That is way analysis of dam safety
combination of methods [7]:

1. statistical estimates based on empirical data;

2. engineering models based on physical processes;

3. fault tree analysis based on logical constructions and
4. judgement by experts.

Bearing in mind above listed questions related to 10T it
is logical that utilization of 10T could be very helpful if
provide needed information. Utilization of IloT is
introduced in dam safety management for various
parameters [8, 9 and 10].
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Figure 6. Possibilities of 10T introduction in risk management

But during decision making process about introduction
of 10T in certain case it is recommended to analyze some
possibilities. Ranking the real risk as “High” and “Low”
and perceived risk as “High” and “Low” four possibilities
appear as shown on figure 6.
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Possibility 1: Real risk “High” and perceived risk is
“High”. IoT is real necessary and its introducing for dam
monitoring is justified. There is a need for 10T and level of
investment must be measured by potential damage.

Possibility 2: Real risk “Low” and perceived risk is
“High”. IoT is not real necessary and its introducing for
dam monitoring is justified. There is no need for 10T but
decision of its introduce is made. It could be stated that
investment was unjustified, but it could be compensated
by obtained experience and knowledge.

Possibility 3: Real risk “High” and perceived risk is
“Low”. IoT is not real justified at all.

Possibility 4: Real risk “High” and perceived risk is
“Low”. 10T’s introducing was omitted despite it was
necessary.

It is obvious according to descripted model that 10T will
be introduced only is perceived risk is high independently
of the level of real risk. Following this idea it shall be
considered further two steps:

Level of accordance of investors needs and loT
capacities and

Abilities of investor to properly explicate results
obtained by IoT system.

First step is to analyze investment in coordinates of
investors’ need and capacity of IoT.

Investors®
need

Investment in
IoT is not
Justified

Investment in
IoT justified

Capacities Low High
of loT

system .
Investment in

0T is
necessary

It is better to
wait loT
improvement

Low

Figure 7. Accordance of IoT with investors’ needs

Again exits four possibilities which will be explicated
as follows.
Possibility 1: Investors’ needs are “High” and capacities
of IoT are “High”. Investment in IoT is justified.
Possibility 2: Investors’ needs are “Low” and capacities
of IoT are “High”. Investments in IoT are not necessary.
Possibility 3: Investors’ needs are “Low” and capacities
of IoT are “Low”. Investments in [oT are not necessary.
Possibility 4: Investors’ needs are “High” and capacities
of IoT are “Low”. Investment in IoT is not justified.
Finally, but may be of crucial importance, assessment
of investors capability to provide proper explications of
obtained results will be analyzed. For this analysis the
same method is performed and illustrated on figure 8.
Possibility 1: Investors’ capacities are “High” and
results obtained by 10T need “High” expert knowledge.
Risk of wrong explication exists but must be accepted.
Possibility 2: Investors’ capacities are ‘“High” and
results obtained by IoT need “Low” expert knowledge.
Risk of wrong explication is small.

346

i)

Possibility 3: Investors’ capacities are “Low” and
results obtained by IoT need “Low” expert knowledge.
Risk of wrong explication exists but is small, because
knowledge of low level expertise could be obtained by
trainings.

Possibility 4: Investors’ capacities are “High” and
results obtained by IoT need “Low” expert knowledge.
Risk of wrong explication is small.

This chain of analysis shall and must be considered
from every perspective which contains risk for misuse or
wrong explication of results.

Described possibilities of discontinuity of results in
space and time must be analyzed from the aspects of risk
and their possible influence on conclusions about dam
safety.

Accuracy of data including reliability analysis also must
be an indivisible part of loT analysis. Checking accuracy
of sensors could be resource demanding in engineering
sense but also including time and finance. Question also
could go about recording data in certain information point.

Investors’
capacities for
results

explication
High
Risk of wrong
Risk not explication
exists exists but is
acceptable
Results Low High
obtained .
by IoT Risk of wrong
needs explication Risk of wrong
ex exists but it explication is
pert
knowledge [ small

exceeded

Low

Figure 8. Accordance of 10T results with investors’ capacities for
results explication

Described chain of decision making is illustrated on
figure 9.

Figure 9. Chain of decision making for 10T introduction in dam safety
management

Bearing in mind that described model of IloT is
maximally simplified it could be stated that its complexity
in reality is only be much greater. Consequently it could
be considered as a complex system. If assume that
absolutely reliable systems neither exists nor could be
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constructed at acceptably level of price it is possible to
state that 10T shall be carefully considered especially in
application with considerably presence of risks.

IV. CONCLUSION

0T is relatively new and promising technology in
various domains. Utilization of 10T could improve various
aspects of life, engineering and scientific domain.

Consequently, because of immanent complexity of
observed phenomenon as well as complexity of 10T itself
it is necessary detailed consideration before its
introduction.
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