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Abstract. In recent years, we have witnessed the attempts of offering cloud ser-

vices closer to data and end users. Even though there already are platforms on the 

market managing infrastructure at the edge, there are still many challenges yet to 

be resolved. One example would be serving requests from an optimal location. 

The upcoming real-time applications will be bound to rely on local data pro-

cessing because of its sheer volume and strict time constraints, but this doesn’t 

completely exclude the cloud from the picture. It will still be the best suited op-

tion for resource-intensive workloads. In this paper, we present the distributed 

cloud model that enables dynamic formation of ad-hoc clouds. By abstracting 

infrastructure to the level of software, we manage to streamline the process of 

resource reallocation, so that even the highly fluctuating needs of nearby popu-

lation can be met. We also discuss the idea of data transfer from one distributed 

cloud to another when user mobility is detected. This strategy aims to minimize 

distance of users from data at all times, but the particular difficulty we focus on 

is how such a process can be executed with respect to data privacy requirements. 

Keywords: distributed systems, cloud computing, distributed clouds, big data, 

data centers, infrastructure as software. 

1 Introduction 

In the recent decade, we are witnessing a slow paradigm shift of offloading computation 

and storage away from centralized infrastructures, such as cloud computing, to the edge 

of the network [1]. These infrastructures are not meant to replace cloud computing, but 

to complement it. They allow preprocessing and, in some cases, complete offload of 

the computation and storage from the cloud, so that only the key information can be 

transferred to the cloud for further analysis [1, 2]. 

Internet of Things and augmented reality applications, as well as autonomous vehi-

cles or decision-making systems in Smart Grid require latency below a few tens of 

milliseconds, which a centralized cloud model at its current state cannot meet [1]. These 

applications generate large amounts of data that often cannot be easily moved from 

their source to the cloud for storage and processing [3]. 

Cloud computing is designed to allow data access, computation, or other utilities 

over the network [4], with infrastructure being placed on locations optimal for building 



 

 

massive data centers. Furthermore, these utilities can be used and released on-demand 

[5], providing cloud providers with the benefit of offering numerous diverse services 

to its customers [6]. Cloud computing offers its services elastically according to the 

pay-as-you-go model [4, 6, 7]. This model is preferred by many companies as it elimi-

nates the need for costly up-front investments, required to build and maintain huge data 

centers [8], regardless of the vast distance from the nearest cloud data center. Because 

this approach can lead to potentially too-high latency in the system [9], we must have 

these implications in mind [2, 10]. 

Nevertheless, by modifying the current cloud model, we can aid it in dealing with 

challenges that are to come by extending the processing and storage capabilities of the 

cloud to the edge of the network. With this idea, we are able to process data at its source 

[11] and transfer only valuable information to the cloud for sophisticated analysis and 

decision-making, where significantly more resources are available [12]. 

By moving clouds closer to the ground and data sources [11], we challenge the tra-

ditional cloud infrastructure of massive data centers with aggregate resources that could 

lower the administration cost of the entire system. Vogels et al. defined cloud compu-

ting as an aggregation of the two elements - computing resources as a utility and soft-

ware as a service [6]. If we adhere to this definition, we can conclude that we are not 

moving away from the original idea of cloud computing. On the contrary, we are merely 

pushing it one step further, allowing the creation of cloud-like structures closer to the 

users [2, 10]. 

Moving clouds closer to the ground opens new research areas such as ad hoc 

cloud-like computing infrastructure creation and repurposing of resources to 

best meet the needs of the local population. Another idea worth considering is that users 

become no longer locked into offerings of a single vendor. They do not need to rely 

solely on the centralized infrastructure of traditional clouds. This idea opened the door 

for distributing clouds closer to the ground, creating a distributed clouds model. On the 

other hand, users are familiar with applications developed for the traditional cloud in-

frastructure – cloud-native applications. Distributed clouds need to offer an application 

model that is intuitive and familiar to the users. These applications must be able to 

migrate between traditional and distributed clouds as needed. 

Another motivation factor for developing the distributed cloud model are scenarios 

of governments forbidding sensitive information to leave country borders in order to 

prevent misuse [13, 14]. Protection of data privacy must be done responsibly, from 

collection to storage. In developed countries, once the data is collected, different laws 

and regulations start to apply depending on the context of the collection. Sometimes, 

cloud computing cannot answer this problem efficiently or adequately. This problem is 

due to cloud computing infrastructure and how it is built. In some cases, the nearest 

data center is outside the country’s jurisdiction forcing sensitive information to go be-

yond borders [14]. This is another challenge the new infrastructure model needs to ad-

dress. 

 

 

 

 



 

 

Contributions of this paper can be summarized in the following way: 

• We present an idea of complementing traditional cloud infrastructure by pro- 

cessing data closer to the data sources and transferring only valuable information to 

the cloud 

• We claim that it is possible to create ad hoc cloud-like infrastructure as dis- 

posable elements that can be repurposed as needed to serve local population 

needs 

• We introduce the idea for users to use this infrastructure similarly as they 

use the traditional cloud and move their application seamlessly from the 

traditional cloud to distributed clouds and vice versa 

• We address the privacy challenges that arise with data in the new infrastructure pro-

posal 

The rest of the paper is structured as follows. Section 2 describes related 

research on the topic of distributed clouds. Section 3 presents the idea of distributed 

clouds at the edge of the network. In Section 4, different aspects of the 

creation and maintenance of the model are given. Section 5 presents data privacy 

restrictions the model needs to address to become a feasible solution. In Section 

6, we conclude the work done 

2 Related work 

In the era of cloud computing and service-oriented architectures, automation 

is one of the key elements. Various tools are developed, allowing abstraction 

infrastructure to the level of software. Generally speaking, there are two available 

options [15] on how information and actions could be sent to the system: (1) 

imperative and (2) declarative. 

Imperative tools usually rely on some language where users specify how, and 

in some cases, in which order actions need to be executed onto the system. 

The negative side of this approach is that this strategy is more error-prone. 

Users may introduce a bug in the system that might be hard to debug and 

find. On the other side, the positive thing is that these tools have existed for 

a long time, and best practices are more precise and readily available to the 

users. Typical representatives of such tools are Chef, Ansible, and Puppet. On 

the other hand, declarative tools shine in much more complicated environments 

such as cloud computing. These tools usually rely on independent platform and 

language configurations without defining explicit actions. The users specify the 

desired state and submit it to the system. And then, the system determines the 

optimal way to achieve it. These tools usually rely on immutable infrastructure to 

achieve defined goals [16, 17]. Typical representatives of such tools are Terraform, 

Polumni, or CFEngine. 

Existing tools lack support for distributed clouds. Although both of them 

could potentially be extended to support new environments, in this research, we 



 

 

will present the possibility of a native tool based on declarative ideas and the 

creation and repurposing of pools of resources in the form of distributed clouds. 

Besides the tools mentioned earlier, in recent years new paradigm emerged 

called Osmotic computing. This paradigm proposes application decomposition 

into microservices for one reason to exploit resources in both edge and cloud infrastruc-

tures [18]. Osmotic computing applications should be developed in such a way as to 

equalize the microservices concentrations on the two sides. The pro- 

posed model could fit well into the osmotic computing model, allowing dynamic 

and efficient management of distributed cloud infrastructure. 

In their research, Greenberg et al. [19] introduced the exciting concept of 

Micro data centers. The authors defined them as data centers that operate nearby 

serving only the population nearby, and as such, they can minimize the latency 

and costs for end-users [19, 20] on the one side, while at the same time they reduce 

fixed costs that traditional big data centers have. The minimum size of these data cen-

ters is defined strictly with the needs of the local population [19, 21]. The 

key feature of these data centers is the agility to dynamically grow and shrink 

resources as needed while satisfying the demands and resource usage from the 

optimal location [19]. 

Ciobanu et al. [22] introduce drop computing, an interesting idea able to 

compose edge computing platforms ad hoc, thus enabling collaborative computing dy-

namically. Drop computing employs the mobile crowd formed of nearby 

devices, and instead of sending requests to the cloud, it routes them to the mo- 

bile crowd, enabling quick and efficient access to resources. The drop computing 

model may raise a few concerns, but it can dynamically include crowd nodes 

when extra storage or processing power is needed. 

The practical applicability of proposed solutions might be in question when 

data collected, processed, and stored contains Personally Identifiable Information 

(PII). If PII needs to be stored on different edge locations to utilize computing 

on the edge, security and privacy issues must be addressed [23]. Takabi et al. 

in [24] describe numerous challenges in traditional cloud computing that apply 

to distributed clouds in terms of data protection used in heterogeneous shared 

infrastructures. To address these challenges, especially privacy-related ones, a 

formal introduction was made through different legislation requirements, most 

notably the General Data Protection Regulation (GDPR) for European Union 

countries, to increase the safety of sensitive personal data of EU citizens. This 

was done by restricting the flow of sensitive data outside of the EU [25]. GDPR 

led to the development of a framework with a set of policies and rules that can 

be applied to the cloud and edge technologies stacks called GAIA-X [26]. 

The model proposed in this paper differs from similar solutions as it allows dynamic 

formation of fully-disposable distributed clouds. Existing tools, such as Kubernetes and 

Mesos, are designed to handle failures inside a cluster, deeming no server or cluster 

irreplaceable. We go one step further, treating the entire clouds completely replaceable. 

This approach opens numerous possibilities for optimizing the infrastructure by strate-

gically constructing multiple clouds designed for failure. We hide the complexities of 



 

 

infrastructure management behind the Infrastructure-as-Software interface users inter-

act with. This contributes to the usability of our solution and enables clients to rely on 

well-established principles, including reusability, modelling, testing, and evaluation. 

3 Distributed clouds model 

In this section, we will explain the high overview of the model and the idea of 

distributed clouds at the edge of the network, influenced by architectural ideas 

from traditional clouds 

3.1 Distributed clouds infrastructure model 

We can accept the definition of cloud computing given by Vogels et al. as an aggrega-

tion of the two elements - computing resources as a utility and software as a 

service [6]. These resources are offered to clients as needed elastically. To achieve 

such elasticity, cloud infrastructure is organized into three building blocks: (1) 

cluster, (2) region, and (3) availability zones [27]. 

Once set, these building blocks are hard to rearrange because they are part of 

the physical infrastructure. That may result in some customers far away from the 

nearest data center that serves real-time applications having difficulty dealing 

with latency. 

However, such organization of building blocks may be a good starting point 

for building distributed clouds model with some adaptations. The important 

thing to consider is that distributed clouds must operate over arbitrary vast 

geographic areas serving nearby populations. The user requests should first reach 

the distributed clouds and then, if necessary, route to the traditional cloud. 

In traditional cloud computing, the region is a physical element of the existing 

infrastructure [27]. In distributed clouds, a region is a logical element composed 

of one or more physical clusters of nodes over an arbitrary vast geographic area. 

Like traditional cloud regions, distributed clouds regions should be capable of 

accepting and releasing clusters of machines if needed. 

Greenber et al. [19] described a micro data center’s optimal size as big as the 

population nearby requires. This description is implied in distributed clouds. As 

a result, we get that a single distributed clouds region can be composed of at least 

one cluster, but the cloud spans multiple clusters achieving higher availability, 

resilience, storage, and processing capacity. 

On the highest level of abstraction, we have a topology. Topology can be viewed 

as a single cloud provider compared to traditional clouds. Topology is capable of 

having multiple regions but must have at least one. As regions, topology can also 

add or remove regions as needed. For all three abstractions, cluster, region, and 

topology, the vast distances should be avoided, at least in normal circumstances. 

The only physical thing in distributed clouds model is the node inside the cluster. 

All other, higher abstractions should be created descriptively. 



 

 

Compared with micro data centers and nano data centers, with previous claims, we 

are getting that distributed cloud clusters can become either of the two and everything 

in between, thus, giving users a higher space for better optimization. On the other side, 

the distributed cloud model can act as the traditional cloud computing or edge compu-

ting model, but does not have to become either. Table 1 depicts the differences and 

similarities between traditional and distributed clouds in terms of the physical and/or 

logical elements in the two architectural patterns. 

Traditional cloud computing is here to stay, and it can only benefit from 

extension by distributing processing and storage capabilities to the edge of the 

network. Therefore, traditional cloud, distributed clouds, and edge computing 

or clients are building three-layer cloud architecture. 

Table 1. Infrastructure comparison between the clouds 

 Cloud type 
Traditional Distributed 

Concept  

Logical Cloud provider 
Topology 

Region 

Physical 
Region 

Cluster 
Zone 

 

It is important to notice that in this three-tier cloud infrastructure, we have 

some benefits and some drawbacks at every level. As we go up the levels, we have 

many more available resources to utilize, but on the other hand, response time is 

higher since big data centers might be far away from the client. As we go down 

the levels, we have fewer resources available for utilization, but the response time 

is faster, as depicted in Fig. 1. 

 

Fig. 1. – Three tier architecture and resource availability 

Since distributed clouds operate in proximity to data sources and nearby 

users, they venture into geo-distributed systems. Furthermore, previously de- 

scribed abstractions clusters, regions, and topologies allow us to cover arbitrary 



 

 

vast geographic areas, with the ability to shrink or expand these abstractions as 

needed, forming new pools of resources for applications to utilize. 

So new microservice applications should utilize these architectural patterns 

as needed. Applications could be split into the front and back processing tiers, 

where front processing is in distributed clouds and closer to the clients, while the 

back processing tier utilizes traditional cloud infrastructure. These applications 

could be moved seamlessly between traditional and distributed clouds as needed, 

relying on osmotic computing ideas [18]. Front-tier applications can store and 

process data on the source and transfer only useful data to the traditional cloud, 

and the backend tier can be used for more complex and deeper analysis. The 

communication between these application parts is crucial for new-age real-time 

applications. 

4 Policy based computing 

This section will describe different aspects of forming and maintaining dis- 

tributed clouds model. We will see in what circumstances we can dynamically 

create infrastructure in proximity to users, how we can handle data if users leave 

their current position, and how to automatically scale infrastructure, all based 

on user-defined policies, entering policy-based computing. 

4.1 Infrastructure management 

Cloud computing infrastructure is fixed and created in strategic locations world- 

wide to serve as many users as possible. If we want to expand infrastructure 

with new resources, this requires connecting modules physically to the rest of 

the infrastructure [28]. On the other hand, distributed clouds do not have that 

rigid infrastructure. Distributed clouds require dynamic interactions between the 

elements of the infrastructure. However, also, users should be able to create and 

repurpose infrastructure dynamically. 

In order to achieve such elasticity, we need to abstract infrastructure to the 

level of software and venture into infrastructure programming [29]. Such an approach 

yields reusability of the available tools, principles, and techniques (e.g., 

testing, modeling, and evaluation) [30]. 

Existing orchestration tools such as Kubernetes, Apache Mesos, and Docker 

Swarm work at the cluster level "treating servers as cattle, not pets" (i.e., numerous 

servers built using automated tools designed for failure, where no server 

is irreplaceable) [31]. One cluster can spread to multiple zones, reducing the 

chance that a failure in one zone disrupts services in other zones. Kubernetes 

even allows multi-cluster, treating clusters as disposable elements. The model 

presented in this research goes a step further, proposing the creation of distributed 

clouds computing model for single use as disposable elements. It gives 

users more dimensions for the operation and optimization of infrastructure and 

services. 



 

 

We must be aware that the deployment of such infrastructure will not happen 

fast. The key to success is to simplify infrastructure management [32]. Manually 

setting up the infrastructure is not acceptable, especially in a geo-distributed 

environment. To achieve such a level of freedom, in infrastructure creation, we 

must create at least four protocols [2, 10]: (1) health-check protocol that gives 

the whole system state of every registered node, (2) cluster formation protocol 

that forms new clusters, and (3) list detail protocol that shows the current state 

of the system to the user, and (4) query nodes protocol that will show free nodes 

to the user based on some criteria. 

The one important aspect of these protocols that we cannot overlook since 

they will be implemented in such a complex environment is that they need to be 

formally correct. They need to be modeled so that, by design, they do not leave 

room for potential errors. 

Infrastructure creation and repurposing should be done descriptively. The 

users describe their desired infrastructure using some of the existing file formats, 

submit it to the system, and let the system deal with the rest. 

4.2 Data handling 

Distributed clouds rely on the data locality principle – moving the computation 

closer to the data instead of moving data to the computation [33]. With this idea, 

distributed clouds can serve user requests from the best location – the closest 

distributed clouds to the user. 

Equation (1) states that distributed clouds clusters could be as wide as the 

whole city or as small as all devices in a single household and everything in 

between [2]. Furthermore, we need to be careful and aware that we might not 

have the resources to store all the data, or the users may leave their place, city, 

or state, for example, and they should be able to access personal data. That 

is one of the strong points of the traditional clouds, and as such, we want to 

preserve this feature. 

The equation (2) asks what options we have for data retention or how long 

data can stay in the system close to the users. If we go more towards the edge 

computing side, we have less storage capacity, meaning that only the most recent 

data should be stored nearby users while other older data should be stored in 

the traditional cloud because of the available resources. 

Together, equations (1) and (2) give us two functions to optimize data retention in the 

system and how much of the data we will store in distributed 

clouds. 

The second aspect we need to investigate is what will happen to users’ data if 

they move far away from the clouds nearby. That should be part of the agreement 

between distributed clouds providers and the users, and it could be specified in 

some policies, e.g., how much of the data should follow users and does data follow 

the users in the first place. 

If we want to transfer data from one region to another, we could use traditional 

clouds as the backbone. If users allow, data will be transferred from 



 

 

distributed clouds to the traditional cloud. Furthermore, user data can be transferred to 

other places using previous equations and defined policies. 

With data transfer from place to place, we have to be careful. We cannot 

transfer all the data from place to place because that will potentially introduce 

high latency in the system. So only the newest data should be transferred at 

once, and then as a user requires more data, we can pull what is needed from 

the traditional cloud and cache it to the distributed clouds for future use. Data 

transfer should be part of distributed clouds policies and could be offered at 

different levels to the users. 

4.3 Infrastructure creation and autoscale 

All nodes will inform the system about their state and health via the healtcheck 

protocol. Free nodes, which are not used in other clusters, regions, or topologies, 

will be listed to the user. Users can query them using a system of labels. Labels 

are sets of key-value pairs in free text form, and labels describe nodes for the 

users. For example, labels maybe contain information about resources, operating 

systems, location, or architecture. 

In order to create new infrastructure (clusters, regions, and/or topologies), 

the user first needs to create a query with specific criteria. These submitted 

criteria are checked against the labels of every node. Only free nodes with all 

specified labels will be part of the result returned to the users. These nodes 

will be reserved for some time TR, giving the user time to start the mutation 

protocol and create infrastructure. Fig. 2 shows query protocol communication. 

 

Fig. 2. Query protocol. 

If a node desire to be part of the system pool of resources, it needs to obey 

a few rules: 

• a node must run an operating system with a usable file system; 

• a node must be able to run some isolation engine for applications (e.g., 

containers, virtual machines, or unikernels); 

• a node must have available resources for utilization for processing, applications, or 

data storage; 

• a node must have an internet connection; 



 

 

• a node must provide a list of attributes in the form of a list of key-value 

pairs – labels. 

Even though these rules look too simple at first glance, they are well-defined 

and chosen with purpose. When we exhaust all existing resources and have a 

sudden urge for new resources (e.g., to support bursts of requests or catastrophic 

events), the model can be extended, allowing the inclusion of volunteer nodes 

to depreciate load for an indefinite period. When these resources are not needed 

anymore, our model can release them back to a pool of free resources, similar to 

the cloud model. 

The user should define a new system state using the description file. When 

the new state is accepted and ready to be processed, the system will start infrastructure 

creation protocol (Fig. 3). 

 

Fig. 3. Infrastructure creation protocol. 

Once the infrastructure is created, the creation process is considered done. 

When the user submits a new state to the system, this task will be accepted 

and registered with the PENDING state. If an error occurs (e.g., no available 

resources or nodes), the task will change to FAILED. If there are no errors, 

the system will start processing the task, and the state will be IN PROGRESS. 

When the infrastructure creation is finished without errors, the task state will 

be CREATED, otherwise FAILED. Fig. 4 shows task state diagram. 



 

 

 

Fig. 4. Task state diagram. 

The system will continue to monitor the actual state and to compare it with 

the desired state using reconcile pattern [34]. The reconcile pattern contains a 

loop that will constantly compare desired and actual states, and if the two differ, 

it will try to reconcile them. The node state is provided using the health-check 

protocol (Fig. 5), so if the system does not hear from some node for some 

extended period, we can consider that this node is down, and we need to act 

upon it. 

 

Fig. 5. Health-check protocol. 

That opens an interesting area for automatic infrastructure scaling in two 

cases: (1) node(s) failure and (2) increased/decreased traffic. In order to fulfil 

these options, distributed clouds providers can create different policies for both 

options, and users can choose them based on their needs. 

In the first case, we can apply the find-and-replace strategy. Here system tries 

to find similar node(s) based on user-defined criteria and tries to add them to 

already created infrastructure. If the failed nodes return online after some time, 

the system can release unnecessary nodes. In the second option, the system 

can decide that infrastructure needs more or fewer nodes, based on demand, 

and automatically adjust this by adding new nodes or removing existing ones 

when needed. This policy needs to be explicitly added by the user because it 

may increase the overall cost of the system. That is especially the case with 

adding new nodes to meet new demands. Furthermore, the reconcile loop may 

be beneficial in both cases because we are getting fully automated infrastructure 

without much-needed user interaction. 



 

 

 

Fig. 6. Reconcile loop and controller extension. 

The same pattern may be used for infrastructure and applications as well. 

Moreover, extending such a system is easy because we only need to add a new 

controller to the reconcile loop. Fig. 6 shows reconcile loop with controller 

extension. 

5 Privacy by design 

In the Internet Security Glossary, data privacy is described as the right of an 

entity (normally a person), acting on its behalf, to determine the degree to which 

it will interact with its environment, including the degree to which the entity is 

willing to share information about itself with others [35]. Information can take 

many forms, from user-submitted data through web forms to financial transaction data. 

That is why it is essential to detect what information systems will use 

and make data classification accordingly. Data classification will identify data 

elements with respect to their value in the business. Having defined use cases 

for data usage is vital to satisfy the Privacy by design principle. The easiest way 

to avoid protecting sensitive data is to avoid collection altogether or to practice 

proportionality by collecting only necessary information to accomplish a defined 

goal. Shaikh et al. [36] defined three types of characteristics on which data has 

to be classified to be able to protect it and preserve privacy: (1) content, (2) 

access control, and (3) storage. 

The data’s content has multiple features, such as accuracy, consistency, validity, and 

completeness. These features can be used to make data classification 

adequately. There are two types of data localization: soft and hard [37]. Soft data 

localization involves" mirroring" that requires some data to be stored within 

some area but also allows that data to be copied and used elsewhere. Hard data 

localization enforces that critical sensitive data and PII must be stored within 

certain borders, and further transfer is not allowed. Access to the content can 

be managed with adequate access control and encryption. 

Since distributed clouds rely on the data locality principle, access to the data 

must be geographically regulated. Various access control models are used in traditional 

infrastructures, primarily based on Role-Based Access Control (RBAC). 



 

 

The spatially aware variant that can be used in our model proposal is GEO- 

RBAC [38]. GEO-RBAC spatial features allow entities to be mapped onto lo- 

cations in the given space. In this way, the visibility and accessibility of data 

in a particular region can be controlled. That is ideal for scenarios where data 

should not reside outside country borders. In previous chapters, we mentioned 

data transfer as a real possibility when user movement is detected. Instead of 

relying on distribution between distributed and traditional clouds, we can limit 

the distribution to other distributed clouds regions that formally reside inside 

allowed borders. That can be done by extending the cluster formation protocol 

with MOVE operation that allows transferring workload and data to another 

similar idling cluster following the policies defined with the GEO-RBAC scheme 

to maintain user data availability. As shown in Fig. 7, the MOVE operation is 

the responsibility of the Workload shifter component (WS) that transfers data 

from cluster A (ClsA) to cluster B (ClsB), similarly as described in our previous 

work [14]. 

When it comes to storage, data-at-rest encryption ensures that data is not 

stored as plain text. Here, data written to disk is encrypted using a set of secret keys 

known only to privileged users of the system. That protects data from 

compromise if a malicious user gains access to the storage system. Any form 

 

Fig. 7. Protocol extension with the Workload shifter component (WS). 

of encryption with well-known industry-approved algorithms introduces performance 

penalties [39]. This form of protection can introduce a higher level of 

complexity because of the key management since keys need to be supplied by a 

user at system startup and restart. Also, keys can be stored within the provider, 

potentially meaning that their exact location might be outside of legally defined 

borders where the data resides. If there is an absence of policy that guarantees 

the protection and location of secret keys, an alternative should be provided. To 

overcome this shortcoming, bring-your-own-key (BYOK) can be enforced where 

the user or organization that uses distributed clouds owns the key and is solely 

responsible for its storage and security [40]. This way, users can revoke access to 

encryption keys without vendor reliance and forbid further personal information 

processing. 



 

 

Another important feature that must be available when we talk about storage 

is a data backup and recovery plan. Based on the criticality of the data defined 

with data classification, a backup plan should be associated. The extension that 

the MOVE operation gives us can also be used for this purpose. Based on data 

classification, critical data can be replicated in adjacent clusters 

6 Conclusion 

This paper presents one solution for the dynamic creation of distributed cloud- 

like infrastructure that will serve requests from users nearby and cooperate with 

the traditional cloud to solve many challenges in new-age real-time applications. We 

used the idea of traditional cloud infrastructure but adapted it for a 

different environment, creating a familiar computing model for the users. The 

infrastructure is created dynamically using infrastructure as a software principle 

to abstract infrastructure to the level of software, making infrastructure programming 

easier to implement. This dynamic organization of nodes allows us 

to provide resources where they are needed and cover arbitrary vast geographic 

areas, with the ability to organize resources situationally. 

The drawback of such a solution is that it might require substantial initial 

investments, but existing cloud providers or governments may offer it as a service to 

its users, as any other service in the cloud. As part of our further work, we 

plan to extend the proposed model with namespacing, allowing multi-tenancy 

in the system and remote configuration and control of the system 
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