Model for authenticating the Internet of Military
Things and Internet of Battlefield

Ivan Vuli¢*, Radomir Prodanovi¢™, Ivan Tot", Dusan Bogic¢evi¢*

* Military Academy, University of Defence, Belgrade, Serbia
** Centre for Applied Mathematics and Electronics, Serbian Armed Forces, Belgrade, Serbia
ivan.vulic@mod.gov.rs, radomir.prodanovic@vs.rs, ivan.tot@va.mod.gov.rs, dusan.bogicevic@vs.rs

Abstract— The Internet of Military Things and the Internet
of Battlefield Things (IoMT/IoBT) perform more different
activities such as data collection, communication, data
processing, command execution, data transmission. It is
essential that subsequent activity is based on a decision
made on the basis of authentic source data from a dynamic
and unpredictable military environment. For that purpose,
the authors proposed an authentication scheme based on
PKI, digital signature and asymmetric cryptography. The
proposed scheme does not require the establishment of an
authentication channel for the authentication of the parties
in the communication. Authentication is conducted on the
IoMT/10BT side after receiving the data. In addition to
authentication, the schema provides data integrity and non-
repudiation parties in transaction.

L INTRODUCTION

The battlefield includes more entities (things) that are
more or less intelligent and perform a wide range of tasks:
data collection, communication, performing certain
activities (individual and mutual), as well as activities
with human resources. The entities are sensors,
ammunition, weapons, vehicles, robots and human-
wearable devices. Some entities are autonomous and
monitored on the battlefield while the others are on
vehicles, weapons or soldiers. They collect data, process
or send to aggregators who pass it on for processing. Also,
some entities receive processed data through orders to
execute actions against the enemy. In other words, entities
represent [oT in a military environment, that is, Internet of
Military Things (IoMT) and Internet of Battlefield (IoBT)
[1].

However, there are technical limitations that need to be
overcomed to apply IoT in a military environment. There
are next limitations: Decentralized Infrastructures for Data
Analytics, Network Utilization, Interoperability, Sensor
and Device Utilization, Applications of Semantic Web
Technologiest, Trust and Security [2].

The ToMT/IoBT environment has many challenges,
such as communication between entities, adaptation and
flexibility to rapidly changing military environments,
managing entities, the workload of soldiers with 0BT,
and the presence of enemy entities. The authors believe
that the [oMT/IoBT authentication is extremely important
in this environment for managing entities and safety in
authenticity of the data source.

Resources identification on the battlefield is an
important part of the military operations execution.
Identification of resources is essential at all levels of the
command structure to make sure that the information
coming from the right resources. The command structure

then can be sure it has a reliable source of information for
making a good decision.

In today's military operations, a large number of sensors
deployed in the battlefield deliver large amounts of data.
The authors are motivated by a question how to be sure
that the data come from authentic IoMT/IoBT in a
complex military environment.

The authors specify the authentication problem of
sensors, ammunition, vehicles, robots and human-
wearable devices and other entities that can be found in
this environment while collecting, processing or executing
the recieved instructions. The heterogeneity of IoMT/
[oBT and the use of commercial equipment are further
complicated entity authentication. It is likely that future
commercial IoTs will be non-standardized due to
manufacturers' desire to control the market. The military
will need to have the right techniques and technologies to
adapt to the protocols, technologies and IoT of different
vendors.

IoMT/IoBT is a heterogeneous, dynamic and
unpredictable environment with a large amount of data in
internal and external communication. This environment
needs a new approach that will facilitate the authenticity
IoMT/IoBT or authenticity of the data source. The authors
emphasize the authenticity of IoMT/IoBT so that the
decision maker is sure data is obtained from a real source
and not from a false source placed by the enemy.

The proposed trust model enables authentication
without opening an authentication channel. Rest of the
paper includes: the section defining authentication and
implemented technology in the model; section three
proposing a proposed trust model in IoMT/IoBT and
model analysis and section four providing a conclusion.

II.  AUHENTICATION AND APPLIED TECHNOLOGY

A.  Authentication in the loMT/IoBT

There are three security requirements for military IoT
systems, such as confidentiality, integrity and availability
[3]. Authors believe that authentication is an essential
security requirement for the military environment because
it enables data and data sources authentication.

Authentication is the process of verifying the identity of
an user or entity. The entity provides certain information
by which the other party can determine that the entity is
exactly the one it represents.

In the paper [4] is proposed a two-phase authentication
scheme for WSNs in distributed IoT applications. The
edge nodes and end-users exploit implicit certificates for
mutual authentication, the protocol is lightweight and it
supports the heterogeneity of the entities. However, this
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authentication requires the establishment of a

communication channel.

The paper [5] is presented a new certificateless
signature scheme for IoT-based smart objects. For active
objects with powerful computation -efficiency, they
suggested considering the proposed certificateless
signature scheme with at least 384-bit elliptic curve and
SHA-3 (512-bit) to pursue the highest security due the
affordability of computation cost on the Raspberry PI
platform.

In the literature, researchers have dedicated significant
efforts on refining traditional security techniques as
system security solutions for IoT-based network
architectures, such as authentication [6—10]. due to the
nature of limited processing capability of smart objects,
the design of lightweight authentication has been
thoroughly investigated as a critical security component in
IoT-based network systems.

B.  The Public Key Infrastructure

Public Key Infrastructure (PKI) is a complex system
that consists of hardware, software, people, policies and
procedures necessary for the creation, management,
distribution, use, PKI storage and revocation of electronic
[11].

PKI enables the establishment of connections between
public keys and entities (in the form of certificates), check
the connection by other entities and service necessary for
key management in distributed systems.

The PKI architecture is composed of five components
specified in [11]: the certification authority, the
registration authority, PKI Repositories, archive, end
entities and their mutual relationships.

The Certification Authority (CA) is responsible for
issuing certificates (created and signed), management
information on the status of certificates, publish
certificates and Certificate Revocation List (CRL), and
archive management of expired certificates.

Registration Authority (RA) [12] is a confidential
representative of CA responsible for verifying the identity
of an applicant for a certificate.

PKI repository provides storage of certificates and
information about their status [13].

The archives are stored CA certificates for a longer
period of time. Archive must guarantee that certificates
have not been and will not be changed while they are in
the archive.

The purpose of the certificate is to establish a link
between an identified (the notified) the entity and the
public key, indirectly with corresponding private key
entity [14]. This is accomplished when CA uses its private
key for signing the certificate, so that certificate can be
latter verifiers by any entity which has the public key CA

C. Digital signature

Digital signature is a mathematics scheme for
realization of authentication of digital messages or
documents. One of the fundamental tools that will be used
for digital signing is that of one-way hash functions. By
applying a one-way hash function to a document, it
becomes computationally infeasible to find another
document which hashes to the same value.

Relevant digital signature indicates authentication to a
receiver, non-repudiation and integrity of the message.

A digital signature scheme typically consists of 3
algorithms:

- Generator of a pair of keys (private and public
cryptographic key);

- Algorithm for signing. This algorithm generates
digital signature by given message and private key;

- Algorithm for authentication of digital signature. This
algorithm verifies or denies the statement that the
message is authentic based on the message, public
key and signature.

Sender

Figure 1. Digital signing and verification of digital signature

The sender generates a hash digest of a digitally signed
message by hash function, see Figure 1. The digital
signature performs by the signature algorithm and the
sender's private key. A digital signature, message and
digital certificate make a digitally signed object. The
digitally signed object splits into elements on the recipient
side. A public key is extracted from the digital certificate
of the signatory and is used to decrypt the digital
signature. A hash value is obtained as a result of this
operation. A message from a digitally signed object is
transformed into a hash digest by a hash function (hash
digest 1). The resulting hash values are compared. If the
hash values are the same then the recipient of the message
knows that the signer indeed signed the message and that
the message was not modified.

III. PROPOSED AUTHENTICATION MODEL

The proposed authentication scheme model is based on
the trust of the IoMT/IoBT entities in the PKI architecture
and digital signature scheme. By applying a PKI and a
digital certificate, an IoMT/IoBT entity obtains a digital
identity to presents itself to the other [oMT/IoBT entities.

The entities establish the data source authenticity by
verifying the digital signature. Due to the trust established
through the PKI, this proposed authentication scheme
does not require the establishment of an authentication
channel. The collected data and authentication data are
delivered to the recipient (IoMT/IoBT entity in the local
network, Edge device, decision-making application). The
recipient authenticates the sender by verifying the digital
signature and the trust in the PKI. The proposed model for
authentication is presented in Figure 2.
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Figure 2. Proposed IoMT / IoBT authentication model

A. Preparation Phase for Model Application

In this phase is established the trust of all [oMT / IoBT
entities through the PKI, that is, the certification authority,
and authentication local centers (ALCs) and
authentication distribution centers (ADCs) are configured.
These centers manage the entities authentication, meaning
for whom the data authentication is important.

In order to establish trust between entities it is
necessary to establish trust in the PKI architecture. Trust is
established by entity generating a pair of keys (public and
private key). Entity submits request for public key
generation to the certification authority. Certification
authority generates the key, signs it with its private key
and delivers it to the entity. Private keys of the entity and
certifications authority are not available to other entities
involved as the trust is based on the private key.

Trust is verified by checking the trust chain from the
certificate of the entity to the certificate of the PKI
architecture trust point (for example, trust point of the
hierarchy PKI architecture is root certification authority).

ALC is the authentication center for groups of users or
a networks and distributing messages to multiple users in
a network or to users in other networks (groups). ADC is a
distribution center that enables messaging between
multiple networks by connecting multiple ALCs. Both
distribution centers use predefined authentication tables,
that is, information about users who can submit the data
and who can receive data. ALC and ADC should be
implemented as intelligent devices at the edge of the
network to provide fast and efficient support for proposed
authentication while increasing maximum bandwidth.

B.  Preparing for authentication

In this phase a message is being prepared for sending
with authentication parameters that serve the recipient of
the message to establish the message and the source
authenticity.

The sender prepares the message for sending by
checking the recipient's certificate. If the recipient's
certificate is valid (has not expired, with successfully
verified digital signature of the certificate and has not
been revoked or suspended) the sender generates a
random sequence. The XOR function generates a
modified message using a random sequence. The original
message represents the input to a hash function which
gives a hash digest.

oMT/IoBT ~ Sender IoMT/loBT
Entity IoMTHoBT entity
Entity i
8 Ptivat% key
M Hash Hash | Digital
gencrating digest signing
Xor(Message)
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anthentication
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Figure 3. Creating conditions for sender-side authentication

Hash digest is encrypted by the sender's private key. At
the same time, the random sequence is encrypted by the
recipient's public key. By a modified message, a digital
signature, a sender's certificate and an encrypted random
sequence is formed a digitally signed object that is
forwarded to the recipient. A digitally signed object is sent
to the ALC (for local area network) or ADC (to other
networks) when it comes to  multi-recipient
communication.

C. Processing in ALC and ADC

The ALC and ADC forward the message to the
recipients based on the authentication table, using the
management parameter (the random sequence at which is
performed the encryption operation). An user sends an
authentication message through ALC or ADC to users on
the same or different networks.

The sender prepares the message for authentication
when delivers it to one or more users in the local or other
networks, as early described. The recipient is actually the
ALC and the sender uses its public key to encrypt the
random sequence. Processing in ALC or ADC is
performed as follows:

- The ALC verifies the digital signature when receives
the message. It proceeds with the further procedure of
handling the message based on the authentication
table if the verification is successful and there is such
a user in the authentication table.

- The ALC gets information about recipients to whom
the message should be forwarded and make copy of
message for each recipient based on the
authentication table. The copy of the message
contains the original message, the digital signature of
the sender and its certificate.

- A newly generated message is digitally signed. A
random sequence is generated and encrypted by the
recipient's public key. This operation is performed for
each recipient message using its public key for
random sequence encryption.

- A newly signed message is forwarded to the final
recipient or other authentication centers.

D. Checking the authenticity of messages and sources

At this phase, the digital signature is verified to
determine the authenticity of the message.
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The recipient performs authentication in three steps
when receiving a message:

- In the first step, the recipient of the message verifies
sender's digital certificate by checking the trust chain,
the status of the certificate (revoked, suspended) and
the validity of the certificate (expiration time of the
certificate). Authentication process continues if all
three checks are successfully completed. If at least
one check is negative the message is rejected and
considered to be from a non-authentic source.

- In the second step, the random sequence is decrypted.
The recipient decrypts the random sequence with its
private key. The recipient will not verify the digital
signature if the decryption is unsuccessful. The
random sequence is a protective mechanism. It
prevents an entity to whom the message was not
intended to authenticate the data and its source. Failed
decryption involves interrupting the process and
rejecting the message.

- In the third step, the digital signature of the message
is verified by XOR operation between random
sequences and the message. The hash digest of the
new message is calculated using the hash function. At
the same time, the digital signature is decrypted by a
public key from the entity certificate that generated
the message. The message is authentic and comes
from an authentic source if a comparation of the hash
digests shows they are the same. Otherwise, the
message is considered non-authentic.
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Figure 4. Recipient authentication checking

Only successful verification of recieved message
completely  authenticated the sender. Complete
authentication means successful verification and validity
of a digital certificate.

IoMT/IoBT entity authentication may be managed by
management of digital certificate within the same
IoMT/IoBT environment. When environment digital
certificate of JoMT/IoBT entity is suspended in the same
IoMT/IoBT then other IoMT/IoBT entities have
information that there is a temporarily revocation of
authenticity. There is no authenticity entity if digital
certificate of ToMT/IoBT entity is revoked.

E.  Application of the proposed model

The model is applied by setting up an ALC in the local
network. The message is distributed to the recipients in the

local network via ALC, according to the contents of the
table. The ALC table is predefined so messages from the
sender are sent to specific recipients in the local network.

Authentication is managed through the configuration of
ACL according to the authentication table. When the
ALC receives the message it will be able to forward it to
the users in the authentication table associated with the
sender.

The recipient will confirm that the received content is
from an authentic ALC, and further verification of the
message will determine whether the message and the
source are authentic.

The message distribution can be in the local network
or to users in other networks via ADC. The ADC works in
the same way as the ALC.

In addition to managing authentication, ALCs and
ADCs also unload the processing power and memory of
IoT entities. An entity must have certificates from all
recipients and perform encryption for each recipient when
sends a message to multiple recipients. ALCs and ADCs
represent edge devices in the network and relieve the
IoMT / IoBT entity in preparing for sending a message to
users.

Figure 5 shows different message
capabilities in a military environment.

An IoMT/IoBT entity delivers the message to the ALC
when delivers a message to other entities in the same
computer network (green lines). The ALC verifies the
authenticity of the senders and forwards the message to
the entities according to the information from the
authentication table. The ACL prepares the message to be
sent as previously described. Entities that receive a
message verify the authenticity of the ALC and the
originality of the message source based on the received
content. There is an additional step in passing the message
between the ALCs and verifying the authenticity of all
ALCs if the IoMT/IoBT entities are in two different
networks (blue line).

Communication takes place via ADC if IoMT/IoBT
entities are located in different battlefields networks (red
and purple line). Communication and authentication take
place in the same way as previously described.

distribution
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Figure 5.
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Checking the list of revoked certificates [oMT / IoBT
entity is performed during the preparation of the message
for sending and during the authentication check.

With successful verification of digital signature,
IoMT/IoBT entitet receiver may be certain that the content
has not been modified during transmission and that the
content has not been signed by anybody else but IoT
entity stated in the digital certificate.

F.  Analysis of the Proposed Model

The proposed model is based on public key
cryptography and that is the place of all the advantages
and disadvantages of this model. The advantages relate
not only to authentication in communication, but also to
the integrity of the message and the non-repudiation of the
parties to the transaction. In addition, the model does not
require the establishment of a communication channel for
authentication because it is performed on the part of the
recipient.

In general, the lack of a model refers to the
establishment of trust through third parties which can lead
to partial or complete loss of trust. Compromising the
private key can be a problem since trust is based on the
certification authority private key. However, ASC X9.95
and RFC 3161 [15, 16] provide additional guidance on
certificate management and security to ensure that the
certification authority cannot be easily compromised.

Another disadvantage relates to the need to increase
hardware resources in order to perform the cryptographic
functions used to establish trust. Today's time of
technological development, as well as the application of
"lightweight cryptography" and the use of edge devices,
should not have an impact on the implementation of the
model.

Advantages of the proposed trust model:

- fulfillment basic security requirements
authentication, integrity and non-repudiation,

- flexibility reflected in the possibility of application on
devices, software, services;

- scalability - the model does not limit the application
to a certain number of entities;

- mobility of entities - mobility does not affect the
establishment of trust between entities regardless of
where they are located;

- bandwidth savings because there is no need to
establish an authentication channel,

- transparency of establishing trust between entities
from different PKI environments - it is not necessary
to make changes in the model: transparency is
achieved at the level of PKI architectures by
establishing one of the interoperability models [17].

such as

IV. CONCLUSION

This authentication method does not occupy
communication and time resources as authentication
schemes based on negotiation. The time factor is
important in conducting a military operation because it
has an impact on the speed of decision making and the
action against the enemy.

This authentication scheme can be applied to other
authentication schemes, such as fingerprinting, face or
irises recognition, to make them stronger. The scheme has
additional positive effects such as establishing data
integrity and non-repudiation of participants in the
transaction.
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