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Abstract - In recent years, we have witnessed the lack of
control over our personal identities e.g. our birth dates,
home addresses, and other personal data, that can be now
easily accessed through search engines. Concerns also exist
about more sensitive personal data, such as social security
numbers, bank account information or health related data.
One cannot be sure anymore which of one’s personal data is
being shared through social networks or institutional
systems, or even being modified without their knowledge.
With all the different technologies that are in use, data often
ends up being shared, modified or misplaced far more than
one can realize.

The aim of this work is to investigate how Blockchain
technology can improve current, centralized data security
solutions, with emphasis on medical records. In addition, we
investigate how Blockchain can help keep data safe and in
our control, following the regulations of various standards
such as GDPR or, for medical records, HIPAA in the USA.

Keywords: Blockchain, GDPR, HIPAA, sensitive personal
data, medical records

1. INTRODUCTION

Data, especially sensitive data, is quickly becoming one
of the most valuable resources in the world and therefore
presents a prime target for cybercriminals. Sensitive data
protection is becoming more important than ever before
[1]. Data protection can be viewed from two aspects: (1)
technology and (2) regulatory aspects. From the
technology aspect, in order to bring back trust to the
digital world, a variety of proposed paradigms exist, such
as cryptography, decentralization, etc. In recent years,
Blockchain technology has been proposed as a possible
solution for the technological aspect [2, 3]. Using
Blockchain technology for security presents a way of
ensuring that all of the data that is stored somewhere, is
consensually accepted to be correct. This may not prevent
our data from being shared; however, it does ensure that
our data cannot be modified without the system’s
knowledge.

From the regulatory point of view one successful
approach towards regulating what happens to the personal

data and the human right of privacy was taken by the
European Union (EU) in order to harmonize data
protection across Europe and strengthen its digital single
market strategy [4]. The General Data Protection
Regulation (GDPR) significantly increases the value of
personal data and shifts the ownership of it back to the
individual [4]. As a special category of data, health data
relates to the health status of a person which includes
both medical records (doctor referrals and prescriptions,
medical  examination reports, laboratory tests,
radiographs, etc.), as well as administrative and financial
information about health (the scheduling of medical
appointments, invoices for healthcare services and
medical certificates for sick leave management, etc.) [4].
In addition, there are specific regulations important in the
context of existing healthcare data systems, such as
Health Insurance Portability and Accountability Act
(HIPAA) compliance in the USA [5]. The HIPAA
compliance includes specific physical, technical and
administrative  safeguards to prevent healthcare
information from being compromised [5]. Blockchain in
health industry can therefore be used in different use
cases, such as: (1) Clinical Data Exchange and
Interoperability, (2) Research and Clinical Trials, (3)
Drug Supply Chain and Medical Device Supply Chain,
(4) Health insurance and claim management, (5)
Healthcare Professional Credentialing.

In this paper, we investigate how to create new paradigms
in compliance with the regulations using Blockchain,
which imposes fundamental changes to the way personal
data, especially medical records, are currently being
processed. We believe it is important to look at these
topics and examine whether they can benefit each other,
without hindrance, in order to reach their full potential
and intended purposes.
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1I. RESEARCH QUESTIONS

From the relevant literature [3, 6], we have identified the
most important research objective which should answer
the following question:
How can Blockchain help to secure and protect patient’s
medical records, control records access and tracking,
and minimize the ability for unauthorized actors to derive
protected health information?
This research question can be composed into
sub-questions by looking at it from different aspects.
From the technological point of view the following
questions arise [3, 6, 8]:
Ql1: Which regulations have an impact and are
relevant to the development of Blockchain
technology in healthcare?
Q2: How can Blockchain be applied in the defined
use cases concerning generated data manipulation?
03: Which type of Blockchain (private, public,
consortium or hybrid) should be considered in order
to accomplish the main question goals?

From a regulatory perspective (GDPR, HIPAA, etc.), the
questions are [5, 7]:
05: How can regulations be improved to support
Blockchain  platforms,  without  hindering its
innovative impact?
Q6: Can Blockchain remain privacy-oriented by
being developed along the regulatory principles?
Q7: How could a Blockchain help regulatory
bodies?

Since the key research question depends on many factors,
answering the sub-questions in a structured manner will
help to find answers to it.

I11. METHODOLOGY

In order to address the research problem, we have
considered papers related to sensitive data, medical
records and its secure manipulation, storage and sharing
using Blockchain. Starting from relevant literature we
have firstly identified different healthcare use cases
where Blockchain could be successfully applied. For each
use case, we identified key problems with their proposed
solutions, either as implemented platforms or platform
proposals. The solutions obtained from literature
correspond to the research questions from a technological
standpoint, and usually consider private Blockchain
models that cover a specific use case. As of writing this
paper, no Blockchain solution that covers the whole
healthcare domain was found in previous literature.
Proposed solutions discuss each use case separately
through different research papers or startup white papers;
this approach led to the next step in our research: an
investigation of the most suitable Blockchain solution for

the whole domain of healthcare. Building upon existing
Blockchain solutions, we have considered their
compliance with different regulators. Referenced papers
have pointed out compliance as the most important part in
order to be generally approved by regulatory audit. In
addition, previous literature has discussed the ownership
of medical records. Most of the solutions are
patient-centric, which is not fully compliant with all
regulators.

I\A ANALYSES OF MEDICAL RECORDS IN DIFFERENT
HEALTHCARE USE CASES

Q1: Which regulations have an impact and are relevant
to the development of Blockchain technology in
healthcare?

The most frequently mentioned regulations that are
important in the application of Blockchain technologies
in healthcare are the GDPR and HIPAA. The main goal
and similarity between GDPR and HIPAA is that security
at their core. However, GDPR, as an EU regulation, put
in place to protect user’s personally identifiable
information and all sensitive personal data (race, religion,
political affiliations, sexual preferences, biometric or
genetic data, etc.), while the HIPAA compliance in the
USA deals only with the protection of health information
which includes any information that can be used to
identify a patient, such a name, address, bank/credit card
details, social security number, photos and insurance
information combined with health information. A
frequently asked question is whether HIPAA-regulated
systems must comply with the GDPR as well. As the
GDPR is focused upon citizens of the EU and their
personal and sensitive data, if the HIPPA-based
healthcare entity outside of the EU deals with EU
citizen's sensitive data, that entity must be in compliance
with GDPR, regardless of its location.

Previous literature lists two main problems of compliance
of Blockchain technology and standards: (1) consent and
(2) right to be forgotten.

HIPAA permits some degree of personal health
information to be disclosed without patient consent. For
example, whereas under HIPAA, healthcare stakeholders
may send health data to another provider for treatment
purposes, GDPR requires explicit consent from EU data
subjects for exchange data between stakeholders.

GDPR also provides the “Right to be Forgotten,” while
HIPAA does not. For example, GDPR approves that the
individuals have the right to request the complete erasure
of their data which includes personal health data as well.

Q2: How can Blockchain be applied in the defined use
cases concerning generated data manipulation?

In order to answer the defined research question, most
suitable use cases and proposed solutions for each of
them are listed in Table 1..
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Based on referenced literature one of the popular use
cases of Blockchain in healthcare is the medical
electronic and personal health records exchange.
Therefore, Clinical Data Exchange and Interoperability
(CDE&I) is a major topic for research in literature, with
48% (13 papers selected regarding this topic).
Characteristics of Blockchain such as decentralization,
reliability, robustness, security, and privacy, well
provided smart contracts are suggested as a good solution
in the area of CDE&I topic [3, 6, 7,9, 10 - 17].

Table 1. Use cases with referenced literature

Clinical Data Exchange [31, [6], [71, [9], [10],
and Interoperability [11], [12], [13], [14],
[15], [16], [17], [34]
Research and Clinical [20], [21], [22], [24],
Trials [25]
Drug Supply Chain and [18], [26], [27], [28],
Medical Device Supply [29]
Chain
Health insurance and [19], 301, [31]
claim management
Healthcare Professional [23]
Credentialing
Key problems in CDE&I topic are:
e Data sharing among different healthcare
stakeholders.

e Compliance of sensitive data storage, sharing,
processing, and using with regulations.

Regarding data sharing between different healthcare
stakeholders, two different approaches are imposed in
literature. The first approach concerns digital medical
records, usually named as Electronic Health Records
(EHRs), which are scattered across different
organizations such as hospitals, clinics and health
providers. These providers typically retain primary access
to the records, preventing patients from easily accessing
their past data. For example, the project of MIT Media
Lab and Beth Israel Deaconess Medical Center, called
MedRec supports the first approach of sharing data with
aims not to allow medical records to be scattered across
different organizations, losing easy access to past records
during the patient's movements between healthcare
providers [13]. In order to resolve that issue, MedRec
uses Blockchain in order to create a disinterested,
non-profit, university-based system for patient control
which is maintained by healthcare providers. Patients’
data are not stored directly in the Blockchain. That being
said, Blockchain does contain encoded metadata which
allows records to be accessed securely by actors, unifying
access to data across disparate providers. Therefore,
metadata provided in chains contains information about
ownership, permission, accesses, and the integrity of the
data being requested. Other projects or proposed
platforms, similar to MedRec are MedicalChain,
MedChain, HealthChain, etc. [38, 39, 40, 41]

The second approach of data sharing between different
healthcare stakeholders aims to ensure that the sole owner
of the data is the patient who can share his data with
others. In this approach, secured and encrypted
Blockchain technology provides a secure means to store
and transfer medical records between patients and
providers, in an easier and more transparent manner. A
key example is the Patientory system [34], which
provides a solution where patients' data are stored directly
on Blockchain.

Sensitive data storage, sharing, processing and using are
mainly in compliance with regulations prescribed by the
GDPR or the HIPAA. The differences between the GDPR
and HIPAA standards listed in the answer to research
question Q1, generally lead to only one of the regulations
being cited as relevant to the proposed solution.
Accordingly, MedRec states compliance with the GDPR
standard, while Patientory complies with HIPPA. There
are also solutions that are both GDPR and HIPAA
compliant. BurstlQ, a blockchain-based healthcare
platform, in order to provide advanced security, offers a
HIPAA- and GDPR-compliant enterprise-level solutions
for the patients’ and healthcare industry [43].

Another interesting use case are Research and Clinical
Trials (R&CT), where wusage of Blockchain's
characteristics can help to eliminate data falsification ,
under-reporting, or exclusion of undesirable results of
clinical research [24]. Clinical trial consent for protocols
and their revisions should be transparent for patients,
traceable for stakeholders, and more general; using
Blockchain technology brings a paradigm shift to the
entire clinical research field [20]. Similarly, success in
data transparency improvement in clinical trials can be
realized wusing smart contracts on the Ethereum
blockchain platform [21]. Hence, the transparent and
public nature of Blockchain certifies the integrity of
research data. The Ethereum Blockchain-based solution
for notarization of retrieved documents is also presented
in [22].

Supply chain in healthcare can be used in different fields,
from chemicals bought by pharmaceutical manufacturers,
and the materials and components used by device
manufacturers, and finally, the supply chain of hospitals
and pharmacies with the necessary produced drugs and
devices [33]. Health supply chain management,
particularly in the drug/pharmaceutical industry and
Blockchain technology has been identified as having the
capability to address the problem of the delivery of
counterfeit or substandard medications that can have dire
consequences for patients. This is a common problem
faced in the pharmaceutical industry and a solution is
necessary [35, 36, 37]. On the other hand, medical
devices and their components are another critical part of
the healthcare industry. Whether they’re being shipped to
the device manufacturer, pharmacies or hospitals,
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medical device supply chains play an important role,
ensuring that products are safe, secure, correct, and with
good quality. Blockchain enhances management of
supply chain while: 1) reducing or eliminating fraud and
errors, 2) reducing delays caused by paperwork, 3)
improving inventory management, 4) identifying issues
more rapidly, 5) minimizing courier costs, and 6)
increasing consumer and partner trust. [33]

Blockchain's  characteristics such as transparency,
decentralization, immutability, and auditability of records
stored on it provide a lot of benefits to healthcare
insurance claims processing [31]. Health insurance and
claim management are addressed in a large number of
papers as a very promising area for the application of
Blockchain in healthcare, but real examples and
prototypes are very limited [9, 31].

Healthcare represents a field where professional
credentialing is an important step in establishing a
clinical practice but also represents a very complicated,
expensive and tedious process. The usage of Blockchain
technology in professional credentialing can help save
time and decrease costs [32]. Proper education,
qualifications, training, licensure, and the ability to
provide proper patient care must be verified with a state
license, on-going training, hospital affiliation, etc.
Therefore, professional credentialing represents the
process of contacting a multitude of organizations to
authenticate the provided information. Storing data in
chains enables individuals to be granted access and
privileges to add data, which cannot be erased or
modified afterwards. Such a process, importantly, builds
a trust in professional credentialing.

As noted above, each use case responds in different ways
to the challenges defined by the research questions. As no
system has been identified in literature at the time of
writing this paper that supports all cases of use, it is very
important to give general conclusions for each question
of interest.

03: Which type of Blockchain (private, public,
consortium or hybrid) should be considered in order to
accomplish the main question goals?

In the literature, there is a great presence of systems that
have only been developed experimentally at the level of
prototypes with very basic functionalities. Some papers
do not contain implementation details of applications of
different types of Blockchain frameworks. However,
based on this research, most of these applications and
prototypes are developed on popular blockchain
frameworks, such as Ethereum and Hyperledger Fabric,
as shown in Table 2.

For example, MedRec uses the public Ethereum
Blockchain, which deals with smart contracts in order to
execute scripts to ensure possibilities for decentralized

computations. Conversely, IBM’s Healthchain uses
permissioned blockchain such as the private or
consortium blockchain, instead of the permissionless,
public blockchain for healthcare applications in order to
secure the data and protect patients [11].

Table 2. Most frequently used Blockchain frameworks

Frameworks References

Etherium [10], [12], [13], [14], [17], [18],
[21], [34]

Hyperledger Fabric | [9], [11]

Bitcoin [20]

Proprietary [15], [16]

More general issues related to the regulatory perspective
do not receive noticeable attention in the papers that have
been researched. The general conclusions are derived as
the position of the author in order to define that in the
future these issues must be considered more clearly.

Q04: How can regulations be improved to support
Blockchain platforms, without hindering its innovative
impact?

Although many challenges with current regulations and
their non-compliance with technology exist, there is
evidence that regulators are taking notice of importance
and benefits that could be provided by applying
Blockchain in healthcare, and change of regulations may
be on the horizon [42]. In order for blockchain to be able
to become compliant, regulations may modify some of its
conceptions, taking account of the specifics of blockchain
technology and making harmonization of regulations with
technology.

05: Can Blockchain remain privacy-oriented by being
developed along the regulatory principles?

Data protection by design and default was the primary
goal of regulators but also of Blockchain technology.
GDPR has an explicit declaration of the rights that data
controllers and processors need to respect the principle of
"data protection and privacy by design and default".
Blockchain and its characteristics allow that the
healthcare system can be designed in such a way that
minimizes extraneous data collection, make it private and
guards that which is necessary for operations. Such rules
are absolutely in accordance with both the regulations
and the blockchain technology which means that all
proposed architectures of applications need respect
privacy as a foundational consideration rather than as an
”add-on”. As mentioned in the response on Q4, with
minimal  harmonization between regulators and
Blockchain, the goal of privacy can easily and uniformly
be applied.
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06: How could a Blockchain help regulatory bodies?
As blockchain can indeed improve compliance with
privacy regulations, the technology can help regulators as
well. This is possible because Blockchain lends itself to
the improvement of compliance processes, as it can be
used to help compliance officers to keep track of the steps
required by complex regulations.

For example, different agencies can maintain secure
compliance-related data and store it on the Blockchain
providing on that way regulatory reporting, the quality,
accuracy, and confidence of this process.

V. SoLUTION/DISCUSSION

Literature on Blockchain-aided healthcare shows that,
due to insufficient trust between all parties, the process of
sharing and managing data quickly became a bottleneck,
as medical record storage costs have reached their
all-time high. Blockchain technology creates trust,
responsibility, and transparency while simplifying
business processes and it is fully appropriate for handling
sensitive data such as healthcare data. Furthermore, with
a decentralized platform, making legal and regulatory
decisions about collecting, storing and sharing sensitive
data can be made simpler. Blockchain proved that it
could solve the trust problem, but performance and cost
still remain a significant bottleneck.
Based on state-of-the-art in medical record related
Blockchain solutions, this paper focused on discovering:
1. the most suitable frameworks, concepts, models,
prototypes, and real-life implementations and/or
pilots of applying Blockchain models in
healthcare.
2. the provision of trust in exchanging sensitive
data, but with exceeding poor scalability, low
general performance, and high costs.

Unanswered questions that remained are the data
ownership, differently defined from one to another
regulators, regulatory standard improvement which
would support future improvements of healthcare
Blockchain platforms as a universal solution for securing
sensitive data. This paper therefore presented the first
step in our research and served a foundation for future
development.
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