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Abstract— The reduction of energy losses, particularly non-
technical losses, in the distribution network has become one
of the priority business goals in companies engaged in
distribution of electricity. Accordingly, Electric Power
Industry of Serbia use distribution network losses as one of
the key elements that indicate the degree of quality of
performing its business activities. In this paper, we propose
a system for automation of electricity theft detection and
monitoring. The proposed system uses analysis of existing
data already owned by electric distribution company and
does not require expensive equipment. Common model,
based on elements of Common Interchange Model, is
implemented in order to provide means for the exchange of
information between different information systems within
Electric Power Industry of Serbia. Proposed systems is
already implemented and used in production in different
parts of Electric Power Industry of Serbia.

. INTRODUCTION

In electricity supply to final consumers, losses refer to
the amounts of electricity injected into the transmission
and distribution grids that are not paid for by users [1].
Total losses have two components: technical and non-
technical. Technical losses occur naturally and consist
mainly of power dissipation in electricity system
components such as transmission and distribution lines,
transformers, and measurement systems. Non-technical
losses are caused by actions external to the electricity
system and represents primarily the amount of electricity
consumed by consumers that distribution company is not
able to identify and charge. The mentioned non-technical
losses include: consumption of electricity by illegally
connected consumers, electric meter or electricity line
tempering, and errors in accounting and record-keeping.

There is no electricity system without some amount of
non-technical losses. In many systems the amount of theft
is small (1-2%) in terms of the electricity generated [2].
But, the financial loss is high due to the large amount of
electricity distributed. According to publically available
data, in USA non-technical losses are estimated between
0.5% and 3.5% of the whole amount of produced electric
energy. That seems like a small amount until USA
electricity revenues of more than $300 billion range are
considered. Therefore, between $1 and $10 hillion worth
of electricity represents non-technical losses.
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According to publically available data Serbia produces
near 31 billion kWh yearly, but at the same time, loses up
to 19.5% from the whole amount of produced electric
energy [3]. In regular business activities, Electric Power
Industry of Serbia (EPS) makes significant technical and
non-technical losses of electrical energy. According to
reports, EPS total losses are estimated at around 100
million Euros of which more than 60 million Euros are
non-technical losses caused by theft. These financial
losses result in lack of profits and shortage of funds for
investment in electricity system capacity and
improvement [4]. Financial losses are not the only
problem and maybe even a bigger challenge is the
problem of protecting electric distribution infrastructure,
ensuring the continuity of services and a necessity to
expand generating capacity to cope with the electricity
losses. Therefore, the reduction of energy losses in the
distribution network has become one of the priority
business goals for EPS.

Il.  RELATED WORK

There are many types of methods and techniques for by
which dishonest consumers illegally use electric energy
[5, 6]. The electricity thieving methods can be divided into
two major categories: meter tempering where imposter
manipulate the internal structure of metering system and
line tempering where intruder bypass the electricity meter
connection. These electricity thieving methods are
common and easy to use by electricity consumers in
Serbia.

To prevent such activity or significantly limit the
practice, EPS uses increasingly sophisticated techniques to
secure its own infrastructure [5]. However, site inspection
controls showed that the thieves themselves also employ
increasingly advanced techniques for illegal energy
consumption. Apart from securing infrastructure, there are
methods allowing to detect and locate a specific dishonest
energy consumer without the need to perform a site
inspection. Methods for electricity theft detection are often
based on data analysis and elimination (exclusion of
suspicion), which leads to narrowing down the area of
search.

Detection of electricity theft is an extremely
challenging problem in today’s power engineering and
utility’s everyday operations. Almost every plan to reduce
non-technical losses requires permanent monitoring of all
parameters of electricity supply (current, voltage, power
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factor, etc.). Large scale application of advanced metering
infrastructure (AMI) and different remote management
and monitoring devices provides powerful tools to reduce
total losses and increase collection rates. These tools are
often combined with specialized equipment and methods
for detecting electricity theft [7-10].

All proposed techniques for reducing losses are very
expensive and require huge investments from EPS in
distribution network. E.g. at the moment very small
percent of customers are covered with AMI. There are
plans to change that but not at once, but over a period of
several years. In the meantime, the authors of this paper
propose a system that will automate electricity theft
detection and monitoring. This system will use method
based on calculating the balance difference between total
readings from meters with control (balance) meter [5].
This method uses analysis of existing data already owned
by EPS, allows detecting and locating electricity theft and
does not require additional expensive equipment. The
balance difference is the basic and most important
component indicating that theft of energy took place.

The data that is necessary for calculation the balance
difference is stored in different independent information
systems throughout EPS electricity distribution company.
In order to ensure access to the necessary information, we
have defined a common model for the exchange of
information between different information systems within
EPS. For these reasons, the proposed system for electricity
theft detection and monitoring is built upon IEC 61968
standard and Common Information Model (CIM) for
exchanging information about electric network [11].
These standards are targeting different distributed
software applications that are supporting operations and
management of the electrical distribution network. They
are providing enablement for inter-application integration
between such software applications. The idea is to provide
the standard for integration of the legacy software systems
as well as the systems that are new or will introduced in
the future within an electrical utility company. These
standards are broadly applied to enterprise integration and

related information exchanges between systems in electric
distribution companies like EPS.

I1l.  SYSTEM FOR AUTOMATION OF ELECTRICITY THEFT
DETECTION AND MONITORING

As already mentioned proposed system for electricity
theft detection and monitoring is based on calculating the
balance difference between total readings from meters
with control (balance) meter.

A. Calculate balance difference

Balance difference method is based on calculating the
mismatch between the total readings of meters with the
control (balance) meter. This method is convincing when
it comes to narrowing down the circle of suspects and
checking a specific consumer’s meter readings.

In order to calculate balance difference, we need to
obtain data from different enterprise information systems
(Fig. 1):

1. Supervisory Control and Data Acquisition

(SCADA) system or some other specialized

measurement systems are used as balance meters in

transformer substation. According to EPS standards,

these measurements systems usually provide 15

minute  measurements of different electricity

distribution system parameters.

2. Consumed energy from individual meters is
provided by Consumer Information System (CIS) or
Advanced Metering Infrastructure (AMI) where
present. According to EPS standards consumed energy
is available in the form of monthly readings from
individual meters in case of CIS, or as 15 minute
readings from meters in areas covered by AMI.

3. Geographic Information System (GIS) provides
info about network topology and consumers that are
connected to specific transformer substation.

4.  Technical information system (TIS) provides data
about of the installed equipment of the electric power
supply network.

Non-technical losses

! calculator i
i Balance difference Technical losses
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Figure 1. Calculate non-technical losses using data from different enterprise information systems
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In general, the energy mismatch that is calculated using
(1), where Piosses represents the total amount of losses for
specific transformer substation, both technical and non-
technical, Pconrol meter represents reading from balance
meter in specific transformer substation and Pconsumed energy
(2) represents sum of energy consumed by all metered
consumers connected to a specific transformer substation.

Plosses = (Pcontrol meter — Pconsumed energy)[VV] (1)

Pconsumed energy = > Pconsumer meter [W] 2

Technical losses are inevitable during the normal
operation of the electricity distribution system. In some
cases, it is sufficient to provide only rough estimation of
technical losses based on empirical data. If parameters of
the electricity distribution system are known (network
topology and order and attachment points of all consumers
from GIS and the line resistances between the attachment
points from TIS) we can provide finer estimation of
technical losses with certain precision. Remaining part of
calculated mismatch (3) represents non-technical losses
and is a usually result of electricity theft.

Pnon-technical losses = Plosses — Ptechnical losses [VV] (3)

B. Common data model

As mentioned earlier, proposed system for electricity
theft detection and monitoring uses data obtained from
different enterprise information systems. These systems
usually operate completely independent which implies
that the data generated by a single system is available only
to users of that particular system. Therefore, in order to
make calculation of balance difference successful, it is
necessary to provide access to all data that is needed. If
the processing of this information is performed manually,
probability that errors or violations of data consistency
will occur is increased.

As mentioned before proposed system is based upon
CIM as a common model for exchanging information
between different systems. It is highly complicated and it
covers broad set of different details regarding the
distribution network, equipment and their parts as well as
other aspects of the electric distribution company. Due to
its abstract nature, the CIM model may be implemented in
many ways but does not have to be implemented in its
entirety in a proposed system. Therefore, for the purpose
of proposed system we have implemented we have

implemented only those parts of CIM model that are
relevant for calculating balance difference and detecting
losses (Fig. 2) [11]:
e  Substation — A collection of equipment for
purposes other than generation or utilization, through
which electric energy in bulk is passed for switching
or modifying its characteristics.

e  PowerTransformer An electrical device
consisting of two or more coupled windings, with or
without a magnetic core, for introducing mutual
coupling between electric circuits.

. ControlMeter Balance
installed in substations or feeders.

. Measurement - A Measurement represents any
measured or calculated quantity.

Feeder — Substation feeder.

e  Line - Equipment beyond a substation belonging
to a power transmission line

AC Line Segment - A wire or combination of
wires, with consistent electrical characteristics,
building a single electrical system, used to carry
alternating current between points in the power
system.

Wirelnfo - Wire data that can be specified per
line segment phase, or for the line segment as a whole
in case its phases all have the same wire
characteristics.

Consumer — Generic user of energy.

e  UsagePoint - Logical or physical point in the
network to which readings or events may be attributed.
Used at the place where a physical or virtual meter
may be located.

. Meter - Physical asset that performs the metering
role of the wusage point. Used for measuring
consumption and detection of events.

MeterReading - values obtained from the meter.

metering  device
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Figure 2. Common data model based on IEC 61968 standard and Common Information Model (CIM)
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IV. IMPLEMENTATION OF THE SYSTEM

Proposed systems is already implemented in production
in two different EPS organizational units:

A. EPS organizational unit Ni§

In this organizational unit proposed system is working
for more than seven vyears. This is the oldest
implementation of proposed system and during years this
system has gone through various transformation. System
is semi-automatic and is based on offline process for
importing flat files with measurements from balance
meters installed in transformer substation. The rest of the
system uses information integration on database level
System covers 300 transformer substations.

B. EPS organizational unit Velika Plana

EPS organizational unit Velika Plana uses proposed
system for almost a year. Implemented system covers 100
transformer substations. System is automatic and is based
on information integration on database level and using
web

Thanks to implemented common model, the proposed
system can work in different EPS organizational units
with quite different business processes and information
systems whose data is integrated for electric theft
detection and monitoring.

After several years of exploitation, we can highlight the
following advantages of using the proposed system:

Detection of missing and erroneous data (wrong
network topology, missing meter readings, wrong
meter readings, etc.) - the proposed system is
susceptible to errors in the data and can be used to
validate and refine existing data on distribution
network in the system

e  Detecting and locating electricity theft — As
already mentioned in this paper the balance difference
is the basic and most important component indicating
that theft of energy took place. Proposed system can be
used to localize transformer substations or transformer
substations feeders with high levels of non-technical
losses.

¢  Narrowing down the area of search for electricity
theft and planning field controls or installing control
meters — After energy theft is detected and localized,
field controls and controls meters can be used to prove
the theft.

e Planning AMI and advanced equipment
installments in most critical areas — EPS can focus to
cover with AMI and advanced equipment parts of the
distribution network where energy theft is detected and
localized.

e  Monitoring effects and return of investment of
applied techniques for reducing electricity losses.

CONCLUSION

Every company that deals with the distribution of
electric energy pays great attention to the problem of
electric energy losses, especially non-technical losses.
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Electric energy losses are one of the key factors that
indicate the degree of economy and quality of business in
the area of electricity distribution.

In this paper, we propose a system for automation of
electricity theft detection and monitoring. The proposed
system is based on calculation balance difference between
the total delivered electrical energy and sum of electric
energy registered with meters installed with consumers.
The balance difference is the basic and most important
component indicating that theft of energy took place. This
method is also based on data analysis of data already
existing within company and doesn’t require expensive
equipment.

For the purpose of proposed system, we have
implemented common data models that contains only
those elements of CIM model that are relevant for
calculating balance difference and detecting losses.
Implemented data model is used for the exchange of
information between different information systems within
EPS.

Proposed systems is already implemented and used in
production in different parts of Electric Power Industry of
Serbia.
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