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The emergence of the Internet of Things (IoT), coupled with 

other capabilities such as Cloud Computing, Big Data, 

Artificial Intelligence or Block Chain, creates opportunities 

for the development of Cyber-Physical Systems (CPS) at the 

digital business ecosystem scale. It will impact the way 

engineers work, in order to design, develop, deploy, operate 

and maintain complex systems-of-systems, with increasing  

needs concerning security, agility and interoperability. This 

paper presents the evolutionary Federated Interoperability 

Framework (FIF) which has been developed continuously for 

Aeronautic Space and Defence over the last years in order to 

ensure continuous Product Lifecycle Management (PLM) 

interoperability. The evolutionary nature of the FIF is 

demonstrated, by describing how Cloud and Portal 

virtualization technologies were included into the FIF in 

order to short the time to usage of PLM standards within a 

Dynamic Manufacturing Network (DMN). However the FIF 

should similarly support identifying and addressing new 

interoperability challenges and scientific gaps related to 

Virtual Manufacturing based on other emerging Internet 

technologies. 

I. INTRODUCTION 

Internet evolution, with emerging IoT, Cloud 
Computing, Big Data, Artificial Intelligence or Block 
Chain, creates opportunities for the development of a new 
kind of digital business ecosystems constituting Cyber-
Physical Systems at scale. The way engineers work and 
PLM approaches [1] will be impacted when designing, 
developing, deploying, operating and maintaining complex 
systems of systems (e.g. Aircraft and associated design, 
production, operating and support environment), in 
particular because the needs concerning continuous 
security, agility and interoperability will increase as well as 
the complexity of the systems of systems to consider.  

The Federated Interoperability Framework has been 
developed iteratively for Aeronautic Space and Defence 
over the last years, in order to support the continuous 
Through Lifecycle Interoperability [2]. It is based on the 
usage of open PLM standards elected by a mature 
eBusiness community in terms of interoperability [3]. 

FIF was designed in order to be evolutionary, i.e. it 
should be easy to adapt it to a continuously changing 
environment 

FIF was built starting from the ATHENA 
Interoperability Framework (AIF[4]), but had to  
continuously extend and adapt itself in order to address 
effectively PLM interoperability issues and brakes coming 
from successively emerging industrial drivers, states of the 
practice and Information and Communication 
Technologies (ICT). The AIF holistic and multi-layered 
approach which combined the usage of Model Driven 
Architecture (MDA), Service Oriented Architecture 
(SOA), Ontology and Enterprise Architecture (EA) was 
insufficient. FIF extended it by considering combined 
usage of a consistent set of open standard as key enablers. 
It also does not propose a new independent interoperability 
framework, but a way to federate legacy one, in order to 
define and to build the ideal system reusing legacy 
frameworks as building blocks of the proposed approach. 
FIF consequently had to support the identification and the 
qualification of an accurate set of consistent open standards 
for the different layers and aspect to be considered when 
willing to achieve continuous PLM interoperability: 
Information & Communication technologies (ICT), 
Information system, Business, Motivation and Enterprise. 
FIF has been extended through successive research, 
standardization and operational projects, addressing these 
successive industry drivers: exchange and sharing of 
distributed Digital Mock up within the extended enterprise, 
technical Enterprise Application Interoperability, usage of 
digital behavioural aircraft and establishment of Dynamic 
Manufacturing Networks. FIF have been addressing 
several identified scientific gaps, such as semantic 
preservation with a model driven approach [5], formal 
Interoperability specification within a DMN (IMAGINE 
[6]), or test based approach for shorting the time to usage 
of PLM standards (addressed by SIP [7]). The whole 
description of the FIF is out of the scope of this paper. The 
aim is to illustrate the evolutionary nature of the FIF, by 
describing how this last scientific gap was addressed 
through innovative usage of emerging Cloud technologies 
combined with other enabling technologies selected by the 
FIF. 

II. RESEARCH QUESTIONS 

The research questions addressed in this paper are related 
to the introduction of Cloud technologies in the FIF, 
combined with other enablers, in order to respond to the 
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previously described motivations, context, constraint and 
needs for proposing a test based approach which will 
reduce the time to usage of the PLM manufacturing open 
standards. Such an approach should allow assessing 
standards and their implementation on top of an 
experimental test bed platform simulating a complex DMN 
at an acceptable price. Performing a continuous State of the 
Practice (SoP) and a continuous State of the Art (SoA), no 
approach addressing the identified needs and solving the 
identified scientific gap was found: at this time, no formal 
method exists allowing modelling DMN interoperability 
use cases, derived collaboration models and associated 
testing procedures with the needed test data. However a 
new approach is required, addressing data, service and 
process interoperability at business, information and ICT 
layers simultaneously. We only provide the most 
representative references extracted from those studied in 
the SoA and the SoP. As many proposed testbed 
approaches, [8] only deal with schemas conformance, 
which is not interoperability testing, within a Business to 
Business context. [9] propose exactly what should be 
considered as interoperability testing, but restricted  only to 
the ICT layer. For the innovative approach we are 
proposing, we adopted the same philosophy than [9], but 
considering the holistic FIF multi-layered approach, the 
manufacturing context and the enabling cloud 
virtualization cloud technologies in order shorting the time 
to usage of PLM manufacturing standards. For that, a DMN 
Software Factory (DSF) is proposed which takes advantage 
of a Model Driven Approach for the fast generation and 
assembly of components of a testing environment in the 
Cloud. The FIF, the building blocks of testing 
environments and the building blocks of the DSF should 
support extension and reconfiguration in order to support 
evolution of technologies and practices for continuous 
interoperability.  

III. METHODOLOGY: DSF RELYING ON CLOUD 

VIRTUALIZATION TECHNOLOGIES 

The proposed approach is a 3 phase approach. The first 
phase is the simulation phase (Cf. Figure 1), aiming at 
verifying that a standard respond to cross organizational 
collaborative process needs in terms of Product & Process 

data exchange between Original Equipment Manufacturer 
(OEM) and the members of the supply chain related to a 
given manufactured product. At this phase, the goal is not 
to test the actual applications of OEM and Suppliers, but 
the adherence of the standard with Product & Process data 
exchange needs. It is also to provide generic and shared 

portfolio of cross organization collaboration scenarios 
formalized as cross organizational collaborative Processes 
models (Pc), from which it will be possible to derive 
associated testing procedures, Standardized Cross 
Organizational collaborative process (SPc) as workflow 
models, data flows, associated test data sets and the 
required simulation and testing capabilities. The DMN 
model, formalized by mean of ArchiMate, captures the 
actual data exchange environment, at ICT, Information 
System (IS) and Business Layer, and is used as the input of 
the DSF. Such approach was demonstrated in [10]. 
However the collaboration environment is simulated on a 
multi-tenant network of virtual networks. The applications 
are also simulated with Application Reference Components 
(ARCs), which are applications which provide interfaces 
implementing the required subset of the PLM standard 
required in order to play the collaboration scenarios. It can 
be a legacy software product, as well as software 
components automatically generated from standards in 
order to play the expected role. Such approach was 
demonstrated in [4] and [5]. 

The second phase (cf. Figure 2) consists in testing 
software solutions or applications, within the role of ARCs 
used in the collaboration scenario. ARCs are replaced by 
applications or software systems to be tested. They can then 

be assessed as implementation of standards by replaying 
the testing scenarios developed in the first phase. It can be 
unitary testing (test of one application or solution), or 
integration testing (test of several application playing 
different roles in the collaboration). It is the testing phase 
for standard implementation validation, which will results 
in a set of qualified applications supporting the targeted 
collaboration process through the usage of the PLM 
standards, used as DMN network protocols. Such approach 
was demonstrated in [11] 

The third phase (Cf. Figure 3) consists in monitoring 
interoperability of actual applications by tracking issues 
and being able to take actions when non-interoperability is 
detected, or to deal with interoperability maintenance when 
some changes have to occur. In this phase, the test bed can 
be used as a monitoring solution in order to detect 
interoperability issues and to be able to address them very 
quickly. 

The approach aims at ensuring that the collaborative 
workflow processes participants, for Private Process (PP) 
and SPc, are qualified in terms of interoperability, being 
organizations, applications or technical solutions. Within 
the context of the collaboration process, the Conformance 

 
Figure 1. Simulation for standard assessment - phase taking 

advantage of Cloud Virtualization  

 
Figure 2. Validating collaboration participants, organizations or 

applications  
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Class of each application, i.e. what can be sent or received, 
supports all the needed Information flows with the 

appropriate Information flow Coverage (IC), i.e. what can 
be exchanged using a well-defined subset of the used 
application protocols. 

IV. CLOUD BASED SOLUTION: DISCUSSION ON WHAT 

WAS ACHIEVED 

The adopted approach combined usage of ICT 
infrastructure, Business Application and Enterprise 
virtualization as illustrated by Figure 4. 

The assessed Cloud virtualization technologies to be 
used for covering PLM interoperability testing needs were 
categorized according a specifically defined classification. 

 At ICT layer, performed assessment concerned relevant 
solutions for producing multi-tenant network of virtual 
networks. As a result, relevant solutions are network 
virtualization solutions (e.g. Proxmox) combining type 1 
hypervisors (e.g. Vmware, VirtualBox), type 2 hypervisors 
(e.g.KVM) and virtual machine container (e.g. LXC), as 
illustrated in Figure 4. 

 Irrelevant infrastructure solutions are application 
containers (e.g. Docker), scripting (e.g. Vagrant, Ansible) 
or open framework (e.G. OpenStack). 

At Business Application layer, the relevant identified 
categories of enterprise solutions are enterprise horizontal 
portal (e.g. Liferay), enterprise workflow systems (e.g. 
Shark) and Enterprise Service Bus (ESB – e.g. OpenESB). 
In terms of virtualization of applications distributed in 
networked organizations, the portal is the most important 

solution component and fit perfectly well with 
infrastructure network virtualization solutions. 

The considered criteria for assessing the categories of 
solutions and electing available realizations as component 
of the shelves were simplicity, openness, robustness and 
reusability as parametric building blocks of the DSF. It 
means it should be easy to deploy and aggregate them for 
building and reconfiguring on demand complex 
heterogeneous simulation and PLM testing infrastructures. 

A model based automating creation of component relying 
on such building blocks was defined and will be assessed 
in operational tests as implied by the FIF principles. It is 
out of the scope of this article, but it will lead to new 
research publications in the following months. Applying 
this approach, Model Based System Engineering usually 
applied to manufactured products can be applied to 
composite organization, using standard libraries pre-
installed machines (appliances) and associated parametric 
models formalized as ArchiMate blueprint models. The 
approach is illustrated by Figure 6. 

 In the same time, extensions have been already 
considered in order to deal with interoperability challenges 
coming from the evolution of the Internet technologies and 
usage, considering Internet of Things technologies used in 
combination with Factory of the future or cyber-physical 
systems. Can the FIF be easily used and extended in order 
to prepare and build operational PLM interoperability for 
emerging manufacturing environment. 

 
Figure 5. Assessed families of Cloud Virtualization for the 

Interoperability Test bed 

 
Figure 4. Combination of ICT infrastructure and Business 

Application virtualization  

 
Figure 3. monitoring interoperability in operation  

 
Figure 6. DSF generating testing environment from Archi Model and 

standard application component 
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V. EVOLVING TO VIRTUAL MANUFACTURING 

New use cases for FIF are already addressed concerning 
assessment of emerging standard frameworks for Virtual 
Manufacturing taking advantage of Internet emerging 
technologies, such as Internet of Things, block chains, 
deep… It should support usage of digital twins, smart 
manufacturing or PLM of the future. 

In terms of mature community in terms of 
interoperability, some consensus exists around usage of 
models of reference such as RAMI 4.0 produced by 
Manufacturing 4.0 (cf. Figure 6) or NIST reference model 
(cf. Figure 7). 

The FIF initially addressed interoperability of Enterprise 
Applications, and not of systems (product, production 
system) connected to the enterprise information systems. 
However, FIF can be easily extended, taking advantage of 
what was already developed, and extending it very easily. 

It can be demonstrated by some on-going evolution of 
the FIF. 

First the new version of the Enterprise modelling 
standardized language used, ArchiMate 3.0, and associated 
ARC (Archi 4.0), have been assessed in terms of upward 
compatibility and support of new use cases where 
manufacturing capabilities and IoT technology are to be 
captured. ArchiMate 3.0 adds a physical layer with as 
modelling elements “Equipment”, “Facility”, “Distribution 
Network” and “Material”. It is sufficient for integrating in 
DMN blueprint models factories as well as captors or 
actuators which are connected to the Cloud, as illustrated 
by Figure 8, which is an ArchiMate 4 view of distributed 
factories. Embedded software systems can then also be 
captured, just by deploying software systems on equipment 
and describing resulting services. 

Second new kinds of applications, such as deep learning, 
big data or block chain solutions, and the maturity of the 
related open standards, can be easily assessed, with update 
of the strategic roadmap and ArchiMate blueprint models. 

In addition, experimental testing platforms integrating 
and simulating new building blocks can be easily 
performed and highly facilitated by emergence of standards 
and open source captors, actuators and associated 
protocols. 

Finally, as the emerging systems of systems are 
becoming more and more complex and as many standards 
are to be considered jointly, the adopted approach, which is 
model driven and component based, is highly suited for 
embracing the emerging complexity. What is becoming 
more and more important is being able reducing the time to 
usage of relevant sets of consistent standards. Currently 
used for the New STEP Architecture and the “Managed 
Model Based 3D Engineering” application protocol 
(AP242), the FIF and associated interoperability testing 
approach was also demonstrated being usable for the 
“Enterprise – Control System Integration” international 
standards (ISA95/IEC 62264) which is one of the standard 
considered by RAMI 4.0 . 

So considering the current iteration, which is 
demonstrating its accuracy for preparing PLM 
interoperability considering impacting Internet 
technologies which will impact Virtual Manufacturing, 
Smart Manufacturing and PLM of the future, and the 
previous iteration which addressed the need for PLM 
interoperability testing allowing reduction of time to usage 
of open standards, the evolutionary nature of the FIF is 
demonstrated. Several interoperability enablers have been 
developed and improved. Several interoperability brakes 
have been successively addressed. 

The last ten years, the FIF has been developed taking 
advantage of numerous research projects and collecting 
feedback from operational or standardization projects. It 
has been supporting strategic standardization activities and 
aggregating successive interoperability framework, 
providing a way for ensuring continuous interoperability, 
as illustrated by Figure 9. 

VI. CONCLUSION 

The Federated Interoperability Framework (FIF) has 
been developed continuously for Aeronautic Space and 
Defence over the last years in order ensuring continuous 
Product Lifecycle Management (PLM) interoperability. 
This paper aims at demonstrating the evolutionary nature 

 

Figure 7. Reference Architectural Model Industrie 4.0 

 
Figure 8. Factory modeling with ArchiMate 3.0 including captors 

and actuators of connected systems 

 
Figure 8. NIST Reference model 
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of the FIF, by describing how Cloud and Portal 
virtualization technologies were included in the FIF in 
order to short the time to usage of PLM standards within a 
Dynamic Manufacturing Network (DMN). Similarly, FIF 
is being extended in order identifying and addressing new 
interoperability challenges and scientific gaps related to 
Virtual Manufacturing with the usage of emerging Internet 

technologies. It provides a way for short the time for using 
emerging standards for Manufacturing 4.0 or digital twins. 
Important identified scientific gap to address in the future 
is related to the needs to consider complex systems of 
systems for which the systemic paradigm is less and less 
accurate when considering multi-scale virtualized systems. 
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Figure 9. The successive iterations of the FIF development 
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