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Abstract—In this paper is analyzed the efficiency of image
watermarking, based on applying SVD decomposition and
its resistance to the presence of impulsive noise. The first
part of the paper describes SVD decomposition and SVDU
algorithm for watermarking and MDB algorithm for
detection and removal of impulse noise. The effect of level
inserting of the watermark on visual characteristics of the
image with watermark was analyzed in the second part of
the paper. Using the data shown in tables and graphs as well
as pictures before and after watermarking indicate to the
large level of visual image degradation.

Key words: Watermarking, SVD decomposition, filtering

I. INTRODUCTION

Due to the rapid growth of modern communications,
exchange of information and multimedia content has
sharply increased. In such an environment, copyright
protection and proof of ownership are a major problem,
especially in the distribution of digital content (images,
video, audio ...). In order to resolve the problem of
copyright protection of digital images used the principle of
insertion visible or invisible information in the host image.
Insertion of hidden information in a digital image with the
aim of proving the right of ownership is called a digital
watermarking [1]. In the process of distributing digital
content comes to the degradation of the content as a result
of the impact of different disturbances. In order to ensure
the successful protection of copyright using digital
watermark it must be resistant to potential noise. The basic
properties of the digital watermark's insensitivity,
strength, capacity, no irreversibility and the ability to
provide proof of ownership. Digital watermarks can be
inserted in host image by using several different
techniques, depending on the domain of insertion can be
divided into two categories: a) inserting watermark in
frequent domain and b) inserting watermark in the spatial
domain. Inserting watermark in the frequent domain is a
more robust and more resistant to interference but
inserting is more complex. Watermarking in the spatial
domain is less complex and easier for implementation.
Many methods are proposed for watermarking, which are
based on DCT [2, 3] transformation (Cosine Discrete
Transform), DWT [4], transformation, (Discrete Wavelet
Transform), SVD transformation [5-8], (Singular Value
Decomposition), Schur decomposition (Schur
Decomposition, SD) [9] and many other combinations of
the above transformation. The most common algorithms
for watermarking are based on SVD transformation. The
SVD transformation is performed decomposition of the

Anxy on three matrix Uy, Dyxy and Vyxy matrices, with
U and V orthogonal matrices and D is the diagonal matrix.

In [5] is shown watermarking algorithm where the
watermark is inserted in the D matrix. For the process of
the extraction, besides of watermarked image, is required
even the presence of the original watermark. In that case it
is possible to extract and false watermark depending on
the original watermark. A great number of authors are
developed many algorithms based on SVD transformation
with the extraction of the watermark without the presence
of the original watermark [6, 7]. It was with small blocks,
where the number of blocks was equal to the number of
pixels of the watermark [8]. Inserting is implied a change
of the values of diagonal matrix D depending on values of
watermark pixel (0, 1). Usually in algorithms, when the
watermarking process was executing with inserting the
pixels of digital watermark on singular values of the
diagonal matrix, which is a disadvantage, because the
extraction of the digital watermark with setting other
orthogonal matrices may lead to the false positive
detection of the watermark. In the watermarking algorithm
based on applying Schur decomposition (4 =U x D x U’
where's the U unitary and D upper triangular matrix)
changes are applied on individual elements of the matrix
U for which is the statistical analysis shown, each other is
very little different [9]. In the practical implementation of
the proposed algorithm the coefficient of the
watermarking should be great for the successfully
watermark extract. However increasing coefficient of
inserting the watermark leads to visible degradation of the
image. Statistical analysis for selecting elements, in which
the watermark will be inserted, applied to the algorithms
with Schur decomposition is applied in algorithms with
SVD transformation. In [10] is proposed new algorithm
(SVDU), where difference access is applied for inserting
digital watermark in an image, with modification singular
values of the elements. U orthogonal matrices. In [10]
carried out a detailed analysis of the algorithm and its
robustness on some specific attacks (superimpose of the
impulse and Gaussian noise, median filtering, cropping,
jpeg compression, etc...). The results of superimposing the
impulse noise related to the percentage of infected pixels
2 — 10 %. In this paper are presented results of application
of the watermark extraction, after watermarking with
SVDU algorithm and with degradation of the
watermarked image with the impulse noise (salt and
pepper) in the range p =2 — 50 %. In order to increase the
quality of watermarked image and image of the
watermark, MDB algorithm [11] is applied. This
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algorithm is implemented in two steps: a) locate infected
pixels and b) filtering blocks of dimensions M,, x N,,.

In order to compare the results of this study with the
results from [10] as a measure of the quality of a
watermark is applied Normalized Correlation (NC)
coefficient and Mean Squared Error (MSE). The results
are presented graphically.

The paper is organized as follows: section 2 describes
the SVD decomposition and SVDU algorithm for
watermarking. In section 3 are presented results and
analysis of the results. The conclusion is given in section 4

II.  ALGORITHMS

A. SVDU Algorithm

The SVD decomposition applied to the image A=y
returns three matrices:

Ay =UxDxV" (1)

where U is the left orthogonal, V is the right orthogonal,
and D s the diagonal matrix with the singular elements,
and M and N are image dimensions. In [2] inserting the
watermark Wyxy 1is accomplished by inserting the
watermark in to the D matrix (D'=D + a x W), where a
denotes inserting coefficient. In [10] it was suggested, to
divide the image into the blocks, dimensions M, x Nj
where My, =M/ My, and N, = N/ Ny with the M,, and N,,
denotes dimensions of watermark.

Watermarking based on the SVD algorithm is done
with inserting one bit of the watermark W;; in the block
Uij. Thereof the algorithm is called SVDU algorithm. The
SVDU watermarking algorithm has two important
characteristics, which refer to the orthogonal matrix U.
This characteristic of the U matrix referred to the
relations between elements of the first column: a) all
elements have the same sign, and b) their values are with
small differences [9]. The fact, that the values of the
elements U,; and Us; are with the small differences is
used for inserting the one bit of the watermark
performing the modification values of these two
elements. Selection two elements which will be modified
is based on the statistical dependency analysis presented
in [10], where it is shown that the strongest correlation is
between elements U,; and Us; (NC =0,9969 for image
Lena [10]), and optimum is to use blocks dimensions
4 x 4. As example of the values of matrix, in eq. 2. is
shown the original blocks of image Lena (4) and U
matrix (after applying SVD decomposition), where the
characteristic is observed:

&7 74 72 73

4o 88 74 72 73

88 73 72 74(

87 75 72 73

-0.4987 0.1709 -0.2782 —0.8029 @

U -0.5005 -0.0618 -0,8635 -0.0015
-0.5005 -0.7473 -0.3431 0.2707
-0.5003 0.6392 -0.2433 0.5310

SVDU watermarking algorithm, presented in [10]
performs the following steps:

Step I: Perform dividing the image on blocks
Hij=Myx Ny=4x4

Step 2: Perform the SVD decomposition over every
block Hij, to obtain the unitary matrices U;j, as in eq. 3.:

Hi,j = Ui,j XDi,j x VzT; 3)

Step 3: Perform modification elements U, ; and Us; of
the matrices Uj;, of each block to obtain modified blocks
U;;> in accordance with the information about binary
watermark W;;.

Watermarking is accomplished in accordance with rule
shown in eq.4. and eq.5. Binary watermark W;; is
inserted with the modification performed between
elements U, ; and element Us;; in the first column, after
which it was obtained modified matrix U;;’:

if Wi =

u',, =sign(u, )*(U __+T/2
1’ { 2,1 g ( 2,1) ( avg ) (4)

u'y, = sign(ull)*(Uavg -T/2)

u'y, = sign(u,,)* (Uav/g -T/2)

. = 0’ 5
lj{ Wz,‘/ {u v3’1 — sign(u3,1) *(Uavg +T/2) ( )

where sign (x) denotes the sign of the element x and
U = (|u2’1|+|u3’1|)/2, |x| denotes the absolute value of

the x.

Step 4: The blocks with the watermark are obtained in
accordance with the eq. 6.

H',;=U' ;xD, ;xV, (6)

LJ

Step 5. Repeat step 2 —4 until of the bits of the
watermark are inserted, and until obtain watermarked
image A.,.

Extraction of the watermark is performing following
steps:

Step 1. Watermarked image 4, is divided on the blocks
dimensions H;;" = 4 x 4.

Step 2: On these H;;’ block SVD decomposition is
applied to obtain matrix U;; .

Step 3: Watermark W;;’, is obtained, from elements U,
and U3, using relation presented in eq. 7.:

0, if u',,>u'
W= if 21 3.1 )
! Lo u'y <uly,

Step 4: Repeat step 2 — 3 until it is performed over all
blocks.

Step 5: Reconstruction of extracted watermark is
performed.

B. MDB Algorithm

To add noise in the watermarked image, to locate and
to eliminate the noise has been used MDB algorithm
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presented in [11]. Noise is added to the watermarked
image with the percentage p to obtain watermarked image
with the noise 4,;. MDB algorithm is applied on the
watermarked image with added noise A,s to obtain
filtered image 4.

The MDB algorithm for detection and elimination of
impulse noise is realized un following steps:

Step 1: From image A, blocks are created:
FORi=1:M-M,
FORj=1:N-N,

FORk=1:M,
FOR/=1:N,
B(f,g) = Aws(i + k, j + D);
END

END

Step 2: Sort elements
[Pmin, Pmed, Pmax] = SORT(B),
Step 3: Calculate the mean values Puean,
Pean = MEAN(B)
Step 4: Detecting the pixels with the impulse noise:
IF (Puin<B (X, Y) & Piin <0 & P <255 & ...
B (X,Y) <Pua);
/*pixel is without noise*/
ELSE
/*pixel is with noise*/
IF Ppuin==B (2,2) & Puin==0|B (2,2) == ..
o Piay & Pryay = 255);
B (X,Y)=Pued;
ELSE
Puied = Puean;
END
END
END
END.

Step 4: Creating reconstructed (filtered) watermarked
image A

In step 2. SORT function was performing sorting all
elements of the block in ascending order by columns. As a
result of these activities the elements of foreign diagonal
are sorted in ascending order (Puin = B33, Pmes = B2z and
Puax = B1,1), where P, denotes minimal, P, medium and
Pax maximum value of window elements.

III. EKSPERIMENTAL RESULTS AND ANALYSIS

A. Eksperiment

For the purpose of testing SVDU watermarking
algorithm following experiment was performed:

Step 1. Watermarked image A, is obtained from
original image 4, divided on blocks M, X Ny=4 x 4, on
which is applied SVD decomposition and inserted one bit
of binary watermark (dimensions M,, X N,,= 128 x 128) in
each block with insertion coefficient 7= 0.04.

Step 2: On the watermarked image 4,, was added noise
with different percentage p (obtained A4,.s).

Step 3: From image with added noise A4,,, watermark
Wes is extracted.

Step 4: On the watermarked image with the added noise
Aws, MDB algorithm is applied.
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Step 5: From filtered watermarked
watermark W, is extracted.

As a quality measurement of filtered image and
extracted watermark was applied MSE and NC:

Z(xij_yi/')z
MSE ==——— (®)

Z(x[jy[,)

TS0

i

image A,

NC i=1.M,j=1.N (9)

where: x;; — denote pixel of original image element, y;;—
denote pixel of processed image, M x N —image
dimensions.

In the experiment as host image was used image Lena
(512 x 512) figure 1. a., and as watermark image was used
image presented on figure 1. b. (128 x 128). Coefficient of
watermarking was fixed on value 7= 0.04. Impulse noise
is varied p = {2, 10, 15, 20, 25, 30, 35, 40, 45, 50} %.
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a) b)

Figure 1. Images used experiment: a) Lena, b) watermark

B.  Results

The result of applying SVDU watermarking algorithm
is shown in the figure 2.
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Figure 2. Image appears: a) After watermarking, b) watermark

extracted after inserting.

On figure 3. is shown appear watermarked image after
adding noise with p= {10, 30, 50} % and appear
watermarked image after applying MDB algorithm.

On figure 4. is shown appear extracted watermark from
image with added noise and appear of extracted
watermark, from watermarked image with noise, after
applying MDB algorithm.
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a) b)
0) d)
e) f)

Figure 3. Appear of watermarked image Lena with added
noise: a) p = 10 %, ¢) p =30 %, e) p = 50 % and appear of watermarked
image Lena after applying MDB algorithm with: b) p = 10 %, d)
p=30% and f) p =50 %.
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Fifure 4. Appear of extracted watermark from image with added noise:
a)p =10 %, c) p =30 %, e) p = 50 %, and appear of extracted watermark
from image after applying MDB algorithm with: b) p = 10 %, d)
p=30%and f) p =50 %.

On figure 5. are shown diagrams for MSE for
watermark extracted from image after adding noise and
after applying MDB algorithm.
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Figure 5. Diagram MSE for extracted watermark: a) after adding
impulse noise (“-u-), b) after applying MDB algorithm (““-e-*).

Figure 6. present diagrams for quality measurement
NC, for watermark extracted after adding impulse noise
and for watermark extracted after applying MDB
algorithm.
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Figure 6. Diagram NC for extracted watermark: a) after adding
impulse noise (“-m-“), b) after applying MDB algorithm (**-s-*).
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C. Results analysis

Based on the results presented on figures 2 —4 and
diagrams presented on figure 5. and figure 6 it is
concluded that:

a) Analyzed SVDU watermarking algorithm shows
that with the inserting coefficient 7= 0.04 watermark can
be successfully extracted.

b) After adding impulse noise with p=10%
watermark can be extracted. Watermark is recognizable,
poor qualyti, but after applying MDB algorithm extracted
watermark is very good quality.

c¢) After adding impulse noise with p =50 % and
after applying MDB aglorithm, watermark is
recognizable with satisfied qualyti.

IV. CONCLUTION

In this paper is performed detailed analysis of the
SVDU watermarking algorithm [10] using method for
inserting watermark in U matrix. Analyzed SVDU
algorithm was tested on the adding impulse noise and
filtering with MDB algorithm for locating and removing
impulse noise [l11]. Analysis is performed for
watermarking coefficient 7= 0.04 and adding noise with
p=1{2, 10, 15, 20, 25, 30, 35, 40, 45, 50} %. Applied
quality measurements was MSE and NC.

Detailed analysis of quality measurements for
watermarked image and extracted watermark show great
robustness of SVDU watermarking algorithm and good
efficiency of MDB algorithm. Watermarked image with
T = 0.04, after added noise and applied MDB algorithm is
with little distortions even with adding noise p =50 %
(MSE = 139.6). Extracted watermark from image with
added noise p = 10 % is visual scarcely recognizable, with
MSE =0.262 and NC=0.8232. After applying MDB
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algorithm (with p =50 %) extracted watermark is visual
good quality (MSE = 0.143 and NC = 0.907). On the basis
of these results it is concluded that the proposed SVDU
algorithm is resistant to high level of added impulse noise
and for filtering with MDB algorithm and as such is
suitable for efficient implementation.
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