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Abstract— After a decade from its advent in 2008, the
blockchain technology has dived deeply into mainstream
research. The success of Bitcoin, used for storing
transactions in blocks and thus maintaining a distributed
ledger of who owns how many units of cryptocurrency,
created high expectations for the possible usage of
blockchain technology in the industry and the public sector.
In order to step out from its limited use for finance sector
and digital money, a new type of blockchains are emerging.
The so-called smart contracts cast a light on possible usages
of this technology in e-government, with the purpose to
bring more transparency in e-government processes. Using
the available features and data structures of the Smart
contract it is possible to develop a solution for checking
validity and assuring immutability of public documents.

. INTRODUCTION

Back in 2008, the publication of now well-known
whitepaper by Satoshi Nakamoto gave birth to the
blockchain technology (BCT) in the form of the
cryptocurrency Bitcoin. Namely, Nakamoto in his
whitepaper [1] suggested a specific distributed system, in
the form of a distributed ledger that will be maintaining
records about transactions within chained blocks. Each
user will be able to submit a cryptographically signed
transaction, using her private key, to the network of nodes.
After the transaction is cryptographically validated by the
nodes using the user’s public key, it will be included into
the block and chained into the blockchain. Each
transaction basically would contain a sender’s and a
receiver’s address and the value of a specific digital asset,
called Bitcoin. That way users would be able to transact a
digital currency among each other the same way they
would be transacting physical currency.

Though it started as a foundation for virtual currency,
blockchain evolved far beyond. Blockchain which is used
only for storing transactions in blocks and thus
maintaining a distributed ledger of who owns how many
units of cryptocurrency has limited use out of the world of
finance and digital money. In the last five years a new
type of blockchains are emerging which can include a
special type of code, named smart contract, into its
transactions. Smart contract contains terms of agreement
between anonymous parties and it controls the execution
over distributed, decentralized blockchain network
without the need for a central authority [2]. Data contained
within smart contract are immutable, meaning that nothing
can be deleted, and every change made is automatically
recorded, until another transaction is received that changes
its state. Since each transaction must be signed by an
account, guaranteeing the transaction sender, it is possible

to restrict some code parts execution only to specific
accounts effectively controlling which account can change
what data (update smart contract state) [2, 3].

Transparency is considered as an advantage for
blockchain technology while in e-government it is still on
a level of highly desirable achievement. Transparency is
closely linked to the immutability of blockchain that
ensures for full traceability and accountability. With
immutable documents governments can reduce corruption
and promote honesty and transparency [4]. In time this
could lead to instilling trust in government and repair the
bond between government and citizens. Improving
efficiency will also come as a trade because there will be
no need for human resources or third parties to work on
verification of documents.

Currently, most of the published e-government
documents are not digitally signed and even if they were
signed, such documents can be changed and then re-
signed to replace the older version. Citizens would be
oblivious about the document version and content change.
If a previous version of an e-government document
incurred some action on their behalf towards the
Government, citizen would not know that the rules were
changed or completely updated. Therefore, a transparent
mechanisms of document version tracking should be
developed which enable all parties to check if the
document in their possession is identical to the official
version, when was the document published and by whom.

This  paper discusses potential  solution to
aforementioned problem using the well-known, publicly
available smart contract enabled Ethereum blockchain.
The outline of this paper is as follows. We first discuss the
main problems which we aim to solve with our solution.
Next, in the methodology section we discuss specifics of
the smart contracts and hashing used in Ethereum and why
these can be used for assuring immutability of the public
e-government documents. The section Implementation
specifics gives the architecture, workflow and some of the
implementation specifics of the proposed solution. Lastly
concluding remarks and future research directions are
outlined.

Il.  MOTIVATION
Blockchain technology can be utilized as an
information infrastructure for secure and immutable

exchange of information between public administrations.
There are already some evidences of BCT and smart
contracts application in many areas of e-governance, such
as voting [5] or tendering [6], but it can also be
successfully utilized for the exchange of documents in
G2G and G2C chain. Current approaches for assuring
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document immutability and verification of origin are
based on Digital Signatures using Digital Certificates.
Such Digital Certificates are issued by a third party
thrusted Certificate Authority which may or may not be
accessible at any given moment for verification.
Certificate Authorities are issuing expensive Digital
Certificates which are used to sign documents and the
document itself is carrying the signature information
which verifies it.

There may be many issues with this approach. For
example, what if malicious user has access to the
certificate, such user would be able to create two
documents, which appear to have the same content but
with changed specifics. Then the user signs both papers
with a digital signature and sends first one to party A and
the second to party B. Party A and B think they have the
same document, given that both are properly signed but
they actually have different documents. Unless they check
the hashes of both documents, or they compare their texts,
they will not know they are in possession of essentially
different ones.

Another example might be a potential dishonest
behavior of the Government, where some publically
available document is changed without the previous
notification to the citizens and without a clear procedure
how the document has been altered. Digital signature does
not solve such problem as at the time of access the user
can’t compare the new document with the old one.

Yet another example is the scenario in which subject
provides a falsified document which is digitally unsigned
as the lack of such practice by the issuer. If the receiver of
the document has no way of checking if such digital
document really originated from the issuer and if the
content of the document is original, the receiver might be
misguided and falsely accept it as valid.

In this paper we ask the following research question: “Is
it possible to develop a blockchain based system which
would ensure immutability of publicly available
documents?”. Our goal is to use Smart contracts enabled
Blockchain Ethereum as technology that can help solve
this problem. We aim to enable users to easily verify
documents by checking them against publicly available
document hash and origin address, stored in a Smart
contract of the Ethereum blockchain. This check would be
provided through a Ethereum based decentralized
application (Dapp) DocHash.

I1l. METHODOLOGY

Recent hype surrounding blockchain has brought a new
light on e-government and possible usages of this
technology for bringing more transparency in e-
government. We can mark the following attributes of the
blockchain technology as the most important for assuring
immutability of e-government documents:

. Immutable data storage model (protects data
from possible fraud which is undeniable advantage in the
development of open data portals compared to using
standard databases as storage)

. Smart contract (there is a minimum risk of
unauthorized changes and the uniqueness of the execution

of the contract algorithm is guaranteed at any time and at
any node of the network)

Due to these two attributes, we have chosen Ethereum
blockchain as the platform for implementing the proposed
solution. Ethereum platform is not a mere distributed
ledger which stores how much cryptocurrency is
associated with which account [2]. It can be perceived as a
world computer distributed across the nodes running on
computers around the world. It is an indefinite state
machine where the state transitions are performed based
on the received transactions originating from accounts
controlled by its users. The state can be assumed as the
amount of values for its accounts but also as the persisted
data available on its storage. This data storage is enabled
through the use of smart contracts. Smart contracts are
programmable code snippets which react to transactions
which trigger them. A Turing complete programming
language can be used for development of Smart contracts.
Once such code has been translated into bytecode, it can
be deployed on the Ethereum blockchain after which a
special account will be associated with it. Smart contracts
guarantee that they will be executing exactly as the code
states. Therefore, after the transaction which targets the
Smart contract is confirmed, there is no way to reverse its
effects. Since Ethereum can be perceived as a distributed
state machine, each Ethereum node executes the same
Smart contract in the same way as defined in its code [2].
If there are nodes that are performing dishonestly,
claiming that the state is different from the one claimed by
majority, the network can detect them and make a
consensus about its ground truth. Moreover, if one or
several nodes fail, the entire system keeps working due to
its distributed nature.

Ethereum Smart contracts have three particularly useful
features which can be used to create a document
verification solution. First one is the use of SHA3 level
hashing algorithm called Keccak256 which is
cryptographically secure and, up to date. There is no
known traditional computation way nor algorithm for
determining the original data having its hash result.
Keccak256 produces completely different hash value even
if the original data has been changed only by a single bit.

Another valuable feature of Ethereum smart contracts is
data structure called mapping which is type of a Hash
table. Unlike Hash tables which can only store M keys
from the far larger space of keys N (N >> M), mapping
can map entire space of the data type of its keys into all
possible values defined by the value data type. Therefore,
there is no restriction of how many keys can be stored into
mapping except for the total value of possible keys
defined by its data type, nor there can be collisions. It
accomplishes this task using Merkle tree data structure
and thus provides a fast way of getting the value for
provided key.

The third feature is the uniqueness of the user addresses
used in the Ethereum blockchain. Given that the address
space is 2'%° and that the total number of public keys is
2%% jt is so huge that possibility of having two users with
identical addresses and their associated private keys is
practically impossible.
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Figure 1. DocHash Dapp Architecture

IV.  ARCHITECTURE

An Ethereum Smart contract, which we named
DocHash and which is utilizing the before mentioned
Smart contract features, can be a solution to stated
problems. To properly utilize such Smart contract,
additional infrastructure of the Ethereum ecosystem can
be used. Figure 1 presents the entire DocHash solution’s
architecture. In order to interact with any Smart contract, a
proper node, needs to be used. Such node can be exposed
in different ways. A node on Ethereum network is a
console application, running on a server (Linux based),
which creates connections with other nodes synchronizing
the blocks. Whenever a new block is obtained, the node
applies all its transactions, constantly transitioning the
state of the blockchain. Node exposes a RESTful web
interface that can be used to obtain the current state of the
Ethereum blockchain. Therefore, the node serves as an
entry point to which the transactions are being sent to
trigger the state change or as an interface to read the
current state of a Smart contract.

Regardless of who deployed the Smart contract to the
network, everyone can query its state or trigger its
unprotected functions. Also, independent of the node used
to deploy the Smart contract, it can be accessed through
any node connected to the Ethereum network. Usually,
Dapp developers have their own dedicated node, running
on a server which is used as an interface to Ethereum
network from their Dapp. Alternatively, third party
providers can be used. Such providers expose access to
the nodes they are hosting through their proprietary API
optionally charging a service fee. One of the popular third-

party providers is Infura which we were using to develop
our DocHash solution.

As stated previously, the communication with a Smart
contract is either through sending proper transactions to
trigger its functions, or by calling the functions which do
not change its state. In Ethereum, transaction is a
serialized binary message which consists of a nonce, gas
price, gas limit, destination address, value, data and three
components v, r and s of the ECDSA digital signature sent
from an external account. In cases when a Smart contract
function, which is changing the contract’s state, needs to
be triggered, a transaction needs to have the data part
filled in with description of the Smart contract’s function
along with its arguments. Creating such functions
programmatically is done using a web3.js library. The
library needs to have proper JSON description,
Application Binary Interface (ABI), of a Smart contract it
is interacting with. Using the ABI web3.js library can
infer the transaction data payload which will trigger the
proper function of a Smart contract deployed on the
Ethereum blockchain.

Different components can use the web3.js library. For
example, web3.js library can be used by a Node.js based
console project. It could be utilized in a web application to
be executed within a web browser environment. Different
custom wallet implementations and IDEs can use web3.js
library to interact with Ethereum blockchain. This clearly
suggests that there is no single way that defines how to
interact with a Smart contract. If we use the analogy of
Progressive Web Applications (PWA) which are
consisting of a, usually RESTful, backend component
residing on a server or on a cloud and a frontend
component which is served independently and is de facto
an interface to the server component, we can draw the

178



Institution

Submits Docum
official wallet/addres
§ e DocHash
B,
submits document hash and 1
Official
website DocHash
| Smart Contract |
Downloads Document Returns document details
based on hash
. Submits Document/
Document hash to verify
DocHash
Dapp

User

Figure 2. DocHash usage workflow

following analogy: for Dapps, the backend component is
the Smart contract itself and the frontend which allows us
to interact with its Smart contract is basically served
separately. Moreover, the Smart contract functionalities
are available through an Ethereum node’s RESTful
interface while its storage variables or other Smart
contracts can be used to persist data the same way
databases are used on classic PWA backends. But the
same way PWA backends can be called from a web
browser or tools like Postman, Smart contracts can be
invoked from other software using the web3.js library.
This makes for a true decentralization of the Ethereum
Dapps as the backend is hosted on the blockchain and is
accessible by anyone and anywhere. However, the
preferred way of interacting with the DocHash is to use it
dedicated frontend that simplifies interaction with its
Smart contract and integrates the Metamask wallet from
the web browser in order to identify the user.

V. USAGE AND IMPLEMENTATION DETAILS

The workflow of the DocHash solutions is given on the
Figure 2. After an official Institution has issued a
document, it submits it through a DocHash Dapp web
interface utilizing its own wallet with a proper private key.
The public Ethereum address associated with the
Institution’s private key is known to the public and is
assumed that its related private key is kept secretly inside
the Institution. The DocHash Dapp calculates the hash of
a document and submits the transaction to a DocHash
Smart contract which will associate the hash of the
document with the Institution’s public address. During
this process the document itself was never publicly
released nor was accessible to the general public. Only its
hash was calculated and sent. Therefore, if the contents of

the document should be kept private, publishing its hash
on a smart contract would not breach its secrecy.

After a user downloads or otherwise obtains the
document from the Institution, she can verify if the
document’s hash was associated with the Institution’s
address. If for any reason the Institution has altered the
document, its hash would be different than the initial
version, obtained in the first place by the user, therefore
making user aware that the currently available version is
different than the original. Given that state change of the
Smart contract can not be reverted, the Institution would
not be able to undo the association. Such record would
then be having all the properties of a Digital Signature.
User would be able to authenticate that the document was
associated with an Ethereum address which is officially
known to be of the Institution. The Institution would not
be able to deny that it has not associated the document
with its address. Lastly if a hash of a digital document
matches the one associated with the Institution’s address
(and to which other associated data are present like
document number, title etc.), the user would be able to
prove document’s integrity. Such signature verification
would be as easy as dropping a document to the DocHash
web user interface to calculate its has, which would then
be checked against the records on the DocHash Smart
contract.

Given that the Institution is the one which creates a
record of the document’s hash associated with its address,
it is on Institution to pay for the gas fee required to
execute the state changing transaction. When User wants
to change check if the document’s hash is associated with
an address, such call of a Smart contract function is not
requiring any state change, but it is merely a state value
reading. Therefore, the gas fee is not paid in such case nor
a transaction is created. The User is able to make as many
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checks as needed. This also comes hand in hand with the
current fees which are paid for issuing Digital Signatures
using Digital Certificates where the signer pays for the
Digital Certificate while the signature checker is able to it
for free. The only difference in this scenario is that the fee
is collected, in the form of gas (paid in Ether
cryptocurrency) for each signature while Digital Signature
is one time fee and can be used as many times as required
for signing.

The data structures which are used for persisting the
document-address associations on the DocHash Smart
contract are Doc and Publisher. Doc structure defines
timestamp when the document was first added to the
system, its title, url and document hash. Publisher
structure defines name, email and url of the document
publisher. The key part of the Smart contract are two
mappings, one maps the hash of the document to the Doc
structure instance while the other maps the document hash
to the address of the document publisher. The other two
mappings used in the contract are speeding up the
document (publisherDocs) and publisher data retrieval
(publisherData). One maps publisher address to all its
documents while the other maps address to the Publisher
structure instance.

The Smart contract exposes two functions for adding
documents. One accepts document data while the other
receives only the document hash. Therefore, user is able to
choose if she wants to send the entire document to be
hashed on the blockchain or just its hash. The address of
the sender is checked against the publisherData mapping
to check if such publisher exists or a new one should be
added. Each publisher can update her data on the Smart
contract based on the address used to access it. While
publisher pays gas price for adding documents hash and
data to the smart contract, checking if the hash was
already submitted is free as it uses view functions of the
Smart contract docExists and docWithHashExists. Both
functions check if there are is a Publisher structure
instance associated with documents hash. Depending on
the value returned by the mapping, it can be determined if
the document was previously submitted and by which
publisher ensuring the trust in its validity. DocHash is
deployed to Rinkeby test network and can be utilized
either using web3.js library, Remix, Truffle or other
Ethereum IDE or via custom React web interface. At the
moment, development of the React.js based Ul is
underway, but the true decentralized power of DocHash
lies in its true decentralized nature of its Smart contract.

VI. CONCLUSION AND FUTURE WORK

The society is going digital and during that process the
more and more digital signatures and proofs will be
required yet obtaining a digital signature might not be
easy for everyone. Current digital signatures rely on a
complex technology, can be easily stolen (if on a chip card
for example) and usually require additional hardware. In
addition, official documents’ repositories can be easily
altered, can go down or even cease to exist.

On the other hand. blockchain is immutable and can
store history of document hashes which uniquely identify
documents. In addition it is decentralized and distributed
so even if several nodes go down, other nodes are still
maintaining the network. This assures constant access to
the document records on the chain. Checking if a
document was signed is as easy as checking the document
hash against a smart contract on the DocHash Smart
contract.

The future work on this topic will include adding
support for document versioning on a smart contract. Such
improvement would provide users with means of checking
if they have the latest version of a document or they
should try to find the most recent one. In cases when
documents are public and should be accessible by
everyone, such documents could be stored on Inter-
Planetary File System which is a distributed file system
for storing files which are accessible only by their hash.
Using it would allow for seamless distribution of signed
public documents to all citizens.

Some problems remain unsolved and are opening a
potential for further research. One of them is how could a
publisher be reliably associated with her address. A public
registry of unique identifier (Tax 1D, Registration ID,
Social security number for private persons) and address
pairs is needed. Who would be maintaining such public
record on Ethereum? Does it mean that presented
approach would still need some Certification Authority?
One potential answer to this problem is the project
ens.domains, which associates .eth domains with certain
addresses. It is currently based on FCFS approach and
therefore prone to be a source of fraud. In the future there
could exist a domain registration body that would be
clearly associate domains with Ethereum addresses.
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