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Abstract— In this paper, the focus of the research is on the
comprehensive flow-based anomaly detection architecture
which is based on the joint use of the entropy calculation
and machine learning algorithms, and its enhancement with
time-series techniques. The proposed solution is evaluated
with the modified CTU-13 dataset, which includes instances
of normal, background and botnet traffic. The analysis
encompasses a range of unsupervised machine learning
algorithms, time-series and entropy threshold analysis with
different configuration parameters.

L INTRODUCTION

The rapid development of modern technologies and
environments, demands businesses for diving into a huge
range of new skills for the adoption of full values of these
technologies. Besides the significant increase of the
investment into the development of the software and
hardware, specific user-tailored platforms, novel versions
of the operating systems, and wider range of the cloud
services, it is equally important the need to consider the
issues related to the higher-volumes and versatile formats
of data to be processed. High concerns for the security and
privacy stand for one of the cornerstones for the
successful development and implementation of such
environments. Hence, there is need of proposing
approaches that should carefully analyze data patterns,
statistically evaluate the entropy variations, identify
structure inconsistencies, anomalies and abnormal value
rates, while still keeping pace with real-time processing
concerns. Such requirements have motivated us to
consider the possibilities of enhancing our entropy based
anomaly detection architecture based on the machine
learning algorithms with the integration of some aspects
of time-series analysis.

The latest cutting-edge research directions in this area
enforce the granulation of the systematic procedures
within the anomaly detection system architectures,
whereas an extensive data pre-processing, proper feature
selection and feature engineering which is based on time-
series and other techniques, represent the system quality
cornerstones. In this paper, we examine the possibilities of
the combined use of the unsupervised clustering machine
learning and time-series analysis techniques for the needs
of the entropy-based anomaly detection in network
environment.

The remainder of this paper is structured as follows.
Section 2 provides the information related to the applied
methodology and related work. In section 3, we address
the problem statement and explain the pros and cons for
the application of specified different approaches for the
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needs of the network anomaly detection. The section 4
provides details on the anomaly detection techniques used
for the needs of this research. In section 5 we present the
proposed solution. Section 6 is dedicated to the analysis
and discussion of the obtained results. We conclude the
paper with some observations, remarks and directions for
the future work.

II.  METHODOLOGY AND RELATED WORK

In this paper, in order to provide more accurate
anomaly detection, we focus to the idea of expanding the
proposed machine learning support for entropy-based
network traffic anomaly detection architecture by
applying some of the time-series algorithms [1, 2]. The
research encompasses the use cases related to the real
traffic, botnet traffic and synthetically generated
anomalous traffic instances in order to mimic the traffic
behavior while being under different attack type activities.
It combines several flow data pre-processing procedures,
entropy calculations, time-series techniques and
unsupervised machine learning analysis.

The current state-of-the-art of the time series classifiers
is provided in [3]. Traditional time-series classification
algorithms use nearest neighbor classifier tied with
distance function, which can be a strong baseline
parameter (e.g. Dynamic Time Warping, DTW). There is
a high ambition of developing novel ensemble techniques
that would provide stronger support for this classification
approach [3-5]. The reference literature claims that the
time series algorithms can provide better data
interpretability and that in some cases, the time series
techniques can be also used for labelling the unlabeled
data. In [6, 7] the authors proceed with a search for
anomalies on a small subset of the labeled data, in order to
identify the most efficient feature subset which can be
used for the evaluation of a larger unlabeled dataset. For
the unlabeled data, this approach relies on heuristic based
on clustering stability. Some authors enforce the use of the
short, discriminatory data subsequences, shapelets, and
their transformation of data into a new data space, which
is mostly used to measure similarity between time-series
[4]. This approach imposes the search for the similarity in
time, and detection of the wvariations around this
underlying common shape, which can be originated by
some phase shift or noise. For that procedure, the most
common approach is the use of DTW technique, which
measures the resemblance between two time series that
may vary in time. It is mostly applied in the form of the 1-
NN DTW (one nearest neighbor classifier) where the
classifier assigns a point x to the class of its closest
neighbor in the feature space, while the warping window
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size is set through cross-validation on the training data. In
order to increase the confidence of the prediction, some
authors propose a method that, based on the shapelets and
their order, merges the shapelet-transformed space with
shapelet-order space for time-series machine learning
procedure [8]. Simultaneously, the literature also indicates
the appearance of a group of approaches that rely on
distance calculations and application of the micro cluster
based outlier detection mechanisms (MCOD). In order to
decrease the amount of distance calculations, these
approaches are commonly combined with unsupervised
machine learning. In particular, the clustering algorithms
are proved to contribute reduced performance cost and
provide real-time anomaly detection over data streams
when compared to other distance based algorithms [9, 10].
Another research direction uses past measurements to
approximate a model of the correct data characteristics in
time. It built a forecasting model on the history data and
calculates the predicted future values based on the
threshold and confidence coefficient. Any statistical
incompatibility of the registered measurement and
underlying model can be used to monitor for the values
that are out of a given prediction confidence interval,
identify data that deviate from historical patterns and can
be defined as an anomaly [11]. Some of the most explored
techniques that cover this approach are decomposition,
Winter’s exponential smoothing and autoregressive
integrated moving average (ARIMA) techniques [12-14].
A window-based statistical approach commonly helps in
reduction of the number of false positives (FP). A recent
attractive approach is the use of the network-based
clustering techniques, mainly k-means, hierarchical
clustering and k-medoid’s algorithms [15].

III. PROBLEM STATEMENT

When following the timeline of this research, our initial
results, have indicated that the bare entropy threshold
analysis approach can be efficient, but not always
accurate. Then, in order to obtain better accuracy and
efficiency, we have expanded the analysis by a set of
different supervised and unsupervised machine learning
algorithms, and combined their effects with entropy-based
techniques. The combination of the machine learning
(ML) techniques with the entropy-based algorithms
benefits from the high sensitivity of entropy-based
techniques to different types of the network attacks, but
also deals with its lower accuracy when detecting the
traffic variations. Since the supervised machine learning
algorithms operate over the labeled data, and have limited
implementation in the production network, their effects
are not good enough in circumstances where the network
traffic can manifest some legal or malicious unpredictable
behavior, while some anomalous traffic will be left
undetected. Hence, the research on the unsupervised
machine learning algorithms became indispensable when
considering that in real-time real world, the applied
anomaly detection solution will certainly operate on the
unlabeled traffic data. The unsupervised ML algorithms,
mainly clustering approaches, correspond to the process of
grouping the data according to similarities and differences,
while there are no categories (labels) provided. The
solution proposed in [1, 2] relies on the use of the entropy-
based preprocessed data, further processed by entropy
threshold estimation and machine learning techniques.
Here, we give a systematic approach to the generalized

concept of degree features, optimization of the entropy
calculations, modification and data partitioning based on
the application of the unsupervised ML algorithms, with
an aim to obtain higher efficiency for real-time anomaly
detection in network environments. Figure 1 presents the
basic overview of the proposed architecture.
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Figure 1. The flow-based anomaly detection architecture.

In this paper, the focus is on the Analysis Module that
encompasses refined pre-processing, entropy calculations,
application of the time-series techniques and machine
learning analysis. The earlier the detection, the most
suitable is the method for the real-time applications. The
earliness of the detection is critical for time-sensitive
applications used in the areas of anomaly detection, health
informatics, process control, and other similar use cases.

IV. ANOMALY DETECTION TECHNIQUES

The Analysis Module provides possibilities for: (1)
Entropy calculation, encompassing procedures for pre-
processing, events extraction, instances labeling and initial
analysis of the obtained modified datasets; (2) ML
techniques for anomaly and unknown events
differentiation, logging, alarming and visualization, thus
providing all-encompassing, accurate and efficient event
clustering/classification; (3) application of the time-series
algorithms and their combination with other two modules.

In general, the entropy represents a measure of the
uncertainty and randomness of some stochastic process. In
the context of the network traffic analysis, it can be
assumed as a degree of network traffic patterns variance,
whereas it provides mechanisms for tracking the effects of
traffic characteristics alteration when changing the
features values. These variations in entropy values
represent a reliable indication of the existence of the
anomaly, malware, or attack activity [16]. In order to
define the most adequate entropy calculation form, we
have also analyzed the possibilities of using the Rényi and
Tsallis entropies, but not found any significant
differences/advantages over the Shannon’s entropy
calculations.

The entropy calculations represent the basis input data
format for all of the other techniques applied in this
research. We have assumed the possibility of using a
margin of tolerance in order to extend the variation margin
by a multiplication factor k, which tunes the range of
acceptable values. Thus, all entropy values that are out of
the margin boundaries (below the lower boundary or
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above the higher boundary) are considered as anomalous,
triggering an alarm.

The introduction of the unsupervised ML algorithms
has improved the solution effects, while the obtained
results point out to the need of primarily enforcing the
unsupervised algorithms [2]. The unsupervised ML
algorithms mostly rely on the clustering methods, that
enforce the partitioning of the data instances into a
number of groups (clusters) based on the similar/non-
similar characteristics and criterion defined by a given
distance function. For the needs of this research, we have
evaluated the use of three widely explored clustering
algorithms:  k-means, hierarchical clustering and
expectation maximization (EM) algorithm.

K-means is an iterative clustering algorithm, with an
aim to, in each iteration, find local maxima defined by the
so-called cluster centroids. The main issue with k-means
is the need of predefining the number of clusters [17].

Hierarchical clustering relies on building a hierarchy
of clusters, whereas it starts with all the data points
assigned to an individual cluster. The two nearest clusters
are further merged into the mutual cluster, while the
algorithm terminates when there is no possibility of
further merging or there is a single cluster left [18].

Expectation Maximization (EM) algorithm calculates
the probability density for accurate data allocation to a
specific cluster. There are no strict limitations between the
clusters; for each data, EM calculates the probability of
the membership to the generated clusters [19].

As the solution enhancement, we have evaluated the
application of different time-series algorithms, which can
be further combined with the already applied techniques.
In most general form, the time-series represent the
sequential observations of the process taken at equidistant
time points. In the context of the flow-based data extracted
from the network traffic, the time-series algorithms can be
applied depending on the data structure, historical timeline
characteristics, available set of the features and
CPU/memory operation possibilities.

One of the most explored approaches relies on the
clustering of the time-series based on the shapelets
technique. A time-series subsequence, shapelet, represents
a primitive for the classification of the time-series mostly
relying on the local, phase-independent similarity in
shape. Shapelets are a form of discriminatory of class
membership, where the measured similarity between
series within the same class is used as a discriminatory
feature for clustering or classification. In [4], the shapelets
transform the data in a way that each attribute in the newly
formed dataset characterizes the distance of a series to one
of the shapelets. The authors prove that the application of
the sophisticated classifiers in combination with shapelets
can reduce the classification error. Nevertheless, one of
the drawbacks is the need for an outstandingly large
training pattern dataset in order to provide learning
capabilities of the shapelets. Shapelets detect the form of
the change, which can be arbitrary, so although being very
useful for most of the cases, this method is not suitable for
our dataset and detection of a change in entropy.

Another approach relies on the use of the statistical
techniques, which calculate the parameters corresponding
to trending and seasonality characteristics of the dataset
data. These algorithms can be applied over a dataset that
encompasses significant volume of the historical data,

hence it is not sustainable for our data set which is not
based on the huge historical data collections. In order to
provide adequate conditions for the analysis of the
entropy-based time-series data, the outlier detection
approach has appeared as one of the most suitable [20,
21]. According to Hawkins, “an outlier can be defined as
“observation that deviates so much from other
observations as to arouse suspicion that it was generated
by a different mechanism™” [22]. This specific approach
to the identification of data objects that are markedly
different/inconsistent with the remaining data, is explained
in several studies. The literature recognizes six technique
categories: classification-based, nearest-neighbor based,
clustering-based, statistical, information theory based and
spectral theory based [23]. In general, the methods for
time-series outlier detection consider the sequence nature
of data as a cornerstone for finding specific elements
(points in time) that can be assumed as outliers or
subsequence outliers. In [9, 10] the solution relying on the
local density cluster-based outliers, calculates the
distance-based outliers for further clustering of the data
samples. Moreover, in sequential outlier detection, there
are the same challenges that generic outlier detection
algorithms deal with: (1) the variety of network traffic
events, whereas it is impossible to acquire accurate
models for all possible behaviors in practice; (2) the issues
with discovering the outlier threshold, in order to control
the trade-off between the sensitivity to true and false
alarms; (3) modeling of the environment in which normal
traffic behavior evolves.

A number of techniques are based on the application of
the sliding windows. In that case, a time series is
transformed into a time series sequence database, where
outlier’s detection techniques rely on the definition and
proper detection of the specific objects within the set of
the analyzed time series instances. For example, the object
x is considered as outlier, if there are less than k objects
located at most at the radius distance R, from object’s x
location. Figure 2 presents an illustration of detecting and
identifying an outlier data object. The object p, is an
outlier for k=3, since there are less than 3 objects in the R-
neighborhood of p,. The rest of the objects are considered
as inliers, as there are at least 3 objects in their R
neighborhood [24].
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Figure 2. An example of the outlier detection.

V. SOLUTION

For the needs of this study, we have applied the slightly
changed and improved time-series analysis solution that is
based on the sliding windows approach.

The analysis is carried on in real time, where the newly
arrived data is evaluated based on what is already
calculated in the previous iterations. The data in the
current window is analyzed by checking instances one by
one. In the case of the outlier detected, this instance is not
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counted as a part of the window (but an algorithm raises
an alarm for it), the window is sliding for one position in
time-series, the algorithm operates according to the
detected value (outlier or inlier), and the counting is
continued from the moment when there is another normal
data instance. The algorithm practically operates over a
variable window size, where all the proved inliers are held
fixed in the analysis until the end of defined window size.
The sliding windows approach parameters are as follows:

e  Window size (#): Contains a set of n objects from
the time-series that is analyzed at each iteration. The
parameter n equals the sum of inR and outR.

e  Slide: number of elements to move the window over
the time-series.

e Radius-count: number of points that define threshold
for considering a newly analyzed point as outlier.

e  Margin (M): gives radius (R) value when multiplied
with the STD.

e inR: number of inliers for defined W, R, M.
e outR: number of outliers for defined W, R, M.

VI. RESULTS AND ANALYSIS

The dataset instances represent the network traffic
flows that match to normal, anomalous or unknown
network traffic. The proposed architecture includes the
event management block (Figure 1), which evaluates the
flows and defines the events as unknown or anomalies.

The used dataset relies on the CTU-13 dataset [25]. It
gathers over a million of data instances, encompassing the
labeled normal, background and 13 malware traffic
scenarios captures in real-network environment. These
data were then processed to obtain NetFlows. In order to
obtain more suitable and cleaner dataset for the analysis.
We have thoroughly proceeded with the cleaning the
dataset from the incomplete data instances and have
manually labeled some of the detected but originally
unlabeled anomalies. We have applied a range of
preprocessing operation in order to transform the flows
into the bidirectional format, distinguish the nominal
features and calculate the volumetric features
(source/destination bytes and packets). The extremely
large flows were fragmented and based on the application
of the entropy calculation we have additionally generated
some new features. Next, we have enriched the dataset
with the model-dependent synthetic flows in order to more
precisely simulate modern attack footprints. With the use
of the flow generator application, the dataset is expanded
by a different intensity synthetic flows of the port scan,
network scan, Distributed Denial of Service (DDoS)
amplification (DNS, NTP), DDoS SYN flood and
dictionary attacks.

The Entropy Calculation software is then used to
proceed with the aggregation and calculation of the
entropies, thus generating time series of entropy values for
each feature. In order to detect changes in generated time
series, we have applied baselining based on the
Exponential Moving Average (EMA) technique, which is
adequate for short trend prediction. Then, the software
aggregated the flows in epochs, which provided
information on the top talkers, dominant ID fields,
calculation of the volumetric and different degree features
(e.g. a number of destination ports aggregated by a pair of
source and destination IP address). The experimental

analysis is conducted in Weka (v. 3.8.3) environment [26].
We have analyzed a number of different traffic models
(real, botnet, synthetic), and compared the results obtained
when applying: (1) the bare entropy threshold based
evaluation; (2) ML clustering (k-means, hierarchical, and
EM); (3) outlier detection (OD) for different window size
(10, 20, 30 or 40), radius and margin value (4 or 5).

Figures 3 and 4, present the results for the threshold
based and OD results in the case of the real TCP traffic,
for the destination port feature when aggregated by source
IP address (S:d). The factor of tolerance for entropy, k, is
3, while (W, R, M) take values (20, 10, 4) respectively.

Figure 3. Threshold based analysis, S:d, k=3, WRM = 20,10,4.
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Figure 4. Outlier detection, S:d, k=3, WRM = 20,10.,4.

In the case of the threshold based entropy analysis, due
to the still non-stabilized standard deviation (STD) there is
one false positive (FP) at the beginning. At the other hand,
OD analysis is more efficient and precise because it does
not detect this FP. Figure 5 provides information on the
results gathered for clustering analysis.

\ﬂrﬂ, 10 clusters

Figure 5. SKM and H clustering, d:S, k=3, WRM =20,10,4.

Hierarchical, 10 clusters

The simple k-means (SKM) is the most effective for
this type of anomaly, while hierarchical clustering (HC)
provides a good separation of each anomaly into an
isolated cluster. The potential issue with HC is that - more
anomalies, the more clusters are needed. The major
disadvantage of SKM and HC is the need for multiple
repetitions, for different number of clusters, in order to
find the optimal number 7.

Figures 6, 7 and 8 present the results for the case of the
synthetically generated port scan attack model, for the
destination port feature when aggregated by the source
and destination IP addresses (SD:d), k with value 4, and
(W, R, M) values (20,10,4). The results indicate that
entropy based approach and OD provide similar results.
Still, OD is more efficient as it does not detect initial FP.
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Figure 6. Threshold based analysis, SD.d, k=4, WRM = 20,10,4.

Figure 7. Outlier detection, SD.d, k=4, WRM = 20,10,4.
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When considering the clustering (Fig. 8), EM is very
efficient, as with only 2 clusters it provides the perfect
separation of the anomalies and normal traffic instances.

M, 4 chu
EM, 2 clusters SKM, 4 chusters

Figure 8. EM and SKM clustering, SD:d, k=4, WRM = 20,10,4.

In the case of the SKM and HC, there is no possibility
of clear separation of the anomalies. As show in the
figure, the SKM is mistakenly clustering together the
normal and anomalous instances. The EM advantage is
that it estimates the optimal number 7.

When analyzing the same traffic case, but with the
margin value 5, the results for entropy based and OD
analysis show that OD is more efficient as it does not
detect two FPs, one at the beginning of the time-series and
one after the 5 anomaly (Fig. 9 and 10).
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Figure 9. Threshold based analysis, SD:d, k=4, WRM = 20,10,5.

Figure 10. Outlier detection, SD.d, k=4, WRM = 20,10,4.

In the case of the clustering analysis approach, when
compared to SKM and HC, the EM with 5 generated
clusters provides successful clustering of anomalies into 3
clean “anomaly” clusters (Shown in figure 11 as green,
dark red and dark blue clusters).
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EM, 5 clusters
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Figure 11. EM and SKM clustering, SD:d, k=4, WRM = 20,10,4.
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Figure 13. Outlier detection, S:d, k=4, WRM = 20,10,4.

In the case of the analysis for the real ICMP traffic, for
destination port when aggregated by the source IP
address, k with value 4, and (W, R, M) with values (20,
10, 4), the results show that the entropy based approach
and OD yield similar results (Fig. 12 and 13). In the case
of the margin value 5 (Fig. 14 and 15) the entropy based
approach detects a large number of FPs while OD still
provides better results.
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Figure 14. Threshold based analysis, S-d, k=4, WRM = 20,10,5.
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Figure 15. Outlier detection, S:d, k=4, WRM = 20,10,5.

In the case of clustering, for the margin value 4, the
EM with 4 clusters provides the highest efficiency for this
type of anomaly (Figure 16). It isolates anomalies into
two “anomaly” clusters. SKM and HC are less efficient.

SKM, 4 clusters, k=1

Figure 15. EM and SKM clustering, S:d, k=4, WRM = 20,10,4.

In the case of botnet traffic, when analyzing the results
for the flow count feature aggregated by the destination
port (d:f), k with value 4, and W, R, M with values (20,
10, 4), the results show that OD is more efficient as it
does not detect FP at the beginning, while clearly
identifying 2 attack blocks (Fig. 16 and 17).

1 a

Figure 16. Threshold based analysis, d-:

1 1

1. k=4, WRM = 20,10.,4.

Figure 17. Outlier detectioﬁ, d:f, k=4, WRM =20,10,4.
0.63 _%h{'

L

Figure 18. EM clustering, d:f, k=4, WRM =20,10,4.
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When applying the clustering analysis, the results
indicate the dominance of the EM algorithm (Figure 18).

EM with 4 clusters ensures successful clustering of
anomalies into 2 “anomaly” clusters. It also recognizes
that the anomalies were of the same type (red), while
within the 2" block there is a superposition with another
attack type, distinguished with a separate cluster (black).

VIIL

When considering the needs for the efficient and
accurate real-time real-world network data monitoring,
analysis and use, it is necessary to continuously evaluate
the adequacy of the applied approach for the anomaly and
attack detection. With a plethora of different approaches
and techniques, the ultimate goal is to apply the proper
one. Our proposal targets the time-series NetFlow data
features, and relies on the concurrent use of three
techniques; the entropy based threshold analysis,
clustering and improved time-series sliding window
approach. In this research we have focused to the
comparison of these three approaches, with the focus to
the applicability of the sliding window approach. It
provides the possibility of initial definition of the window
size, while detecting the outliers and generating the
adequate alarms. The applied version of the algorithm
enforces the variable window size. Based on a number of
different testing procedures, we obtained results and
analyzed them from three different approaches. Taking
into account that each calculated entropy feature
represents an individual time-series, we have evaluated
the efficiency of these techniques depending on the
feature merit for the detection of certain type of the
anomaly or attack. The results confirm that the threshold
and outlier techniques highly depend on the values and
stabilization of the STD, EMA baselining and on the
calculated entropy values for certain features. This could
direct us towards the blind acceptance of the clustering
techniques, as these provide the most precise results, but
the fact that entropy and outlier based analysis deal only
with the recent data instance, while the clustering
approach takes into account all the currently windowed
data, gives these techniques a slight advantage and lower
decision risks. Actually, the results also confirm one
potential advantage of clustering approach, which is a lack
of the need to calculate and specify EMA and STD, but
there is still an issue of dealing with proper definition of a
number of clusters and correct identification of the normal
and anomaly clusters.

CONCLUSION
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