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Abstract—This paper discusses the emergence of Next 

Generation technologies and frameworks in Cyber 

Physical Systems (CPS) and Internet-of-Things (IoT) 

that hold the potential to revolutionize collaborative 

manufacturing, engineering and educational activities.  

It also outlines the foundational building blocks 

for the design and implementation of such IoT based 

cyber physical systems for manufacturing contexts. 

The components of an IoT based CPS framework for 

PCB assembly is also discussed.  The role of Virtual 

Reality based Digital Mockup models and Genetic 

Algorithms for planning and simulation activities is 

also highlighted. 

I. INTRODUCTION 

With the growing interest in IoT and CPS Technologies 

for engineering and manufacturing applications, there is a 

need to propose and discuss frameworks and building 

blocks to support such Next Generation collaborative 

practices based on these technologies and principles. 

Collaboration between geographically distributed 

organizations using cyber resources and networking 

technologies is not new. The need for engineering partner 

organizations to share information and data to accomplish 

target tasks has been well recognized to enable such 

partnerships to become agile [4, 5, 7]. Agility can be 

described as that ability to adapt and meet customer 

requirements even when these requirements or demands 

change. With today’s emphasis on global collaboration, 

there is a need for collaborating enterprises to be agile 

and adapt to changing customer demands and 

requirements.   

 

The notion of temporary partnerships involving 

organizations with diverse capabilities and resources can 

be described as a Virtual Enterprise (VE). Such VE based 

collaborations can benefit from the emergence of IoT and 

CPS technologies. In this context, the role of IoT and 

CPS based technologies and principles needs to be 

studied. IoT based concepts and technologies can 

facilitate the implementation of CPS oriented practices in 

VE oriented contexts.  A brief overview of these inter-

related concepts and technologies is provided prior to a 

discussion of the foundational functional blocks of such 

integrated systems.  

 

The term ‘Internet of Things’ (IoT) broadly refers to a 

collaborative network linking physical components or 

devices within sensors, software and other equipment 

with each other and with other software or physical 

components [2-5]. While such data and information 

exchange based practices are not new, the term ‘IoT’ has 

captured the attention of customers, engineers and 

managers globally with its predominant emphasis on 

seamless data exchange with very accessible interfaces.  

Although there has been only a limited set of 

implementations, the potential of IoT based practices to 

provide data and information through ‘apps’ on cell 

phones and tablets has dramatically created a 

phenomenally high exposure to this term ‘IoT’ while 

simultaneously encouraging high expectations of its 

impact in both technical and non-technical environments 

[5].  As an example, IoT based practices can provide an 

up to date status of assembly operations in a factory in 

Texas to a manufacturing manager in Australia through 

an ‘app’ on her or his phone.  While the ‘things’ or 

sensors collect and share any data from a cyber or 

physical resource, the importance of the following 

relationships between data, information and knowledge 

needs to be recognized: data from sensors can be viewed 

as ‘raw’ attributes; such data can be refined and 

processed into information; information can eventually 

become the basis for generating knowledge for decision 

making.  

 

While most conceptual discussions revolve around 

providing data or information, the long term value is in 

using such data and information to develop a knowledge 

based understanding which can be used for real time 

decision making along with predictive analytics based on 

collection of large data from a network of interconnected 

‘things’ in such IoT based frameworks. In general, such 

IoT based collaborations cannot function by themselves 

and will need to be integrated with care to support 

engineering collaborations; the components that need to 

be linked by IoT technologies can be viewed as CPS 
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components that seek to integrate cyber and physical 

resources at various engineering sites; such integrated IoT 

and CPS based collaborations need to ensure sharing of 

data, information and knowledge to ensure customer 

requirements are met while at the same time being 

prepared for changing market needs. 

 

A brief overview of Cyber-Physical Systems (CPS) is 

necessary. CPS can be viewed as being composed of 

cyber and physical system components collaborating to 

provide a service or product [1, 7 -10]. ‘Cyber’ can refer 

to a software entity embedded in a server, thin client, or 

smart device. The term ‘Cyber Physical System’ is rooted 

in  the field of ‘embedded systems’ and can be viewed as 

a more technology appropriate term that emphasizes the 

emergence of cyber technologies which holds the 

potential to integrate distributed cyber physical activities 

in various fields including manufacturing, education [7, 

12], healthcare, and transportation.  

 

We propose the term ‘IoT based Cyber-Physical 

Systems’ to denote a system composed of collaborating 

software and physical entities that share data, information 

and knowledge to achieve a function (which can be 

technical, service or social in nature). In a process 

engineering context, such cyber-physical systems can be 

viewed as an emerging trend where software tools play a 

dominant role in interfacing, controlling or interacting 

with humans or physical devices in a variety of activities; 

these activities can include monitoring, manufacturing, 

education and tele-medicine. In today’s network-oriented 

technology context, such software tools and resources can 

interact with physical components through local area 

networks or through the ubiquitous World Wide Web (or 

the Internet). With the advent of the Next Generation 

Internet(s), the potential of adopting cyber-physical 

technologies and frameworks for use in a range of 

educational and engineering domains has increased 

phenomenally. 

II. DESIGNING THE FOUNDATIONAL BUILDING 

BLOCKS OF IOT BASED COLLABORATIONS 

In the top down perspective, the design of such IoT based 

collaborations can begin with modeling the functional 

relationships for a given set of engineering life cycle 

activities among distributed partners using available 

cyber physical resources. Consider the following context: 

a team of engineering organizations want to share CPS 

resources to assemble a product. This group of partners 

are geographically distributed and want to accomplish a 

target set of manufacturing activities. These partners have 

a mix of cyber physical (C-P) resources including 

manufacturing equipment at different remote sites. At the 

outset, there is a need to ‘design’ the collaborative 

interactions that need to be supported; the IoT 

components within the CPS framework can provide the 

data and information exchange. 

 

The assumption is that these C-P resources are linked 

through some networking mechanism which allows them 

to communicate and collaborate. 

 

The domain of Printed Circuit Board (PCB) assembly 

will be used to illustrate the components coming into play 

to support such IoT based interactions. The life cycle 

activities for our discussion can be conceptualized (and 

limited for purposes of discussion scope) into design/ 

design analysis, assembly planning, simulation and 

assembly. Currently, there has been very little emphasis 

on developing a ‘process’ to design, build and integrate 

IoT based C-P components. It is important to recognize 

and identify foundational building blocks for such IoT 

based collaborations, which has to address multiple 

elements for a successful implementation. These elements 

include the following: 

 

1. Developing a process to design the collaborative 

interactions: this is needed as it’s the basis for depicting 

the collaborations functionally while identifying where 

the data and information exchanges need to occur 

2. Identifying the generic functional components needed 

in a framework for such a collaboration 

3. Implementing such a framework taking into 

consideration interoperability issues, network capabilities 

and integration needs 

III. CREATION OF INFORMATION INTENSIVE PROCESS 

MODELS 

 

While IoT literature has focused on the benefits as well as 
on conceptual elements needed to support IoT based 
collaborations, there has been a lack of emphasis on how 
to design such IoT based approaches and frameworks in 
various domains; currently, there is a need to develop 
methods to ‘design’ such collaborative approaches 
involving multiple engineering partners. We propose the 
use of process models that are information-intensive and 
scalable in terms of modeling different levels of 
collaborative abstractions. This design methodology 
provides a structured foundation to propose, modify, and 
finalize a given set of CPS interactions. As these 
interactions form the core essence of the cyber-physical 
collaborations that will employ both cyber (software) and 
physical resources, it can be viewed as a blueprint for 
analyzing the data and information exchange among the 
various CPS components, which can be distributed and 
integrated using advanced cyber-networking. In two 
current projects that involve the creation of advanced 
cyber-physical systems in the areas of collaborative 
manufacturing and distributed surgical training, we have 
explored the role of an information-intensive process 
modeling approach and modeling language [Lu 15, Cecil 
16].  This modeling approach uses an evolving modeling 
language (eEML, or engineering Enterprise Modeling 
Language) as well as a functional modeling methodology 
(based on the IDEF-0 language) that enables the capture 
of the functional relationships for a given CPS context 
using the various cyber and physical components [Cecil 
11, 13]. The entire CPS lifecycle can be modeled 
hierarchically as a set of functional units (responsible for a 
given cyber or physical function) along with the 
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associated information attributes (influencing criteria, 
performing agents, and decision outputs) for these units, 
along with the functional dependencies among the 
collaborating components. This was demonstrated as part 
of a US Ignite collaborative manufacturing project where 
the focus was on the creation of an advanced, cyber-
physical system for the rapid assembly of micro-devices 
[17]. This next generation smart manufacturing initiative 
involved the design of a collaborative system that employs 
cyber and physical components that communicate and 
collaborate through a cloud-based framework from 
geographically distributed locations [4, 11]; the lifecycle 
of this CPS for smart manufacturing supports includes 
design analysis, assembly planning, simulation/analysis of 
assembly plans, and finally physical assembly of target 
micro devices.  

IV. COMPONENTS OF  IOT BASED CPS FRAMEWORKS 

The essential components of such IoT based frameworks 

include the following:  

Design and design analysis components: These are 

modules which can be used to study the customer’s 

design inputs and gain a better understanding of the 

requirements; they can integrate with the planning 

components whose function can be to develop a meta 

plan as well as plans to address the customer’s design 

requirements. 

Planning components: These are the essential modules 

which are needed to support assembly or manufacturing 

planning based on customer design requirements; the 

outcomes of such planning components serve as inputs to 

3D Virtual Reality based assembly analysis simulators.  

These planning modules will depend on algorithmic 

problem solving to address various issues such as 

generating assembly plans and sequences, path plans 

based on obstacle avoidance, etc. 

Semantic analysis components: A semantic understanding 

of potential engineering partner capabilities is necessary 

to identify partners who can become members of a 

rapidly forming virtual enterprise (VE). Semantic 

modeling based capabilities are needed in software 

components to discover services, compare capabilities 

and identify partners who can work together in data 

intensive IoT based manufacturing activities; semantic 

interoperability is a major issue in today’s global 

manufacturing context. Such semantic analysis 

components will enable software modules in different 

organizations to be used effectively. 

Simulation components: These modules can be created 

using 3D Virtual Reality based tools; they can be also 

described as Digital Mockups or Virtual Prototypes 

which can be used to support cross functional analysis of 

proposed assembly or manufacturing plans at various 

levels of  abstraction (machine, assembly, factory or other 

levels). 

Oracular components: are needed to keep track of status 

of all CPS interactions during the accomplishment of a 

target engineering life cycle; this includes informing all 

components in the CPS framework of the work in 

progress (WIP), problems encountered at a particular 

point in time, knowing what phase of the collaborative 

life cycle is being carried out (this can be design, 

planning, manufacturing or any other activity during the 

collaborative life cycle) 

 

Interface Components: these can be cyber or physical 

interfaces necessary to interact and integrate across 

platforms, systems and programming languages. 

Data collectors or sensors (or things): which are the 

essential lower level elements that transmit the raw data; 

examples of these data collectors are cameras, RFID tags/ 

readers, etc. which can be independent or part of a work 

cell, machine or some other group in a factory or remote 

partner site. 

Coordinating components: these components can be 

viewed as software modules that manage, supervise and 

coordinate necessary interactions to ensure the 

collaborative process achieves the overall objectives of 

the partnerships 

Physical resource components including machines, 

robots, conveyors, work cell, etc. 

Networking components: which provides the vehicle for 

all data, information and knowledge exchange. 

 

In advanced manufacturing contexts, there can be a 

myriad of other components including scheduling, service 

and other components required for conducting 

manufacturing activities.  

V. AN IOT BASED CPS FRAMEWORK FOR PCB 

ASSSEMBLY 

An IoT based framework has been developed for the field 

of PCB assembly as part of a pilot initiative; the main 

components in this framework includes various planning, 

simulation and physical assembly components. Figure 1 

illustrates some of the key components of this 

framework; contract electronics packaging industry in an 

extremely dynamic manufacturing environment with high 

variety and low volume products [18]. In such 

environments, having a CPS based framework with 

sensors on the shop floor functioning as ‘things’ in an IoT 

context can enable organizations to work together sharing 

software and physical resources.  

 

The role of the Digital Mockup or Virtual Prototype 

based simulators (shown as VP simulators in figure 1) 

assumes significance; for the surface mount assembly 

context, such Virtual Reality based digital mockups of 

assembly environments (which can be accessed through a 

cloud) would facilitate the investigating the key factors 

that impact the process parameters. Another key benefit 

using Virtual Prototype is in training the operators in the 

SMT process and in creating an efficient assembly 

sequence. Training workers in assembly processes offline 

in a VR environment helps to improve efficiency and 

productivity by avoiding shut downs. To demonstrate the 

use of such Digital Mockups in an IoT context, Virtual 

Reality based digital mockups were created using the 

Unity 3D engine along with C# and Java scripts (figures 

3, 4 and 5); based on customer designs and with the help 

of assembly sequencing approaches, various candidate 
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assembly and path plans can be compared and studied 

before the most feasible plan can be used for physical 

assembly. These Digital Mockups can be at the assembly 

level (figure 3) or at the factory level (figure 4).  

FIGURE 1. Cyber Physical System Framework for Manufacturing Environment
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Figure 1: Elements of an IoT framework for PCB assembly 

 

Role of Genetic Algorithms (GA): GAs have been in 

variety of manufacturing and engineering contexts to 

determine assembly sequences.  After beginning with 

random sequences (where each sequence is composed of 

a set of feeder and destination positions), genetic 

operators can be used to generate new child sequences. 

Operators such as cross over and mutation can be used to 

produce new candidates child sequences which are 

compared based on a fitness function; in assembly 

planning contexts, such fitness functions can be the 

travelling distance for a given assembly sequence; this 

would include the distance travelled by a robot assembly 

head in accomplishing a given assembly sequence.  New 

operators such as the Advanced Cross-Over Operator 

(ACX) have been proposed to generate child sequences. 

An example of this operator is shown in figure 2; the 

inputs to this operator are 4 candidate parent sequences 

which are used to generate new assembly (or child) 

sequences. In each iteration, the sequences with least 

travelling distance are selected; the new child sequences 

in each iteration need to be better than the parent 

assembly sequences. The iterations are repeated until 

there are no substantial improvements (or reductions) in 

the traveling distance of new sequences. 

 

7th International Conference on Information Society and Technology ICIST 2017



255

 
Figure 2: Cross Over Operator to generate new candidate assembly sequences 

The outcomes of the assembly sequence is integrated 

with a path planner which determines a collision free path 

plan avoiding obstacles, sensors and fixtures in an 

assembly environment.  Using the Digital Mockup 

environment, users and engineers can compare various 

assembly sequences and path plans interactively; 

subsequently, the assembly plan can be downloaded to 

the physical machines through the Internet from different 

locations in the IoT based CPS framework.  A view of the 

assembly level Digital Mockup can be seen in figure 3; 

the factory level model is shown in figure 4. 

 

 
Figure 3: View of a Digital Mockup for the Placement 

Assembly work cell 

 

 

 
Figure 4: View of a Digital Mockup at the Factory level 

 

VR Headset

Trackers

Controllers

 
Figure 5: A user interacting with an immersive VR 

environment (or digital mockup) running on the Vive™ 

 

One of the recent developments in the area of Virtual 

Reality technology is the emergence of low cost VR and 

Mixed Reality systems and tools.  VR Headsets (such as 

the Vive from HTC) can enable a user to interact with a 

target simulation environment such as the PCB assembly 

analysis environment (shown in Figure 3); non-

immersive digital mockups can support collaborative 

interaction from users in different locations using Next 

Generation Internet technologies [16, 17].  

 

As part of a pilot implementation, a stand-alone Digital 

Mockup was run on the Vive™ VR system (as shown in 

figure 5). Such low cost VR environments can be used to 

train shop floor workers as well; it can also allow process 

engineers to change the assembly work cell layout and 

compare various alternatives. 

VI. DISCUSSION 

We proposed the term ‘IoT based Cyber Physical 

Systems’ to denote the emergence of collaborative 

systems encompassing both cyber and physical 

components which use IoT based principles to share data, 

information and knowledge.  Such a framework for PCB 

assembly has been developed which included the creation 

7th International Conference on Information Society and Technology ICIST 2017



256

of Digital Mockup environments using Unity 3D engine 

and other software tools.  The Unity based environments 

allow users to explore and interact with the Vive™ 

Virtual Reality system; the emergence of low cost digital 

prototyping is an important development in the adoption 

of cyber physical practices.  Genetic algorithms will 

continue to play a key role as part of planning and 

sequencing components for changing customer 

requirements and manufacturing constraints. 

 

Two implementations of IoT based frameworks for 

collaborative manufacturing [17] and cyber training of 

surgeons [16] using Next Generation networks have been 

completed. The design of such interactions was achieved 

using eEML as well as the IDEF-0 modeling languages 

[5, 16, 17].  The data and information exchange was 

supported using Next Generation networking as part of 

the GENI initiative (GENI stands for Global Environment 

for Network Innovations) [13]. In the EU, a similar 

initiative called FIRE [14] is underway to develop next 

generation Internet technologies for various applications. 

Software Defined Networking (SDN) principles are 

supported in these next generation networks.  The 

adoption of high gigabit networks for a range of 

applications as part of the US Ignite initiative is also 

underway [15]. 

VII. CONCLUSION 

This paper outlined the functional components of IoT 

based cyber physical systems for advanced 

manufacturing. Some of the key components included 

design analysis, planning, simulation, semantic analysis, 

interface and other modules which are needed to support 

collaborations among Virtual Enterprise partners in both 

manufacturing and other domains.  An overview of an 

IoT framework for PCB assembly was also provided 

along with a discussion of Genetic Algorithms and their 

role in generating manufacturing assembly sequences; the 

role of Digital Mockups in such cyber physical 

environments was also discussed.  
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