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Abstract. In this paper, we present a lightweight distributed private blockchain-
based framework for credentialing documents issued by higher education insti-
tutions (HEIs), such as diplomas and diploma supplements. By utilizing Hy-
perledger Fabric, the most popular distributed ledger technology for private
blockchains, we propose a secure credentialing model comprised of three layers
— the smart contract layer, the blockchain layer itself, and the private node and
network layer. With a minimal number of functionalities such as issuance and
verification, our lightweight system can be deployed on a trustful environment,
e. g. faculties from the same university, or a consortium of universities. With such
an environment, we eliminate the need for a computationally complex consensus
mechanism for adding blocks to the ledger, while retaining easy implementation
with the HEIs information system and/or learning management system. Based on
previous research and prototyping, our model presents the next step in imple-
menting a private blockchain for HEIs to add security to their issued documents,
which can be easily validated.
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1 Introduction

Blockchain technologies (BCTs) and Distributed Ledger technologies (DLTSs) have
evolved beyond their initial application in cryptocurrencies and are now being utilized
across various industries [1, 2]. These included supply chain management, healthcare,
predictive maintenance systems, and the public sector [3-8]. Furthermore, with the ris-
ing popularity of Ethereum platform which introduced smart contracts written in the
programming language Solidity, code could be directly executed on the blockchain it-
self [9]. Blockchain-based software solutions could therefore offer a secure and immu-
table record-keeping system in an overall trustless environment, eliminating the need
for third-party intermediaries. All the aforementioned properties have identified
BCTs/DLTs as disruptive technologies, and one of the driving forces of the Web3 eco-
system [10, 11].



Document credentialing solutions for Higher Education Institutions (HEIs) based on
blockchain and similar technologies are still few, and often proprietary. As of writing
this paper, only a limited number of papers have been published on this topic compared
to other blockchain-based applications [12—14]. One of the key conclusions from [12]
is that blockchain-based solutions in HEIs, and education in general, emphasize that
BCTs, and especially DLTs, should enable end users to automatically verify the validity
of documents and other types of certificates directly, without needing to contact the
issuing HEI or other governing learning institution.

The authors from [13] highlight that BCT/DLT-based solutions should offer a method
to permanently authenticate and store alternative credentials as well, including micro-
credentials, nanodegrees from various training and pre-qualification programs, and var-
ious badges and certificates from Massive Open Online Courses (MOOCSs) or mall Pri-
vate Online Courses (SPOCs). The trade-off that is needed relates to scalability issues,
particularly with the computationally intensive Proof-of-Work (PoW) consensus mech-
anism used by Bitcoin and many other cryptocurrency networks, which many of the
systems also adopted. If institutions ultimately elect a PoW approach, the need for cre-
dential validation could be eliminated; hence more lightweight approaches are neces-
sary to address these scalability concerns.

A more comprehensive literature overview of the use of BCT/DLT in education was
presented in [14]. The authors emphasized the necessity of a standardized approach
built on a public blockchain to encourage faster adoption and acceptance. The study
found that fully functional and active prototypes remain limited in number. However,
one of the key conclusions was that blockchain applications should operate on a stable,
secure, and trustworthy network, which is often contrary when using public blockchain-
based solutions. In a public, trustless environment where participants are unknown, it
is essential for BCT-based software solutions to utilize robust consensus mechanisms.
Mechanisms such as PoW, or various forms of Proof-of-Stake (PoS) are computation-
ally intensive and require powerful, often dedicated computers equipped with high-per-
formance Central Processing Units (CPUs) and/or more often Graphic Processing Units
(GPUs).

Conversely, in a more controlled and trustful environment, where the nodes in the
blockchain network are known, a blockchain-based or distributed ledged-based solu-
tion with a less complex consensus mechanism should be implemented. This approach
maintains the needed security aspects of blockchain while eliminating the need for pow-
erful CPUs/GPUs to process blockchain transactions themselves.

The authors' primary motivation in this paper is to leverage a trusted environment to
propose a lightweight framework for document credentialing, specifically tailored to
HEIs for the issuance of student diplomas and diploma supplements using the most
popular DLT — Hyperledger Fabric [15]. Based on the literature, limited commercially
available blockchain-based software solutions, and our previous research, we have
identified the following research questions:

e RQ1: Is it possible to design a lightweight framework that meets the specific needs
of HEIs for secure document issuance and validation without relying on complex
solutions?



e RQ2: Can the flexibility of Hyperledger Fabric be utilized as a foundation for inte-
grating a BCT/DLT-based component into an existing HEI information system (1S)?

The remainder of the paper is organized as follows. Section 2 provides a brief introduc-
tion to blockchain technologies, with a focus on Hyperledger Fabric, its advantages and
shortcomings. Section 3 presents the proposed software solution, developed at Belgrade
Metropolitan University’s (BMU) Blockchain Technology Laboratory with input from
our collaborators from SRM IST in India. Finally, Section 4 offers a conclusion, dis-
cussing current limitations and suggesting directions for further research.

2 Blockchain and Distributed Ledger Overview

In this Section, we first provide a brief overview of the primary building blocks of a
blockchain system in general. Afterward, we focus on the Hyperledger DLT solution,
of which the most often used option is Hyperledger Fabric. This platform is then further
used to develop the credentialing issuance system at BMU’s Blockchain Laboratory.

2.1 Overview of the fundamentals of Blockchain

In general, BCT and similar technologies introduced a fundamental shift in how var-
ious types of data are processed, and can enhance existing software-based security so-
lutions for data storage and access. The blockchain itself can be viewed as a shared,
append-only distributed database structure where all events are stored in linked blocks
[16]. These events are often referred to as transactions. Each node in the blockchain
network maintains a local copy of the complete database. These local replicas are up-
dated in real-time. Finally, a block can be viewed as a data structure consisting of the
following elements:

¢ A header that connects the new block to the previous one;
o A list of all previous transactions.

Each transaction, besides containing data, includes a header with a mandatory element
such as a timestamp and a unique cryptographic signature. This cryptographic signature
is generated from the hash value of the previous block in the blockchain. In such a
manner the ledger is resistant to modifications. This chain of blocks, which is continu-
ously updated, can be traced back to the first block, known as the genesis block, as
shown in Fig. 1.

The security of blockchain transactions is achieved through a combination of peer-to-
peer networking, public-key cryptography, and distributed consensus. Unlike a central-
ized system, no single entity (i.e., a node in the blockchain network) can control the
process of adding a block to the chain. Since the blockchain is often viewed as a decen-
tralized or distributed peer-to-peer system [17], the addition of each new block is man-
aged by all nodes with equal rights. This mechanism addresses security issues through
the process known as distributed consensus. This process involves an agreement among
the network nodes on how to validate each block to be added to the chain. Depending
on the consensus mechanism, nodes may either compete for transaction validation (as



in PoW), be chosen randomly (as in PoS and its variations), or apply a different algo-
rithm altogether. These algorithms can vary in computational complexity and in the
time needed to obtain the result.

Finally, it is important to recognize that blockchains (including distributed ledgers) rep-
resent a class of technology; the term encompasses various forms of distributed data-
bases with differences in their technical and governance arrangements and complexity.
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Fig. 1. Blockchain structure as data structures. Both the simplified header and block body are
presented.

2.2 The Hyperledger Foundation

The Hyperledger Foundation is the leading open-source community dedicated to de-
veloping stable frameworks, tools, and libraries for enterprise-grade distributed ledger
deployments [18]. This community aims to advance BCT/DLT technologies by estab-
lishing and, more importantly, realizing a cross-industry open standard platform, espe-
cially for DLTs. The goal of this open standard is to revolutionize the approach to busi-
ness transactions on a global scale [19]. Hyperledger employs a modular approach to
project hosting, similar to that of the Linux Foundation. All Hyperledger projects are
open-source and easily accessible.

One of the key differences between various BCT/DLT systems within the Hyperledger
Foundation projects is the consensus mechanism they utilize [20]. Due to the diverse
requirements for ledger usage, Hyperledger offers several different consensus mecha-
nisms. For example, Hyperledger Fabric uses the Apache Kafka platform as its main
Crash Fault Tolerance (CFT) protocol, operating on a permissioned, often termed pri-
vate network with a voting-based system. Hyperledger Indy, used for decentralized
identity management employs a consensus based on Redundant Byzantine Fault



Tolerance (RBFT), inspired by the Plenum Byzantine Fault Tolerance protocol. Hy-
perledger Iroha uses a variant of the BFT algorithm called Sumeragi, which tolerates
multiple Byzantine faulty network nodes. Hyperledger Sawtooth supports pluggable
consensus mechanisms for both lottery and voting algorithms. By default, it uses a lot-
tery-based Nakamoto consensus algorithm called Proof of Elapsed Time (PoET). Hy-
perledger Burrow utilizes the Byzantine Fault-Tolerant Tendermint protocol, which of-
fers a higher transaction rate, while also implementing various consensus algorithms
involved in transaction validation, block validation, and block production (i.e., mining
in the PoW mechanism). Hyperledger Sawtooth has extensive support for smart con-
tract languages.

The core use cases for Hyperledger-based systems include banking, healthcare, supply
chain management, financial services, information technology, government, and media
and entertainment. The Hyperledger Foundation promotes a range of business DLTs
and provides numerous libraries and tools to support creation, maintenance, deploy-
ment, and cryptographic work [20].

For the proposed issuance system, the authors of this paper have chosen Hyperledger
Fabric due to its extensive testing, numerous real-world applications, active commu-
nity, and most of all, comprehensive documentation. The details of Hyperledger Fabric
are provided in Table 1.

Table 1. Hyperledger Fabric properties

Property Specifications

Advantages Enterprise backing
Relative maturity
Private channels
Modular architecture
Smart contracts

Consensus mechanism Kafka
RAFT
Solo
Smart contract technology Chaincode
Smart contract type Installed
Smart contract language Go
Java
Javascript
Solidity
State storage CouchDB

leveldb




3 System for document issuance

BMU’s ongoing internal R&D includes implementing blockchain-based solutions in
e-learning, and higher education in general. BMU’s dedicated Blockchain Technology
Laboratory (BCT Lab) started investigating which blockchain or distributed ledger
technology would be most suitable for application in the education sector, with an em-
phasis on data protection. BMU’s BCT Lab is hence actively collaborating with other
internal development sectors within BMU, such as ISUM (Information System of Uni-
versity Metropolitan) and BMU’s e-Learning center, as well as with external collabo-
rators. As part of an internal project, and after a four-month testing, developing and
period with teaching staff and M.Sc. students, a working prototype for credentialing
was developed. The proposed model is comprised of three layers, stacked on top of the
zeroth layer, which is the HEI’s IS, as listed below:

e Smart Contract Layer;
¢ Blockchain Node Layer;
¢ Blockchain Network Layer.

The first layer, named the smart contract layer, runs the chaincode to add data to a
block. This layer is present on every node, known as a peer. The blockchain node layer
includes the peer itself, a Certification Authority (CA) for that peer, and a local NoSQL
database — CouchDB. Finally, the network layer consists of the test network with two
peers, labeled orgl and org2. The interaction of the HEI’s IS with the blockchain net-
work is shown in Fig. 2, while a more detailed component diagram of the network itself
is shown in Fig. 3.
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Fig. 2. Connecting the HEI’s IS with the local blockchain network.
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Fig. 3. Blockchain test network with two peers.

The system was developed in two stages. The first stage involved using an isolated GIT
branch of the BMU’s IS to add functionality for exporting diploma supplemental ma-
terials as an API to the blockchain network. The second stage involved developing a
lightweight blockchain application based on Hyperledger Fabric to connect the API and
add data to a block. The main parameter that Hyperledger Fabric uses is the transaction
context (ctx). This parameter contains the necessary information for transaction logic
"per transaction™ or "per contract.” It enables access to the stub, allowing various block-
chain operations such as state returns, adding new items to the block, or retrieving all
blocks (in our case, diploma supplements).

To add a diploma supplement, it is necessary to connect to the peer node using a gate-
way and retrieve the chaincode from the network. To write the transaction, i.e., the
diploma object, an asynchronous promise function gathers all necessary parameters to
add a new diploma supplement, as shown in the code on the next page. This function
creates a new object with these parameters, which is then added to the blockchain using
stub API operations. When data is added, a message can be viewed in the

console terminal to confirm a successful transaction, as shown in Fig. 4. In our testbed,
an endpoint was not deployed from the IS’s side; therefore, we have manually added
the data in the same format as the HEI’s IS would provide.

Transaction has been evaluated, result is: [{"Key":"ID@", "Record":{"idDiplome"”:"ID@", "ime":"Stefan","oce
ne":"[{\"ocena\":\"10\",\"naziv\":\"C5101\"}, {\"ocena\":\"1 \":\"Cs102\"}, {\"ocena\":\"16\",\"
naziv\":\"IT101\"}]", "prezime":" c", "studijskaGrupa”:"IT"}}, {"Key":"ID1", "Record"”: {"idDiplome":"ID1",

"ime":"Milos","ocene":"[{\"ocena\":\"16\",\"naziv\":\"CS115\"}, {\"ocena\":\"16\", \"naziv\":\"IT216\"}, {\
"ocena\":\"16\",\"naziv\":\"MA101\"}, {\"ocena\":\"16\",\"naziv\":\"IT381\"}]", "prezime": "Vasov", "studijs
kaGrupa":"SI"}}]

Fig. 4. Terminal message stating that a transaction was successfully added.



const diplomas =
[
{
"name": "Firstname",
"surname": "Surname",
"studygroup": "StudyGroup",
"grades":
[
{
"grade": "GradeValue",
"course": "CourseCode",

by

4 Discussion and conclusion

This paper presented the utilization of Hyperledger Fabric to construct a lightweight
blockchain network for accrediting HEI diplomas with a focus on diploma supplements
such as a gradebook. In its current form, the presented system focuses just on the issu-
ance use-case, leaving the validation use-case open for implementation. As the proto-
typing was carried out in an isolated testbed environment, several unresolved issues
still remain open. Similar to the conclusions in previous literature, an open question
that remains refers to network openness — should the blockchain network remain per-
missioned or become public, where anyone can join the network? Given that the pri-
mary target group of the system are HEIs as institutions, the authors of this paper opted
for a private blockchain solution where HEIs form the network. However, there remains
the possibility to include learners as nodes as well, making the network semi-private
i.e. hybrid.

In summary, by utilizing Hyperledger Fabric, sensitive data such as diplomas and their
supplements can be issued securely and with reliability. Blockchain technologies and
software solutions based on them can supplement learning platforms and information
systems by introducing an additional layer to their credentialing process. The authors
introduced a blockchain-based credentialing system that can be easily deployed and
integrated with an existing learning platform. In the proposed system, upon the gener-
ation of the certificate file for the diploma and/or supplement, the HEI’s IS initiated a
transaction to the blockchain. This transaction included the certificate information
alongside metadata required for the transaction header. This data is remained encrypted
and accessible only by the IS, while future implementation could include the student,
and authorized third parties.
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