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Abstract—Internet is gradually developing from network
of computers into a vast network that connects a large
number of small intelligent things (Internet of Things). One
of the main problems we face with them is that they possess
very limited resources. So, they are not able to perform
some complex tasks in the form of interactive
communication with complex networks and presentation of
these data in real time mode. On the other hand, we have a
strongly growing technology, the Internet, which has the
possibility to distribute an enormous amount of data to
anyone, anytime and anywhere (3A) without any problems.
The ability to create a network of small, almost invisible
sensor nodes, which will continuously collect information
from the real world and then this information distributed to
a large number of clients around the world, apply this
technology unimagined. This paper explores the possibility
of implementation of a new technology, the WebSocket
protocol, which should reduce the communication traffic
between the source and destination, enabling real-time
detection of changes, ie. reduce the delay in the transfer of
data and thus enable longer life such applications. A critical
analysis of the application WebSocket protocol from the
viewpoint of exchanged packets as well as the size of headers
in these packages, compared to some other solutions ie.
protocols for real time communication is done.

. INTRODUCTION

Internet has become an integral part of our lives. There
is no one part of the human everyday activity that is not
in some way related or dependent of the Internet.
Consequently, the requirements and challenges placed
before this network grow every day, from plain
information age of WEB 1.0 to the modern Web 2.0
multimedia systems which mainly require work in real
time as well as full bi-directional connection between
users. The most of the communication between Internet
users today takes place via the standard HTTP protocol
that is being used on top of the TCP and IP protocols. All
communication is based on standard client-server model,
where the client (active component), sends a request to
the server (passive component) which responds. It is clear
that this model of communication cannot fulfill the
classic real time communication requirement in which
server needs to send information about some change at
the time this change happens. Additionally, all
communication protocols are very demanding in terms of
the number of useful (payload data) to be sent, as we also
send a large amount of control data (large overhead). As a
consequence, the demand for high-bandwidth networks
has appeared, as well as the occurrence of delays within
these networks in case of sending the large amounts of
data. In recent years, many technologies that should
satisfy the real time communication such as Flash, Ajax
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or Comet were developed [1]. However, all of these
technologies have failed to present the adequate solution
to the problem of real time communication because they
required the installation of additional browsers add-ins
(plug-ins), which from the viewpoint of the server was
difficult to achieve. It was not until the arrival of HTML
5 and the launch of a new protocol, called WebSocket,
that these problems were mitigated, and full bidirectional
real time connection between client and the server could
be established[2].

The rapid developments of Web technologies have
enabled instantaneous collection and presentation of the
large amounts of data in real-time, from different
geographical locations. Cluster computing, Grid
computing and Cloud computing enable this enormous
amount of data to be collected, processed and presented
to the clients. All this data is provided by a large number
of distributed processing sensors such as Wireless Sensor
Networks (WSN). WSN represent a distributed computer
network consisting of a large number of autonomous
wirelesses Sensor Nodes (SN), which can independently
form a network infrastructure through which they collect
process and exchange data. They are arbitrarily
distributed over a wide geographical area, and generally
have self-supply in the form of small batteries. As the
dimensions of one SN, and thus the battery capacity, is
very small, its life expectancy would be limited to only a
few days if all its parts are working continuously. We
should note that changing the batteries in most cases is
practically unfeasible, so it follows that the efficient
consumption of electricity is a decisive factor that
influences longer life expectancy of a SN and thus the life
of the application that runs on the WSN [3]. Further
integration of WSN would be connecting it to the
network of networks, Internet. The ability to create a
network of small, almost invisible SN's, which will
continuously collect information from the real world and
forward it to the Web server, enables unimagined
application of this technology. It is no wonder that the
opinion of many scientists is that this technology will
completely change our life and enable it to be more
comfortable and better in the future [4].

In Chapter 2 the basic characteristics of the exchange of
packets between SN's in WSN is shown. Chapter 3
explains the three basic techniques that are currently used
in WEB communications to exchange data in real time
mode. Chapter 4 gives us a detailed description of a new
technique that promises to fully enable a large number of
small machines to collect and transmit data in real time
without the need for large hardware and software
resources. In chapter 5, the cost-benefit analysis of
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WebSocket protocol application in WSN is given, and
compared to the standard HTTP techniques. Chapter 6
concludes this paper.

Il.  CHARACTERISTICS OF PACKETS ECHANGE INTO

WSN

The transfer of packages in WSN significantly differs
from the packet transmission in the standard wired and
wireless networks. The limited resources of these
networks are one of the main problems that makes the
standard protocols of TCP / IP set not directly applicable.
As an example, we can note the fact that the energy
consumed for the transfer of only 1 bit of information via
the communication channel, equals to the energy
consumed to execute more than 1000 CPU instructions
[5]. Consequently, if we can reduce our data transition
through the channel for only 1-2%, we will be able to save
considerably more energy than in any of the other
activities of the SCT. Taking this fact into consideration, it
is obvious that the greatest savings in power consumption
can be achieved by using energy-efficient communication
protocol. However, there are some other specifics that
affect the data transfer and which we must consider when
we are choosing the protocol that will be used in the
WSN. These specifics are primarily related to the:

a) A mechanism for traffic density control - at WSN
the highest traffic density is happening around the sink
and the surrounding sensor nodes, as this is the place that
collects all the data coming from the sensor nodes in
WSN-a (upstream). To effectively solve this problem, it
is necessary to develop three mechanisms, the one for
effective detection of congestion, the one for congestion
avoidance and one for the control of traffic density in the
WSN-u. All three mechanisms base their decisions on
controlling the buffer size in sensor nodes, and on the
control of the frequency/speed of sending the data (ACC-
Active Congestion Control).

b) A mechanism for secure package transfer control
— the secure transmission of the data at WSN in most
cases can have a different meaning to that of traditional
wired connections where it is necessary to guarantee the
correct transmission for each packet. For some
applications of WSN it is sufficient to receive only one
correct package from a sensor node for some regions, as
most of them will send the same information. This gives
us a greater freedom in the development of transport
protocols for WSN. However, in some applications, this
is not the case. When we have a transmission of system
data, the changes or modifications to the sensor nodes
program or the transfer of multi package data (more
packages of the same message) we have to ensure
complete secure transfer. To solve this problem, it is
better to use the hop-to-hop (HBH) mechanism then
traditional end-to-end (ETE) mechanism because they
reduce the traffic density and therefore the savings in
electricity consumption are higher. In addition, ACK and
NACK mechanisms or confirmation and negation of
receipt of valid messages are at our disposal in this case.
Their combination can be an effective way to signal the
loss of individual packages or the correctness of their
receipt.

c) A simplicity of the initial transfer most
applications in WSN are considered reactive where
sensor nodes are passive actors of some event. They
simply observe the environment expecting an event to
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happen, and react only to some environment change or
call from the parent sensor node. All these changes can be
accommodated in only a few packages that are sent to the
master sensor node. It is therefore necessary that the
initial transmission upon connection is as short and as
simple as possible.

d) A small number of resented packets — is a very
important characteristic which must be satisfied in order
to avoid unnecessary use of electricity. If there is a
necessity to resend the package an effort should be made
to ensure that the minimum number of sensor nodes is
included in this process. In this sense, it is certain that
HBH transfer has advantages over ETE, as only two
sensor nodes are involved in the retransmission of the
package. The disadvantage is that it can’t guarantee us
reliable transmission of the whole multi-part message
from the transmitter to the receiver, which in turn ETE
fully guarantees.

e) A little header in regard to payload data — in most
apps, a communication inside BSM is conducted by HBH
mechanism. Each sensor node beside the basic function,
the detection of some event, needs to satisfy the function
of the router in diverting a large number of packages
passing through it. Since those packages usually contain a
very small quantity of payload data, it if important to
reduce those packages’ header to minimum, so the entire
size of the package would be reduced too [6].

f) All the sensor nodes ought to have equal treatment
in communication — since it is a network with a large
number of sensors which monitor some region, there is
always a possibility for some of the sensor nodes to be
neglected in communication. Because of that, the bits of
information which reach the sink can be wrong because
they are incomplete, so they can lead to wrong decisions.
That’s why all the sensors in BSM must be equally
treated, so the timely and realistic information of the
changes in the monitored region could be provided.

g) Collaboration with the neighboring nodes — the
existence of mutual communication between neighboring
nodes i.e. the network layer is preferred. If that
communication exists, the routing protocol can inform
the transport protocol from the lower layer about the
problems which appeared in the communication (for
instance, to inform that the loss of packages appear due to
the route failure_ and not due to increased traffic) [6].

Observing all exposed specifics, it would be ideal for
all of them to be fulfilled when applying the protocol in
BSM. Nevertheless, it’s just an ideal case which is hardly
feasible, so we will define three basic goals which must be
fulfilled, and they are: A little header in regard to payload
data, reduced electrical energy consumption of each
sensor node, and easy implementation, i.e. the minimal
resources needed for the protocol to be realized.

I1l.  TECHNIQUES FOR ACHIEVING REAL TIME

CONECTION

One of the most important factors in real time
communications is the delay (latency). This factor is even
more evident in the multihop topologies that are the
primary topology in which WSN work. The main role of
the middle class (gateway or proxy server) in these
topologies is to enable the exchange of information
between different services and sensor nodes. Standard
protocol that is implemented at the application level for
the exchange of information on the Internet, HTTP
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protocol, because of the number of packages that
exchange when establishing and tearing down a
connection and the size of these packages (large
overhead), is not suitable for use in the WSN. From one
side it’s using would cause a very intensive
communication between SNs, so their lifetime will be
very short, and on the other side this brought big delays in
the delivery package. All of this would completely
eliminate this protocol, and it could not be used in real
time applications in WSN. Therefore, it was necessary to
make some changes within the HTTP protocol. All of
these modifications aimed at simplifying and eliminating
its previously exhibited poor performance. Thus, it was
developed several techniques that are in their own way
brought something new to this field, but they are all
partially solved these problems. Some of the most
advanced techniques are HTTP pooling, HTTP long
polling and HTTP streaming.

HTTP pooling (Fig. 1) is one of the earliest and
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Figure 1. HTTP pooling

simplest ways that are applied on the Web, to enable real
time communication without making any special
demands, both on the client and server side. The basic
idea of this technique lies in the fact that the customer
performs periodically polling the server via standard
HTTP port 80. Regardless of whether there is new data or
not, server always responds to requests received. The
great advantages of this solution are that its
implementation is very simple and it does not require the
fulfillment of certain specific conditions attached.
However, there are serious disadvantages of this solution,
which is reflected in the inability to predict the moment of
change of state (information) to be sent, but there is some
delay when sending data because it directly depends on
the moment when the request came, not when the change
really happened. For this reason, it is possible to come up
sending empty packets but requires frequent frequency,
which can reduce the delay in the detection of change, can
produce much stronger traffic, and therefore the higher
server load and greater consumption. This technique also
did not give the solution for increase overhead (packet
size is large in relation to the payload data being sent),
which is characteristic of the HTTP protocol. In general,
we can say that HTTP pooling gives good results when
monitoring synchronous events in which the period of
change is known in advance, bat with asynchronous event
gives very poor results [7].
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In order to provide constant communication between
the client and the server suggested a new technique called
HTTP long pooling (Fig. 2). The working principle of
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Figure 2. HTTP long pooling

this technique consists in the fact that the client
establishes a connection to the server and keeps that
connection open continuously until it reaches the
detection of new data or until after a certain time that is
predefined. Upon receipt of new information or
expiration of the specified time, the connection is open
again immediately ie. the client sends a new request for
new data again and waits a defined period or until there is
a new change detection. In this way avoided the bad
characteristics of the prior protocol: delay in the detection
of the event. The basic problem of this technique was that
the server is not the best able to meet the increased
number of simultaneous demands of different clients.
Indeed, if there were more customers who make a
simultaneous HTTP requests to one server, it had to
memorize all these requests. This is significantly
burdened both his memory and its processing capacity.
Globally, the problem of a large overhead compared to a
rounded communication here has been partially solved,
because the number of packets that are exchanged in this
communication decreased. However, the problem still
remained at the level of individual packages [8].

Another attempt to provide real time communication
was the technique HTTP streaming (Fig. 3). It is the best
solution from protocols that use the HTTP protocol
completely. However it is still a one-way communication
(half-duplex). Here the customer is instructed only one
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request to the server, and the request is continuously in
force, ie. the connection was always open.

The basic problem here is that the server never closed
the connection, until a complete transfer of data is not
finished. If it was necessary to serve more clients, then
the server must opened a special new connection with
every new client. This meant that if multiple clients
simultaneously sends a request for connection they have
to be buffered until the previous client-server request
does not relieve ie. previous close connections to the new
opened. This buffering packets, which require connection
to the server, it was inter-network devices such as proxy
servers or firewalls. This is further hampered their work
because they have to keep the message until it opens a
new connection. This is a serious problem because some
customers heard from a lot of delay in communication,
which led to a drop in performance real-time applications.
This technique proved to be a good solution for
applications where it is necessary to quickly and
constantly changing data that they show (one-way
communication), as well as various information displays
and track the current location of a moving object. When it
comes to some interactive applications with multiple
users, or when the need for mutual communication, this
technique is facing the same problems as long HTTP
pooling and does not give satisfactory results [7, 8].

IV.  WEBSOCKET PROTOCOL

In the previous chapter, we explained a few basic
techniques that were a prerequisite for the development of
a large number of solutions for real time applications on
the Web, such as Ajax, JSON, Comet, WebRTC and
others. However, all these techniques have not solved the
main problem of communication with the WSN: a large
number of packages that are required in the establishment
and termination of connections and consequently a large
number of bytes transferred in header, ie. higher overhead.
This is especially true in a very demanding HTTP
protocol, which is the basic protocol in almost all the
proposed solutions. With this in mind, it is clear that none
of them fits as an acceptable solution for use in the WSN.
How the need to connect WSN with Web steadily
increased, it was necessary to develop some new
solutions. One of the techniques that emerged in recent
years and that offers satisfactory solutions to the problems
that are mention in Subsection 2 is a WebSocket protocol

Client

»

E WEB socket

—

<
%onventional HTTP handshake

Both sides send packets

Client or Server

closes the connection
Figure 4. WebSocket communication

WebSocket protocol enables full two-way, full duplex
connection, which is based on a client server technology
(Fig. 4). It has been developed to allow the mechanism
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Web applications for a full two-way communication with
a server that is in fact comply with the minimum
requirements HTTP connection. The basic idea is to
establish socket connections between clients and servers
using HTTP protocol only at the beginning of the
establishment of these connections. After that, changes to
the WebSocket protocol that allows independent and
simultaneous sending packets in both directions to the
previously formed socket connection. This means that
both the client and server can independently initiate the
transfer of packets when they have a need for it. This has
avoided delays in the delivery of the detected changes, it
allows for complete full-duplex connections, and creating
the conditions for enabling the classic real-time
communication between the client and the server.
Therefore this model does not belong to the traditional
model of the request-response, which was in force in the
classical HTTP protocol because the client and server, in
this case, act as clients because they can independently
initiate communication. Disconnecting may also perform
both participants in communication and whenever they
want it. Unlike the TCP protocol, WebSocket protocol
belongs to a group of protocols that are based on sending a
message (message-based). This means that it serves the
right framework around each data to be sent, which
simplifies the communication between the client and the
server. It is not necessary to send an additional message
indicating that the data transfer is completed. In addition,
the server/client programs, for example, JavaScript, is not
required in the formation of a complex or reading a
message that is sent or received. As in recent years
WebSocket protocol developed intensively, its frame
specifications are often changed. In the beginning he was
quite simple. Protocol Version HyBiOO this framework
limits with two bytes, the initial byte is 00 and the last FF.
However, in order to eliminate the many disadvantages of
such a simple framework conceived, primarily in the
security of data transmitted on, it suffered some changes
so that the size of the header, which was initially only two
bytes now increased to min. six bytes. In Fig. 5 shows one
such typical frame of WebSocket protocol which belongs
to the version HyBi10 [9, 10]. It consists of the following
fields:

1. FIN(1b) - indicates the last frame in a single message,
2. RSV1, RSV2, RSV3 (1 bit each) - bits reserved for
future protocol functions,

3. Opcode (4 bits) - defines the type of frame that is sent,
4. Mask (1 bit) - indicates when the frame is protected,
5. Payload_len (7 bits, 7 + 7 + 16 bits or 64 bits) - useful
length (payload) data,

6. Masking-key (32 bits) - values that protect payload
data (XOR the payload data)

7. Payload data - the size of this field depends on the
specifications given in the field payload_len,

Observing the structure of WebSocket framework, we
note that he is quite simplified and that the overhead when
it significantly reduced to a minimum. The minimum size

payload_data

Figure 5. WebSocket packet
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of the header is only 2-6 bytes, so as compared to the
standard HTTP protocol, in which this overhead is usually
measured from a few hundred bytes to several kB, is a
significant reduction [11].

V. A COMPARATIVE ANALYSIS OF THE PERFORMANCE
OF PROTOCOLS

To test the performance summarized above techniques
which provide us with the possibility of connection with
the SN's in WSN we analyzed the number of packets sent
and the amount of bytes sent in the header for all mention
protocols. We assumed that each SN communicates
directly with the gateway device that is connected to the
Web through standard protocols from TCP/IP set. We
have also adopted that the average header with the HTTP
protocol 500B, a WebSocket HyBiO0 2B, with the
WebSocket HyBil0 6B, defined period of open HTTP
connection with the long-pooling with a 300s, the period
of open connections with the HTTP streaming is the same
as a testing period and amounted to 3600s and with
changes on sensor within a period of 60 s. The analysis
was conducted for only one jump (hop) when sending
packets ie. only to send packages between SN's and the
gateway device. It is more than obvious that the increase
of the number of jumps performed a linear increase in the
number of packets sent, and therefore the benefits
WebSocket protocol even more come to the fore.
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Figure 6. The number of sending packets for different number of sensor
nodes

In Fig. 6 it presented graphics which show dependence
number of package in function of different number of
SN's for all protocols. Looking at the graphs shown in
Fig. 6 we can conclude the following:

1. The number of packets in all protocols increases
linearly with the number of SN's.

2. Protocols WebSocket HyBi10 and WebSocket
HyBi00 have exactly the same number of packets,

3. The total number of packets that are sent from family
WebSocket protocol and HTTP steaming are slightly
different,

4. The maximum number of packets is sent for HTTP
pooling protocol,

5. By increasing the number of SN's the difference
between the total packets sent between the protocols is
increasing.

In general we can say that WebSocket protocol is
always at an advantage compared to protocols that use
standard HTTP protocol and that only HTTP streaming
protocol can roughly be compared to the WebSocket
protocol.
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In Fig. 7 graphics are displayed quantity of bytes that
have been sent in the header of each packet as a function
of the number of SN's for all protocols. From the
displayed graphics we can draw the following
conclusions:

1. For all protocols as the number of sensor nodes grows
the number of bytes located in the header grows, ie.
overhead increases,

2. The protocols of the WebSocket family-a have much
lower overhead compared to protocols that use the HTTP
protocol, and therefore the consumption of electricity is
decreased,

3. The biggest overhead is present in the HTTP protocol
pooling, as expected,

4. The difference in the size of overhead dramatically
increases the benefit of WebSocket protocol as the
number of sensor nodes increases.

One of the most important design requirements that
relates to SN operation, deals with energy consumption. In
order to increase the lifetime of SN, sensor node should
operate with minimum possible energy consumption.
Battery, as the main source of power supply in WSN, can
only store a limited amount of energy. This requires
power aware computation/communication component
technology, low-energy signaling and networking, and
power aware software communication. Lifetime refers to
the period for which SN is capable of sensing and
transmitting sensed data to the base station(s). In WSNs,
thousands of nodes are powered with limited battery
power budget. As a result, the lifetime analysis becomes
an important aspect for efficient usage of the available
energy. In our work, we use the CPU within SN is based
on low power microcontroller MSP430 F123 and its
communication part on RF modulator CC 2420. MSP430
runs into two operating modes, Active with 300 pA at 1
MHz and 3 V power supply, and Low Power Mode 3 with
power consumption of 0,7 pA. In Transmitting mode the
RF modulator consume 17.4 mA, in Receiving mode 19.7
mA, and in Sleep mode 1 pA. Data transfer rate is 128
kbps and packet length is 64 byte. In Fig. 8 the
dependence of power consumption in term of time (hours)
for all four protocols is presented. As we can see form
graphics on Fig.8 WebSocket protocol gives the best
results. This means that sensors nodes which using this
protocol have the longest lifetime expectancy, ie. the
WSN applications which use WebSocket protocol will
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almost double the longer lifetime of the WSN applications
which use HTTP pooling protocol.
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Figure 8. The power consumption

Power saving is crucial issue in battery powered SNs
which affecting to lifetime of application in WSN. As we
know that sending and receiving packets are one of the
largest consumers of energy, it is obvious that if we want
to achieve the longest life expectancy in the SN's network,
and therefore applications, it is necessary that the
communication must be reduced to a minimum. From the
analyzes that have been done in this paper and graphics
shown in Fig. 6, Fig. 7 and Fig. 8 can be concluded that
the least number of packages and the lowest overhead
exactly we have with WebSocket protocol. Bearing in
mind the characteristics of packet transmission in the
WSN (see Subsection 2) it is not difficult to conclude that
the WebSocket protocol is very good solution for the
implementation to the SN's in the context of a WSN real
time applications.

VI. CONCLUSION

In recent years, there is much controversy surrounding
the choosing of appropriate technology that will be able to
display a large amount of data collected from various
sources for a large number of clients in different locations,
all in real time. As the Internet became the main medium
for presenting these type of data by using protocols from
TCP/IP set, it is logical that we maintain the usage of
these protocols in order to achieve compatibility with a
wide range of devices that support them. On the other
hand, the primary objective pursued when developing
applications for WSN is the efficient energy consumption
and the usage of the less complex protocols because of the
limited resources of the SN. WebSocket protocol that is
analyzed in this paper is designed precisely to reconcile
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these two opposites so that it can support a two-way
communication with the Web with very limited resources
of each SN. On the one side it is fully compatible with the
HTTP protocol, and on the other, it has adapted to the
limited resources of the SN. In addition to enabling a fully
independent bi-directional communication, reducing the
number of packets in the communication and reducing the
overhead in most of exchanged packets, it also reduced
the delay in providing information. These facts enabled
the real time mode applications in WSN. By reducing the
intensity of traffic, the power consumption of each SNs is
also reduced, which enables a significantly longer life of
the applications in WSN. As the WebSocket protocol is
still very young protocol, further research in this area as
well as future solutions could qualify it as a preferred
solution for most real time applications in WSN.
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