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Abstract. Industry 4.0 integrates technologies, organizational concepts and 

management principles in order to establish the flexible production, enabling 

mass customization of products. Smart factories, characteristic for Industry 4.0, 

produce large volume of various data. The data has to be handled and analyzed 

effectively and efficiently in order to adequately support decision making pro-

cesses and production system's adaptability to frequent changes. Big data tech-

nologies are aimed to enable storage of large volumes of structured, semi-

structured and unstructured data alongside cost-effective, innovative forms of 

information processing for enhanced insight and decision making. The goal of 

this paper is to conduct a systematic literature review on the role of big data in 

Industry 4.0 with the focus on different data sources, technologies used for han-

dling data and benefits of data analysis. 
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1 Introduction  

We are witnessing a constant growth in the amount of data that is generated every day 

in various ways. In addition to structured data, there is an increasing need for storing 

and analyzing semi-structured and unstructured data. Consequently, the IT communi-

ty is faced with challenges such as how to design appropriate systems to handle the 

data effectively, and how to analyze data in order to extract relevant meaning and 

information. The umbrella term big data represents any technology that adequately 

handles large amounts of generated data, including data collection, network, storage, 

computing and analytical methods. The main characteristics of big data are the 3V's – 

volume, velocity and variety that respectively refer to: the large amount of data; the 

speed of its generation and analysis; and the diversity of the nature and structure of 

data [1]. In our previous work [2], research was carried out on different types of 

NoSQL databases according to the domains of their application in different economic 

sectors, due to their benefit for storage of both structured and unstructured data. One 

of the conclusions was that NoSQL databases are broadly used in the domain of in-

dustry and Industrial Internet of Things (IIoT). IIoT is aimed at connecting all indus-
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trial assets with information systems and business processes. That was the motivation 

to extend our research toward the application of big data technologies within the 

framework of Industry 4.0, where IIoT has a very important role.  

Industry 4.0 relies on the adoption of digital technologies which can be divided in-

to four "smart" dimensions – Smart Working, Smart Manufacturing, Smart Supply 

Chain and Smart Products. The smart environment defined through these dimensions 

makes it possible to increase the quality and flexibility, leading to the faster creation 

of customized products with a rational consumption of resources [3].  

Contemporary industrial systems include cyber-physical systems (CPS), IIoT, big 

data, and artificial intelligence (AI) [4]. By accessing the data generated within such 

smart industrial systems, real-time insight into the production process is enabled, thus 

achieving one of the main goals of Industry 4.0 – data analysis of the production sys-

tem, which results in taking timely actions to adapt the analyzed system to the desired 

state. Therefore, an adequate way to store and analyze data generated in the previous-

ly described way will enable modeling of predictive functions, making conclusions 

about indicators of key performance of the production system and analysis in real-

time [5].  

For the aforementioned reasons, the goal of this paper is to conduct a systematic 

literature review (SLR) on the topic of using big data in Smart Manufacturing pro-

cesses as part of Industry 4.0. In that way it will be possible to define the framework 

and summarize the knowledge from previously conducted researches, in order to un-

dertake new research activities in the domain of big data usage within Industry 4.0. 

The rest of the paper is organized as follows: theoretical foundations are presented 

in Section 2; the methodology used to conduct the systematic literature review as well 

as the results of the review are described in Section 3; considerations of the previous-

ly presented results are presented in Section 4; and conclusions and future work are 

given in Section 5. 

2 Theoretical foundations 

Industry 4.0 is changing the way companies create, produce and improve their prod-

ucts and services by relying on digital technologies. The application of various con-

vergent technologies enables the collection and analysis of data in real time in order 

to provide useful information for the further execution and control of business pro-

cesses [3]. The main goal is the integration of information and communication sys-

tems with other business resources such as machines, devices and people [6]. The 

integration of all business resources creates a smart network that enables organiza-

tions to manage and automate processes more easily, predict unplanned outcomes in 

real time, and more efficiently adapt to changes and new requirements for production 

or service provision [7]. 

The theoretical framework of Industry 4.0 technologies given in [3] assumes two 

layers of technologies. The first layer is represented by front-end technologies, which 

includes four smart dimensions such as Smart Working, Smart Manufacturing, Smart 

Supply Chain and Smart Products. The focus of the presented SLR is on smart manu-
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facturing dimension that refers to flexible manufacturing, dynamic reconfiguration, 

and production optimization, adapting to rapid changes in production due to custom-

ers' needs. The second layer comprises base technologies for creating smart produc-

tion systems, like: IoT [5], cloud services [3], CPS [1], big data and data analytics. 

They enable the connection of front-end technologies into a complete integrated pro-

duction system [3]. Concerning aforementioned base technologies, this SLR is fo-

cused on the role of big data in Industry 4.0 and data analytics [1]. 

3 Methodology 

When performing the SLR, the approach of Barbara Kitchenham [8] is followed. 

According to this approach, activities are divided into three phases: (i) planning the 

review, (ii) conducting the review, and (iii) reporting the review. 

3.1 Planning the review 

At the beginning of the research on this topic, a search for already existing literature 

reviews is made. There are various existing SLR studies relating to the usage of big 

data in Industry 4.0 [9]–[12]. Some of them focus on a specific area in manufacturing, 

while current SLR is based on the larger scope of Industry 4.0. Lepasepp et al. [9] 

studied ways to manage big data collections that would ensure and optimize the man-

ufacturing of medical devices, while Tesch da Silva et al. [11] did the similar research 

but in the field of energy consumption in Industry 4.0. Zheng et al. [13] deals with the 

impact of technologies enabled by Industry 4.0 on various processes of the production 

system. The emphasis is on the fact that the needs for technologies are different de-

pending on the nature of the process in which they are used. 

In [10] and [12], a systematic review was carried out, which aims to analyze the 

performance of the system under the influence of the application of different technol-

ogies. Bueno et al. [10] focused on testing the performance of the production system 

during the application of smart concepts, including big data analysis, over the process 

of planning and production control. 

The aim of this systematic literature review is to identify the entire flow of data 

within the framework of Industry 4.0, starting from the source of raw data, through 

the means of their transmission, transformation, integration, storage and presentation, 

as well as the benefits that enable the analysis of such data. In order to fulfill the aim 

of the planned research, adequate research questions are defined, as follows: (RQ1) 

Which are the most common sources of data in Industry 4.0?; (RQ2) What are the 

benefits of data analysis within Industry 4.0?; (RQ3) What are the most commonly 

used technologies for handling big data?; (RQ3.1) Which big data management prob-

lems are still not solved using existing technologies?; and (RQ3.2) Is the application 

of Data Lake evident and what are the ways of its implementation? 

The Scopus and Web of Science (WoS) index databases are searched using the 

keywords used in a generated query:  

“Industry 4.0” AND “Smart Manufacturing” AND “Big Data” AND “data”. 
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Exclusion and inclusion to eliminate or accept a paper are given in Table 1. 

 
Table 1. Exclusion/Inclusion criteria 

 Exclusion criteria Inclusion criteria 

1. Non-English papers should be excluded. Paper relates to Industry 4.0 and manufacturing. 

2. 
Non-conference papers and non-journal 
articles should be excluded. 

Paper lists and describes the sources of data generat-
ed in the manufacturing processes of Industry 4.0. 

3. 
Duplicate papers in search results should be 

excluded. 

Paper describes the benefits of analyzing collected 

and adequately stored data. 

4. 
Papers that are not related to Smart Manu-
facturing processes should be excluded. 

Paper mentions the technologies used for data man-
agement. 

5. Non-electronic papers should be excluded.  

3.2 Conducting the review 

The initial search resulted in a total of 465 papers that meet the defined criteria. After 

eliminating papers that appear in both index databases, that number is reduced to 343. 

Further selection of papers is made based on: the title of the paper, the abstract, and 

their content. The numbers of selected papers are shown in Table 2. The total number 

of selected papers is reduced to 42.  

Table 2. Initial search of WOS and SCOPUS 

  WoS SCOPUS 

Initial search 228 237 

Number of papers after eliminating duplicates 228 115 

Number of selected papers based on title 171 74 

Number of selected papers based on abstract 95 42 

Number of selected papers based on their content 32 10 

In total:  42 

 

In order to define descriptive statistics and answer previously defined research ques-

tions, data about year of publication, publication type, keywords, described data 

sources, types of described data analysis and technologies used for data handling were 

extracted from all the selected papers. 

3.3 Results if the review 

In this section, descriptive statistics based on relevant information extracted from 42 

selected papers is presented. More than a half of papers are published at conferences 

(54.8%), while a slightly smaller number of papers (45.2%) were published in scien-

tific journals. Based on the graph shown in Fig. 1 (a), we can see a trend in the growth 

of the number of published papers by year, starting from 2016. Considering that none 

of the selection criteria was related to the year of publication, we conclude that before 
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2016 there are no papers that correspond to the topic, and that more serious research 

on the topic was started in the past 5 years. We can see a peak in the number of pub-

lished papers in 2019, but in the following years there is also a constant growth in 

research on this topic. 

 

 
(a) 

 
(b) 

Fig. 1. Year-wise publication/Keyword analysis 

When it comes to the analysis of the keywords of the selected papers, it is important 

to emphasize that only keywords that appear at least 3 times are taken into account. It 

is observed that the result justifies the previously defined query for the search of in-

dex databases and that based on the papers with these keywords, adequate answers to 

the research questions can be obtained. The repetition numbers of the most frequent 

keywords are presented in Fig. 1 (b). 

During the analysis of the papers, the parts of the paper that provide an answer to 

the corresponding research question are recorded. In Table 3, it can be seen in which 

papers the answer to which previously defined research question can be found. 

Table 3. Division of papers in relation to the research questions they answer 

RQ Paper % 

RQ1 [3], [14]–[21], [4], [22]–[27], [28]–[35] 54,8 

RQ2 [3], [14]–[16], [19], [22], [4], [23]–[25], [27], [30], [31], [33], [34], [35]–[42], [43]–[45] 61,9 

RQ3 [3], [15], [17], [18], [20]–[22], [26]–[32], [35], [36], [38], [40]–[42], [44], [46]–[53] 69 

 

The descriptive statistics, shown in Fig. 2 (a), aims to provide an answer to the ques-

tion RQ1. When analyzing the most common data sources in smart manufacturing 

systems, two types of data sources are observed: (i) machines and devices with built-

in sensors that provide completely raw, unprocessed data directly from manufacturing 

processes, like sensors, actuators, cameras, tags and controllers; and (ii) information 

and communication systems that provide data already collected from production, 

integrated and stored, which have been partially processed and can be used for further 

analysis, like manufacturing execution systems (MES), enterprise resource planning 

(ERP), customer relationship management (CRM) systems, database systems, Apache 

Hadoop and Supervisory Control and Data Acquisition (SCADA). The first type of 

data sources collectively takes 81.6%, where the sensors take 35%. 
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(a) 

 
 

(b) 
Fig. 2. Most common sources of data in Industry 4.0 / Types of data analysis 

In order to provide an answer to the research question RQ2 the papers are classified 

based on the performed type of data analytics as: descriptive, predictive, prescriptive 

or diagnostic. For a certain number of papers it was not possible to conclude which 

type of data analytics is meant and they are classified as "Other".  

Descriptive and diagnostic analytics are based on reports and queries that explain 

the previous behavior of the observed system. The focus of these analytics is on his-

torical data review, answering the questions What happened? and Why did it happen?, 

respectively [14]. Predictive and prescriptive analytics are performed to answer the 

questions What will happen? and What to do?, respectively [14]. Prescriptive analyt-

ics uses quantitative optimization and stochastic simulation to support data-driven 

decision making [54]. Based on the results presented in Fig. 2 (b), the most researches 

use data analytics to predict the future behavior of the observed industrial system. 

Descriptive analytics is presented in a slightly smaller number of papers, while diag-

nostic analytics is described in only one paper.  

There is a wide range of available tools and technologies used to manage large data 

sets. To answer the research question RQ3 the technologies are presented and classi-

fied according to the following layers: data acquisition, data transfer, data integration, 

data storage, data analytic and data visualization layer (Table 4). For each layer, the 

technologies are sorted starting with the most used technology. For some layers there 

is a wide range of different technologies that are mentioned, while for some other 

layers there are just few tools that are dominantly used. The most frequently men-

tioned data storage system is Hadoop Distributed File System (HDFS). Apache Spark, 

especially MLib library, and Apache Hadoop’s MapReduce are the most widely used 

for data analytics. Dominant usage of various Apache tools throughout all layers of 

the data management system architecture is evident. 

4 Discussion 

The conducted literature review provides: an overview of the most commonly used 

data sources; technologies used to collect raw data, their purification and elimination 

of incomplete data, integration and storage; and, at the very end, data analysis and 
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visual representation of the obtained information. In addition, the paper presents the 

types of data analysis that are carried out in industrial systems, as well as their im-

portance, that is, the reason why adequate data handling is important in all the previ-

ously mentioned stages. 

Table 4. Big data technologies 

Data  

acquisition 

SCADA, Human Machine Interface (HMI), Manufacturing execution system (MES) , 

Distributed control system (DCS), Apache Flume, Siemens PLC, Apache Hadoop, Sav-
vy Smart Box, Python, R, Scala, ARTEMIS, NodeRED 

Data  

transfer 

Apache Kafka, 4G network, 5G network, Bluetooth, WiFi, Z Wave, WiMax, 

Cellular, NFC, ZigBee, RFID, REST and API, Logstash, AVRO, protocols: MQTT, 

AMQP, MODBUS 

Data  

integration 

MapReduce, Apache Storm stream, Python (NumPy and Pandas libraries), Data Wran-

gler, Scala (slick), R (dplyr) 

Data  

storage 

HDFS, MongoDB, Cassandra, InfluxDB, Elasticsearch, Cloud infrastructure, CouchDB, 

MySQL, MariaDB, Apache HBase, Enterprise DB, Time-Series DB, Apache Hive 

Central Data Warehouse, SQL Server, KEP OPC Server, MachinesList, ERP, MapR 
Binary DB 

Data  
analytic 

Apache Spark, Hadoop MapReduce, Apache Flink, Mixpanel's data analytics tool, 
Google Analytics tool, R, TimeFlow, NodeXL, Microsoft HDInsight 

Data  
visualisation 

Python, Grafana, Smart.viz, Kibana, Scala, R (ggplot2 package), Tabelau, Apache Drill, 
Apache Zeppelin 

 

Data collected from different devices are found in different formats, such as batch 

files, signal stream, sensor data, which makes further steps in the data handling pro-

cess difficult. It is important to emphasize that there is another group of data that is 

important for decision-making within the industrial system, namely user-generated 

data, obtained through questionnaires, surveys, interviews, observations, and docu-

ments [19]. This type of data also affects decision-making, but is beyond the scope of 

this research. The raw data from the devices needs to be temporarily saved as it is, 

and based on the previously presented results. It can be concluded that the SCADA 

data collection system is most often used for this purpose. Data transmission is pro-

vided through various network and communication technologies and protocols. Man-

ual data collection is still prevalent, but it has been shown that this method of data 

collection does not lead to effective decision-making [55]. 

Raw data needs to be cleaned, transformed into a suitable format and integrated, to 

be ready for the storage process. The MapReduce tool founded by the Apache com-

pany is used in the largest number of reviewed papers. 

It can be concluded that the widest assortment of technologies has been identified 

for the purposes of data storage. The most common is the Apache HDFS. In addition, 

various relational and NoSQL databases are used. NoSQL databases are broadly used, 

as expected, primarily due to the possibility of storing heterogeneous data, for which 

traditional databases are not suitable. 

In relation to data processing of a large amount of data Apache Spark and Apache 

Flink are the core technologies used. MapReduce-based technologies are extensively 

used to enable parallel computation on several computing nodes [18]. Data analytics 
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is crucial in order to detect possible irregularities in critical process parameters in real 

time, and to make timely reactions aimed at correcting their. In this way, companies 

manage to meet the requirements and norms of customer expectations. 

The first three research questions defined in Section 3 are successfully and exten-

sively answered. There was not enough information to extract and analyze the an-

swers to the research questions RQ3.1 and RQ3.2, but certain conclusions can be 

successfully drawn. Valero et al. in the paper [53] mention the challenges of imple-

menting a smart environment that are not completely overcome by the application of 

existing technologies. The first problem is the security of data transmission and stor-

age on the internet, which should be addressed by introducing more secure protection 

mechanisms such as end-to-end data encryption and private cloud. Another problem 

relates to the existence of data transfer and communication standards such as the 

MTConnect standard and Modbus to which all devices should be adapted to enable 

their interoperability. The remaining challenges are the adaptation of the smart envi-

ronment to existing systems and the collaboration between machines and people [53].  

A data lake is a centralized repository that stores large amounts of structured, un-

structured, and semi-structured data. In essence, data lake represents the evolution of 

the data warehouse system as it adapts to the requirements of big data and the well-

known 3V model of big data [56]. In the selected papers, the concept of data lake is 

rarely mentioned, and there is no comprehensive answer to RQ3.2. It can be conclud-

ed that this is a gap that requires further research. As described in [56] when imple-

menting a data lake it is necessary to answer challenges such as successfully design-

ing and engineering a storage architecture that allows to achieve maximum effective-

ness and efficiency of the data lake. Data lakes store raw data in just-as-it-is form, and 

before the actual analysis, it is necessary to research such data and create metadata 

describing it in order to reveal its semantics and facilitate further analysis [56]. 

Among other things, it is another problem where there is room for finding and im-

proving technologies that facilitate work with such systems. 

5 Conclusion 

Big data analytics become a key base for competitiveness, productivity growth and 

innovation of industrial enterprises. In a big data environment, data sets are signifi-

cantly larger and may be too complex for traditional data analysis software. For this 

reason, the choice of appropriate technologies is the basis for data analysis that con-

tributes to the successful functioning of a system. 

The purpose of this literature review is to show the most commonly used data 

sources, ways of collecting such data, their transformation, storage and integration, as 

well as visualization and generation of information necessary for making decisions 

that will improve the operation of the industrial system. The results of this research 

can be used as a guide when introducing a new industrial system or adapting an al-

ready existing industrial system to Industry 4.0 concepts. 

In further work, it is necessary to carry out more research, which includes the de-

velopment and testing of new methods and techniques for the analysis of big data. 
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Also, it is necessary to research and apply the techniques found in order to determine 

which the best choice is when it comes to quality control of the process as well as 

improving the experience and satisfaction of the users of the end product. 
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