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Abstract — MQTT is a messaging protocol that enablesnformation is more important today that any gdithck or
efficient and lightweight telemetry transport tietrequired regular, and challenges lie in getting the infoiipvatfrom

in the modern era of communications. Many deviaes athe devices to the people and applications theysirgy in
communicating directly to each other, thus formithg timely manner. Information is only as good as thmeet
Internet of things, a new Machine to Machine (M2Mjeceived allows it to be and ability to respondaadingly
communication network. Aim of this paper is to preés only increases its value. If the devices are widkdgributed
MQTT key concepts, most notably publish/subscribdein geographically, or if they have Ilimited storage or
that is well suited for smart sensors and smart@soras computational  abilities, the challenges increase
they require efficient means of communication dutheir considerably, as do costs. Fortunately, these exngdls are
limited processing power and short battery life.nf@o0 being overcome through the use of improved telgmetr
successful MQTT application examples will be cagrgid technologies and communication protocols that aa&ing
and it will be discussed on how they can benefiayts it possible to send and receive this informatidiabty over
world. It will be discussed with more detail howdtoid the Internet, even if the network is unsteady oe th
devices among others can benefit most out of MQVT, monitoring device has little processing power. MQTT
using a Service implementation of a push mechafism provides telemetry technology to meet the infororati
receiving important notifications. challenges of today’s internet users.

1. INTRODUCTION 2.MQTT PROTOCOL KEY CONCEPTS

Message Queue Telemetry Transport (MQTT) is As we said previously MQTT is very simple and
messaging protocol that is lightweight enough to bkghtweight messaging protocol with open and eagy t
supported by the smallest devices, yet robust dndog implement server architecture which can supporishads
ensure that important messages get to their déstisa of remote clients. As such it is ideal to be used i
every time. With MQTT devices such as smart energgnvironments with low network bandwidth and/or high
meters, cars, trains, satellite receivers, and opets latency. Also it does not require powerful devitcesrun;
healthcare devices can communicate with each ahdr instead it can be used on devices that have vdilg li
with other systems or applications. [1] memory and processing power. Key concepts MQTT

protocol is built upon are all aimed at overcoming
There is a revolution happening right now, the wehdlent- aforementioned obstacles in the best possible way.
server concept and the way we experience intesrnepidly
changing. “Internet of things”[2] is here, “thinga$ diverse Publish/subscribe
as smartphones, cars and household appliancedustiral- MQTT protocol follows the Observer design patterneve
strength sensors are being linked to each otherthed one end is publishing messages while the other iend
internet. And while we currently only have some @ien listening (“observing”) for those messages. Clieat®
intercommunication and autonomous machine-to-machiisubscribed tdopics of interest and receive any messages
(M2M) data transfer, the potential benefits todifdes and that are published to those topics.
businesses are huge.

Topics and subscriptions
Telemetry technology allows us to measure and rapnitTopics are subjects of interests for users. Message
things from a distance. By improving technology made MQTT protocol are published to those topics andmnth, in
it possible to interconnect devices at remote @aaerd turn, signup to receive messages by subscribirg ttapic.
reduce cost of building and maintaining these sgyste Subscriptions can be explicit, and received message
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limited only to that topic, or can be more gendralusing
wildcard designators and thus receiving messages\émy
related topics.

Quiality of servicelevels

As with any network protocol, quality of service (®
plays an important role. MQTT defines three leviis
message delivery, each level gradually increadieglével
of effort by the server to ensure that the messgels

3. APPLICATIONS

One of the first projects that popularized MQTT tpawl
was “Andy’s Twittering House”. Dr. Andy Stanford-#k,
one of the authors of MQTT gained media attentiothie
late 2000s by connecting his home automation system
MQTT to Twitter, a popular micro-blogging site.[8][

Of course, sensors tweeting about what is goinghgrour

delivered. Higher QoS comes at a price of increasdwuse may not be that much of a breakthrough,Hauidea

bandwidth consumption and latency.

Retained messages

It is important that any new client that subscribes topic
does not miss out on any previous messages. Thalhys
with MQTT, the server keeps the messages even thibgr

was to get people’s attention. Any messaging paitoan
work in two directions, so if we were to reverse thhole
“tweet house” idea, we could tweet to our houstauta off
the lights or turn on the air-conditioning. Everouigh this
may not seem as a smart thing to do it is a gooodfpof
concept. MQTT provides users with efficient trangpo

are sent to all of the subscribers. When a newntclieprotocol for sending commands to home automatiatesy

subscribes to an existing topic, any retained nyessare
being sent to the new subscribing client.

Clean sessions and durable connections

Optional clean session flag is used to mark whetfient
subscriptions are removed when it disconnects fthm
server. If the flag is set to true then all of tblgent’s

subscriptions are removed, otherwise the connecison

treated as durable and the client’s subscripti@msain in
effect after any disconnection. This has the eftédteeping
any messages that are received after disconneetizh
resending them after the connection is reestafishe

Wills

When a client connects to a server, it can infdimgerver
that it has a will, or a message, that should b#ighed to a
specific topic or topics in the event of an unexpéc
disconnection. A will is particularly useful in am or

from a remote location. And because it is so liteloesn’t
require huge investments. MQTT broker such as Mittequ
can run even on 35% Raspberry Pi.[6]

Device A
me netwo r\

‘é].

Device B

MQTT broker

Figure 1: Home automation system controlled from
smartphone

security settings where system managers must knd¥ shown in Figure 1, user can use his smartphorsend
immediately when a remote sensor has lost contilotthe command over internet to MQTT broker which would
network. publish that command. Home automation server tlaat c
control various devices inside of the home would be
MQTT brokers subscribed to that topic and upon receiving thesags it
MQTT broker is a server that implements the MQTWwould issue a command to a device targeted indide t
protocol. It is used to relay messages from client®essage. And if the users subscribes to the preskfopic
publishing messages to a certain topic to those ateo he can receive command response, statuses anitatiii
subscribed to it. WebSphere MQ is the best knovakdar from the sensors that are directly connected toseého
as it is developed and maintained by MQTT founddb].  devices. Smoke detector in the kitchen, humiditysse on
Other open source broker implementations are R&allgll the bathroom floor or window opening alert couidder an
Message Broker (RSMB) and Mosquitto. Mosquitto fis aalarm that would be published to MQTT broker. Home
open source message broker that implements the M@ner need not be the only person subscribed teethe
Telemetry Transport protocol version 3.1.[3] topics. Fire department, police and etc. can adaeir
systems to receive these messages as well. Thigroaiae
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the user with the necessary information needed dal
proactively with everyday situations that arisehwitome
automation.

Another popular project relying heavily on MQTis
“FloodNet”, initiated by the University of Southamptc
Their primary goal is to demonstrate a methodol
whereby a set of sensors monitoring the river amdtional
floodplain environment at a particular location
connected by wireless links to other nc to provide an
"intelligent” sensor network. [7]

Unlike many other systems FloodNet focuses on pt
conservation and low maintenanafinstrumentation in th
field and this is best achieved by using MQTT pcol
Figure 2 below describes the system hitecture of
FloodNet. The ad hoc network is based on 802.14,
consists of powerful nodes that host IBM's WebsphdQ
software. The nodewhich are essentiallsensors transmit
data at regular intervals via GPRS to a m-broker or
gateway, and the tgway subsequently transmits the dat
an IBM's Messaging Broker. The sensor data is tiohed
and transformed at this end, and is delivered tg
application that subscribes to the data. The sedsta
might be used for various applications such imulation
models, GIS Visalization and database servit
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Figure 2: FloodNet architecture

Mlcro broker

Database Side

In healthcare MQTT has been successfully implend in
a solution for cardiac patient monitoring systemhe
solution needed to address the following ass of patient
care:

* Monitoring cardiac patients after they leave

hospital
* Improving the efficiency of later checkt
* Meeting new industry dateapture standar

The solution included an embedded MQTT client lmoane
monitoring appliance that collectiagnostics whenever the
patient is in close proximity to a base urThe base unit
sends the diagnostic data over the Internet toctreral
messaging server, where it is handed off to aniegjmn
that analyzes the readings and alerts the medief if
there are signs the patient might be having difj.
Interconnected

Instrumented Intelligent

Doctor

Patient
at home

Home
monitoring
appliance
with MQTT

Figure 3: Home pacemaker monitoring solution witQ ™I

Internet Message

server

Analytical
application

This solution provides patients with better and &
proactive level of service from their hospitals ancrease:
their chances forecovery because they are consta
monitored by their appointed doctors. It can alsve
money as patients have less need to travel andigiehan
appointment with their docto

4. ANDROID CHAT APPLICATION BASED ON
MQTT PROTOCOL

Instant message communication is becoming more
more integrated into everyday mobile phone usehamnge
are getting smarter and data plans cheaper. (Short
message service) is rapidly becoming obsolete idemt
times where “orline” time is equal o 24 hours. Main
advantage that SMS had wits instant delivery time. In
practice, you were guaranteed that you would recei
SMS message within seconds, provided you had nki
coverage.

In order to achieve thisn mobile clients running insta
messaging servicesve need an efficient message p
mechanism. This is a very important concept becenesgy
other applicationsnot just instant messaging applicatis
rely on efficiently responding treceived data. A widely
used approach is to poll data from the server fdexadly
but this may result to delays. If an applicationllgpdoo
often the device’s battery will be drained too dy due to
frequent processor activatic If it pools infrequently then it
might respond to changes slo\ or even miss an important
event There is no good compromise here. The best sal
here would be for an application to just wait aedeive the
message when it is sent, just as with SMS. Big congs
like Google, Apple, BldBerry, various mobile provider
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have their own closed protocols for implementingstpu when creating the Service objectdanCreate()method. The

messaging. And this is where MQTT protocol fitsfpetly.

One other issue with mobile devices is the notieab

Android system will attempt to keep the processtihgsa
service for as long as the service has been startdths
clients bound to it. Process manager will awardhi
highest priority when the system is running lowroemory

latency issue. When social networking giant Fackbo%nd there are decisions to be made about prodéiag ki

created its first instant messaging application rfowbile

clients, latency between messages was multiplensisco But this doesn't guarantee us that our connectimrhe

Large and scalable platform that has been usedilipms
of users was struggling with efficient messagevee)i as
the method they used was reliable but slow ancetivare
limitations for improvement. This was unacceptahled
they needed a quick solution for this problem. Tkhayed
up building a new mechanism that maintains a persis
connection to our servers and to do this withoulinkj

broker will be consistent. One way for us to achiev
persistent TCP/IP connection is to periodicallygpbroker
just to keep the connection alive. To ensure the t
connection wouldn’t be lost when, for example, teice
goes to sleep, it is possible for us to get the &akck on

the system in order to control the connection kaleme
process. WakelLock is part of the PowerManager class
available since Android API level 1.[12] But as we

device battery life MQTT protocol was chosen. Bymentioned before when we talked about poll mechanis
maintaining an MQTT connection and routing messagddis isn't a good solution as it may waste devidzigtery.

through our chat pipeline, they were able to ofaehieve
phone-to-phone delivery in the hundreds of milleets,
rather than multiple seconds.[9]

The easiest way to start using MQTT protocol on raia
platform is by implementing Eclipse Paho projecthé

A better solution is to AlarmManager class thaavsilable
in the Android API. This class provides acceshogystem
alarm services. These allow you to schedule your
application to be run at some point in the futdfhen an
alarm goes off, the Intent that had been registéoedt is
broadcast by the system, automatically starting tdrget

Paho project has been created to provide scalgme-o application if it is not already runninghe Alarm Manager

source implementations of open and standard mesgsag

protocols aimed at new, existing, and emergingieafbns

is intended for cases where you want to have your
application code run at a specific time, even ifuryo
application is not currently running.[13] This alls us to

for Machine-to-Machine (M2M) and Internet of Thingsschedule when the next server ping needs to happeter
(IoT). Paho reflects the inherent physical and co$br connection to stay alive.

constraints of device connectivity. Objectives =

effective levels of decoupling between devices anBY implementing an Android service in this wayaltows

applications, designed to keep markets open anodueage
the
middleware and applications. Paho initially starteidh
MQTT publish/subscribe client implementations f@ewn
embedded platforms, and in the future will

rapid growth of scalable Web and Enterpris

us to receive messages from the broker almost
instantaneously. And because MQTT messaging prbisco
fite it does not eat much bandwidth. Received nNEsEan
then trigger various actions in the hosting appilica In the
case of instant messaging application, Android iagfibn

bringvould subscribe to a topic that is equal to usengue

corresponding server support as determined by th@me. When user receives a new message and hé is no

community”. [10]

Under the assumption that there is already an rihst

messaging application developed for Android it wok

demonstrated here how such application can befrefit

push notification based on MQTT protocol. In orér an

Android application to receive push notificatiohsi¢eds to
be active. Due to operating system limitations oahe
Android Activity can be active at any time. On tbther
hand there can be many active Services on Andféid.
Service is an application component representitigeeian
application's desire to perform a longer-runningeragion
while not interacting with the user or to supplydtionality

for other applications to use”.[11] However, itilsportant
to realize that Service is not a separate procesg has its
own thread. While this may not be appropriate fee (out
of the box”, it is possible to create a separatekerothread

connected to the instant message communicatiorerserv
that server would publish a message to user's topic
informing the user about pending messages. Android
aapplication would receive published MQTT messagd an
then it could download pending messages from the
communication server and notify user that there reaee
received messages.

5. CONCLUSION

Using the MQTT protocol extends our reach to tiagsors
and other remote telemetry devices that might etlser be
unable to communicate with a central system or thight
be reached only through the use of expensive, destic
networks. Network limitations can include limited
bandwidth, high latency, volume restrictions, ftagi
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connections, or prohibitive costs. Device issuasioalude [10] Paho Projectttp://wiki.eclipse.org/Pahaetrieved 1.
limited memory or processing capabilities, or riefbns on 2. 2013.

the use of third-party communication software. dldision, [11] Android.com,*Service”,

some devices are battery-powered, which puts aditi http://developer.android.com/reference/android/@pp/ice.
restrictions on their use for telemetry messagBygbeing Ntml, Retrieved 1. 2. 2013,

. [12] Android.com,'PowerManager”,
simple and open_, MQTT protgcol helps_ us overconeseh http://developer.android.com/reference/android/osgtM
obstacles by relying on a publish/subscribe model.

anager.htmlRetrieved 1. 2. 2013.
[13] Android.com,*AlarmManager”,
There are many examples of successful implemengaiiv  http://developer.android.com/reference/android/Afzsm
healthcare where devices that communicated on MQTManager.htmRetrieved 1. 2. 2013.
protocol were used for monitoring cardiac patieatd

capturing potentially life-saving data. Utility cganies that

produce energy are using MQTT for monitoring remote

locations and collecting important maintenance taildire

data. But perhaps most interesting application tzet the

broadest reach is social networking. Social netimgrkiant

Facebook has been using MQTT for their chat seragcé

has proven to be reliable and much faster tham gievious

solution.
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